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Tomcat

server.xml OO connector0 00 server D000 OOODO. OO xpoweredBy=“false”d OO
O00.00 0 00 falseD OOODOOD OO OO0 OO0 OO0 OO0 O0O.

<Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="8443"
server="bar"
xpoweredBy="false"
/>

000 OD00O0O X-Powered-By OO0 OO0 OO0 OO OO0O0O web.xmlOO OOO OO OODO
gooog oo.

0000000000 tomcat600 OOODO OOOO O
& god bbb oo bbb oo bbb oo bbb oooa.

<init-param>
<param-name>xpoweredBy</param-name>
<param-value>false</param-value>
</init-param>

JBoss EAP 6.x

e SERVER O O

SERVERO OO OO0 0000 OO0 0O 00 O000.00 D000 0DOO 00D oo oogoo.
000 OO org.apache.coyote.httpll.HttpllProtocol.SERVER Propertyd0 0 OO O ODO.
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org.apache.coyote.httpll.HttpllProtocol.SERVER="foo"

I T A A 1 A A

<system-properties>

<property name="org.apache.coyote.httpll.HttpllProtocol.SERVER"
value="foo0"/>
</system-properties>

e X-PoweredBy O [

X-PoweredBy OO0 JBoss OO0 ODOOOO OOO.

/subsystem=web/configuration=jsp-configuration/:write-attribute(name=x-
powered-by,value=false)

{
"outcome" => "success",
"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required"
}
}

oo oobbb bbb oo oo ooooo.

<subsystem xmlns="urn:jboss:domain:web:1.1" default-virtual-server="default-
host" native="false">
<configuration>
<jsp-configuration x-powered-by="false"/>
</configuration>

</subsystem>
000 00 0000 00000 ooooooo.

JBoss EAP 7.x

e Server: JBoss-EAP/7 O X-Powered-By: Undertow/1 00O

00000000000 00000 O0DOO00 clgpboo obooo ooo.
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/subsystem=undertow/server=default-server/host=default-host/filter-ref=x-
powered-by-header: remove
/subsystem=undertow/server=default-server/host=default-host/filter-
ref=server-header: remove

0000000 DOO0OO0OOOoO00D oo oocCloooo opoog.

/subsystem=undertow/configuration=filter/response-header=server-
header:write-attribute(name=header-value,value=fo0)
/subsystem=undertow/configuration=filter/response-header=x-powered-by-
header:write-attribute(name=header-value,value=bar)

e X-Powered-By: JSP/2.3 00

O 000 O0bO0O0O0obOOooOo oo cuobooo ooooo.

/subsystem=undertow/servliet-container=default/setting=jsp:write-
attribute(name=x-powered-by,value=false)

Jodd

e https://access.redhat.com/solutions/21075
e https://tomcat.apache.org/tomcat-8.0-doc/security-howto.html#Connectors
e https://access.redhat.com/solutions/2740891

Directory Listing

ugobog b0 oo oo boo booob ooobo

Tomcat

e https://tomcat.apache.org/tomcat-9.0-doc/default-serviet.html

Tomcat9 000 O0D0O0DO0O OO0 000 OD0ODO0 O00OO0.00000 D000 0DO00O0O web.xml
OO0 000 OO0 listings OO0 falsed DOOO OO.

<servlet>
<servlet-name>default</servlet-name>
<servlet-class>
org.apache.catalina.servlets.DefaultServlet
</servlet-class>
<init-param>
<param-name>debug</param-name>
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<param-value>0</param-value>
</init-param>
<init-param>
<param-name>listings</param-name>
<param-value>false</param-value>
</init-param>
<load-on-startup>l</load-on-startup>
</servlet>
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