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TLS/SSL
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https://ssimate.com/caa/- CAAO OO
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https://www.tutorialsteacher.com/https/ssl-certificate-format

e PEM(Privacy-enhanced Electronic Mail) : Base64 ASCIIO encoded O0OO .pem,
.crt, .cer, .keyOO OODO OOO.pemO00 OO ODOODO ODODO OOO, private key
000000 0000.crtdd cerdd0d 00 0000 OO0 ODOODOD OOOD OOO
O keyODOO OOOOd.

e DER(Distingulished Encoding Rules) :binary 000 .der00 .cer0000 OOO
O0.00 0000 JavaOO webOOOO OO OOOO.

e pfx, pl12 ... : PKCS#12(Public Key Cryptography Standards #12)
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openssl x509 -in cert.crt -outform der -out cert.der

Let's Encrypt / certbot

https://certbot.eff.org/docs/using.html Certbot Manual

Let's Encrypt(CertBot) SSL with HAProxy
HAProxy SSL O O
Let's Encrypt(CertBot) Wildcard Certificates

certbot 000D OO0 OOOO

certbot00 O0OD O0DOD ODO OO0ODO ODDOOO0O0O ODO0OOD ODODOO OOD OO http
000 dnsOO0O OO.

e httpOUDODO UO0ODO O0ODDO OO0 O0O0O0OD ODODOO DOOO.0000 OO0 OQOOOO
000 00000 *.domain.comO OO0 OO0 OO OOO.

edns0000 O0UO0 O00 OO0 0OODUOUOO ODUOODOO ODODO O OO.O00OO0O0O0OOOO
0 ogdgoogdg ooo.

httpOOO O0O0O OOO0O let'sencrypt0 00 OO OO0 OO0 0000 O0ODO OO0 O0O0ODO.
0000 my.domain.domO 00 OOO0OD0O OO0 OO0OOD0 O0ODOO OO0 OO0 OODOO O
000 0D0000 0000 ogOoo. --standalone000 OO0O0O0 OO0 O0OOO.dnsO0O0O
goooobg oo obboo bbb obbo0 boob oobbo bbb O onoo oo M
000 0000 0000000 IXTOOODO D000 oO0OoOo ogoo.--manual 000 OO

--preferred-challenges dns 000 OO0 OO O0OOO. --manual OO0 httpOOO dns
0o oo ooo o oa.

O00-00 0000 (dhparam) O O OOO0O?

O0-00 0000 @O dhparam)O SSLOODO O0O0O0O OO0OO0O OO0 OO0 dhparamd O O
OO0 000 0000 00O 00D 000000 0000 OO WASO sSLOOOOd dhparamd OO
O00.SSLO00 000 000 OD000O0 ADD OO0 ODODU0ODO O OO0 DOoDO ODOoDOo.

OpenSSLO O dhparam OO0 O0O0O0O O0O0O OO0 OO0O0O.

openssl dhparam -out dhparam.pem <KEY-SIZE>
# KEY-SIZE 0O 2048 0O 4096

OO0 dhparam OO0 O0O0OO0OO0 OO0 O0 OD0 O0ODO OO0 OO0 O00O0OO OO0 OO0 O
g bbb ogoob.00 0o bbbb oo oooooo.

O O O https://ssl-config.mozilla.org/00 00000 ODO0OO dhparamO OO OO.

e https://ssl-config.mozilla.org/ffdhe2048.txt
e https://ssl-config.mozilla.org/ffdhe4096.txt
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good

e https://rsec.kr/?p=242
e https://waspro.tistory.com/479
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