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TLS/SSL

Let's Encrypt / certbot
curl0000O OO0 OO OO

https://www.ssllabs.com/ -0 OO0 O
https://ssimate.com/caa/ - CAAO OO

DNSCAAOOOO OOOoad»?
OO0 OO O (Diffie-Hellman Key)
Mozilla TLS Cipher Suite

X.5090 ?
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* DES
e AES
e SEED
e ARIA

gogd

¢ RSA
e DSA
e Diffie-Hellman

gd

e MD5

e SHAl

e SHA2 (SHA-224, SHA-256, SHA-384, SHA-512, SHA-512/224, SHA-512/256)
e SHA3

oo oood oo
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Data
Structure

PEM A ) A d d d
.pem .crt .cer ey
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https://www.tutorialsteacher.com/https/ssl-certificate-format

e PEM(Privacy-enhanced Electronic Mail) : Base64 ASCIIO encoded O OO .pem,
.crt, .cer, .keyOO OODO OOO.pemO00 OO ODOODO ODOD OOO, private key
000000 00dd.crt00 cer 00 0000 OO0 ODOOO OOOO DOO
O keyD OO ODOOO.

e DER(Distingulished Encoding Rules) :binary 000 .der00 .cer0000 OOO
O.00 0000 jJavad0O webODOOO OO ODODO.

e pfx, pl12 ... : PKCS#12(Public Key Cryptography Standards #12)

goo oo gd

openssl x509 -in cert.crt -outform der -out cert.der

oo o

CAODOO OO

# key 00O

openssl genrsa -out ca.key 4096

#O0OO OO

openssl req -x509 -new -nodes -sha512 -days 3650 \
-key ca.key \
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-out ca.crt

U0 ood g

# key 00O
openssl genrsa -out ia.key 4096

# CSR(ODODOOO)OO
openssl req -sha512 -new \
-key ia.key \
-out ia.csr

CSR(OOOOO)DOO

#00000 OO
cat > v3.ext <<-EOF

authorityKeyIdentifier=keyid, issuer
basicConstraints=CA:FALSE

keyUsage = digitalSignature, nonRepudiation, keyEncipherment,

dataEncipherment
extendedKeyUsage = serverAuth
subjectAltName = @alt names

[alt _names]
DNS.1=yourdomain.com
DNS.2=yourdomain
DNS.3=hostname

EOF

openssl x509 -req -sha512 -days 3650 \
-extfile v3.ext \

-CA ca.crt -CAkey ca.key -CAcreateserial \

-in ia.csr \
-out ia.crt

O00-00 0000 (dhparam) 0 O ODOOO?

O0-00 0000 @O dhparam)O SSLOOO O0OO0O OO0OO0O OO0 OOO dhparamdOd O
OO0 000 0000 OO 00D O00DO0O00 0000 OO WASO sSLOOO0d dhparamd OO
OO00.SSLO00 000 000 OD000O0 ADOD OO0 ODDO0ODO O ODOO0 DOobO ODOooDo.

OpenSSLO O dhparam 00 OO00O0 OO0O0O ODOO OOOO.

openssl dhparam -out dhparam.pem <KEY-SIZE>
# KEY-SIZE O 2048 0O 4096
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OO0 dhparam OO0 O0O0OOO0 OO0 O0 OD0 O0ODO OO0 OO0 O0O0OOO OO0 OO0 O
b o0 dooob.oo g bbo0 ooob ooboboao.

O O O https://ssl-config.mozilla.org/00 OO OO0 ODO0OO dhparamO OO OO.

e https://ssl-config.mozilla.org/ffdhe2048.txt
e https://ssl-config.mozilla.org/ffdhe4096.txt

ERERERN

e https://rsec.kr/?p=242
e https://waspro.tistory.com/479
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