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SSH-O0O 0000 00 00

SSH-U0O 0000 oo o

/etc/ssh/sshd config 0O OO

# AllowGroups : OO0 OO0 OO

# AllowUsers : 000 00O og
# DenyGroups : OO0 OO0 OO
# DenyUsers : 000 000 od

# userl O user20 OOODO ODODOO (COOO OO O0O)
DenyUsers userl user2

# userll user2 0 OOODO ODODOO (COOO OO O0O)
AllowUsers userl user?2

#0O0O 00 ( user®@l ~ userlod ) OO0 OOOO0O0O OO0 OODOOOO OOOO OO.

DenyUsers user*

#00 00 OO Allowd Denyl 00O O0OOO0O0O OO0 OO0 OO0 OO0 OO ODOO OO

ogob oobobo obboo oo bbo bbb boooboob oboa.

/etc/pam.d/sshd OO0 OO

/etc/pam.d/sshd 0 000000 sshdd OOO0O OO0 OO telnet,consoled OO O0O0OO O

0000 OO0 /etc/pam.d/system-auth O OOO0O OO.

%PAM-1.0

auth required pam listfile.so item=user sense=deny file=/etc/ssh/sshusers

onerr=succeed

#0 00000000 00000 /etc/ssh/sshusersO OOOOO. (O OO0 OO0 O

ooo oooo ooy

# ssh OO0 OO0 O O0O0O0O0O 100 O0OOoOoO.
userl
user?

/etc/pam.d/system-auth

auth required pam env.so

auth required pam listfile.so # <<== new line add
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0o

auth sufficient pam unix.so nullok try first pass
auth requisite pam succeed if.so uid>= 500 quiet
auth required pam deny.so

goboo oo oboo bobo oo

#UOUOOOO OOOOO
auth required pam listfile.so onerr=fail item=group sense=allow
file=/etc/login.group

#OOOOOO OOO OO
auth required pam listfile.so onerr=fail item=user sense=allow
file=/etc/login.group

onerr=fail: 00 OO0 OO O OO0 (O OO ODOOO OOO OO OO O0O0).0000
Udd oo ol ooooogobdg oooon.

item=group: 00 OO OO (user: 0000 OO OO)

sense = allow: 00 OO0 /etc/logingroup OO OO0 ODO0OO OO0 OO OO (deny:00 O
OO0 oOoooo oo)

file = /etc/logingroup: 00 /0000 OO0 OO0.0 0O0OO OO /0000 000 OO

O000.00 000 0000 sense=allowd OO PAM_SUCCESST 0OOO OO0 OOO
goobooon.

goon

e https://access.redhat.com/solutions/252773
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