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OpenSCAP 1.2 0O 0

BN

U o0odb oobob 0b 0 00 oscapl U0 OO0 O0OD OO0 OO0 OO OOO. oscapd
oo dogob b oo oo oo o bbo,0b 000D oo b bbb obbo bo
0000 0D 0000 ODO0O0OD.oscap SCAPOO OO OODO DO NISTOOO ODO CODO
oo obb boodboobb ob ooboo.bbo b0 b oo oo oo Lo b
OO0 ODOO DO NISTOD SCAPODODDOO O OO0 OOO0O0D0O .0 oscapCl OO XCCDFO OO O
O00O0 0000 O000O D0 O00bD0 OO0 0obOobOO0obOo ODODbOoO.OoDo CPE,CCED OVALD
OO0 00 OO0 0000 SCAPOD ODODCOO OO O OOOSCAPOD DODODOO ODDOOOO.

SCAPOD OO ODODO ODOO SCAPODOD ODDOODOO .

O oscapO OO OpenSCAPOOOD O ODOODO .0 000 OO0 OO0 OO0 OO0OO OOOO
SCAP Workbench OO O O OO DOOO.

000 scap-security-guide SSG OO OO0 OOOO SCAPOODOO OO O OO0OOD.00 OO OO
O00 00 D000 00O SCAPOO0 O0ODOO0O OO0 OO0 OO0 O0O0OO OO oo (PCIDSS,
STIGO USGCB)U O OD0ODOO U0 OO0 OO0 ooOd.

000 XCCDFOO OVALD 00 O OO0 UUODO OO OO SCAPOODO OO O OO OoDbOOO.
XCCOFOOODO OO0 OO ODOobObOUOb ObO0obo OO0 D0bOU0 bObD ODobo oo booo o
OO0 00 O 0 0O000D0.SCAPWorkbenchh 0000000 ODO OO0O0O OO0 OODOOO.

O000 OO oscap0O0 ODOOOD OO OSCAPOOODO ODOOD ODDOODO OODO SCAP
gooboo oboodoo,bg bbb b0, bbb oobb obbo bboo boooo.

O0000D0OO00SCAPOODOO O0OD DOO,00 000,0000000000CPEDO OO
b oogoooboobobobobbobobd.

000 OO0 LinuxO WindowsODO 00000 O0OO oscap0O00O O O0OO0O OO OO0 OOO
gogoo.

oscap 00 OO0

I e A A A O A O

e A tool (oscap or SCAP Workbench)
e SCAP content (XCCDF, OVAL...)

HEN

OO0 OO0 OpenSCAPO OO OO0 oscapO 00 ODOOODO (OO OO0 OOO OO OO)Linux
0000 00 D00 00D O 0000. Fedora OO Red Hat Enterprise Linux 0000 oscap 00O
o000 odyum000 oogoogo.
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# yum install openscap-scanner

@ openscap-scannerd OO0 openscap-utils 0000 OOOOOO

O oscaplUD0 OOODO OO ODOOD OO SCAPOOODO DOODOO.OD D ODOODO DO
000000000 O0ooOooSSsGoU0D00 0boodD.00 00 00 O0oo0D OO0 oo oo
b0 oobb obob ooooo.

# yum install scap-security-guide

SCAPOOOO /usr/share/xml/scap/ssg/content/ 00000 OOOOO.

SCAPOO0OCO DOODO DO OOD OO DU oscapOD0 OO OO ODODO DOOD DOODO
OO0 0 0O O0OO0OO00O0OOoscapd SCAP120 SCAPO OO0 1.10 SCAPl1.00 ODOOOO.O0O O
OO0 SCAPOODO0O DODOO ODODODOO O0ODO OO0 ODOOO OoDoOoOd.

oscap, UO0UODO UOO,00 00 CPEOD O OOOOOVALOUOD OO0 OOODO OD OO0 O
gooog.

$ oscap -V

SCAP 000 OO OO OO

oscapll 00O O OO0 DO OO SCAPOOD OO OOD OODOO OODOOD.O0DOD oscap
infoOOO OO OO OO,0000,00,000 00000 @0OSCAPOO0 O OOOOO OO
O0O00O0bO0OO0oO0o00ob)oooOooooooobobODbDO(bOobo).ooooo XCCbr
OO0 00O SCAPOCOO DOCOO OO OODDOOOODOUOODOOD,00OCO0DOODOOOO
gooo.

OO0 00000 targetd SCAPO OO OO0 O DO OO0 ODUOOO OO ODOODOODOO.

$ oscap info /usr/share/xml/scap/ssg/content/ssg-rhel7-ds.xml
Document type: Source Data Stream
Imported: 2016-08-10T20:49:16

Stream: scap org.open-scap datastream from xccdf ssg-rhel7-xccdf-1.2.xml
Generated: (null)
Version: 1.2
Checklists:
Ref-Id: scap org.open-scap cref ssg-rhel7-xccdf-1.2.xml

Status: draft

Generated: 2016-08-10

Resolved: true
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Profiles:

workstation-upstream
server-gui-upstream
server-upstream

server

server

xccdf org.
xccdf org.
xccdf org.
xccdf org.
xccdf org.
xccdf org.

xccdf org.
xccdf org.
xccdf org.

xccdf _org.
xccdf org.

ssgproject.
ssgproject.
ssgproject.
ssgproject.
ssgproject.
ssgproject.

ssgproject.
ssgproject.
ssgproject.

ssgproject.
ssgproject.

Referenced check files:
ssg-rhel7-oval.xml
system:
http://oval.mitre.org/XMLSchema/oval-definitions-5
ssg-rhel7-ocil.xml
system: http://scap.nist.gov/schema/ocil/2
http://www.redhat.com/security/data/oval/Red Hat Enterprise Linux 7.xml
system:
http://oval.mitre.org/XMLSchema/oval-definitions-5

Checks:
Ref-Id: scap org.
Ref-Id: scap org.
Ref-Id: scap org.
Ref-Id: scap org.
Dictionaries:
Ref-Id: scap org.

XCCOFODOO OO o gd :

content profile standard
content profile pci-dss
content profile C2S

content profile rht-ccp
content profile common
content profile stig-rhel7-

content profile stig-rhel7-
content profile stig-rhel7-
content profile ospp-rhel7-

content profile nist-cl-il-al
content profile cjis-rhel7-

open-scap cref ssg-rhel7-oval.xml
open-scap _cref ssg-rhel7-ocil.xml
open-scap_cref output--ssg-rhel7-cpe-oval.xml
open-scap cref output--ssg-rhel7-oval.xml

open-scap cref output--ssg-rhel7-cpe-dictionary.xml

$ oscap info /usr/share/xml/scap/ssg/content/ssg-rhel7-xccdf.xml
Document type: XCCDF Checklist

Checklist version: 1.1

Imported: 2016-08-10T20:49:16

Status: draft
Generated: 2016-08-10
Resolved: true
Profiles:

standard

pci-dss

C2S

rht-ccp

common

AllThatLinux! - https://atl.kr/dokuwiki/



Last update:
2018/11/04
05:34

openscap_0 O

0 vl https://atl.kr/dokuwiki/doku.php/openscap_%EB%A7%A4%EB%89%B4%EC%96%BC v1.2?rev=1541309647

stig-rhel7-workstation-upstream
stig-rhel7-server-gui-upstream
stig-rhel7-server-upstream
ospp-rhel7-server
nist-cl-il-al
cjis-rhel7-server
Referenced check files:
ssg-rhel7-oval.xml
system: http://oval.mitre.org/XMLSchema/oval-definitions-5
ssg-rhel7-ocil.xml
system: http://scap.nist.gov/schema/ocil/2
http://www.redhat.com/security/data/oval/Red Hat Enterprise Linux 7.xml
system: http://oval.mitre.org/XMLSchema/oval-definitions-5

Document type: 000 OO0 ODOODOD.O0 OODODO XCCDF, OVAL, OO ODOO OOO WO
O 000 0000 Ob0god. Checklist version: XCCOFOOO ODOOO OO0O XCCDFOO
O00.0000 00 110 1.2000. Imported: OpenSCAPO D OOODO OO OO0 ODODO O
OO000O.O0penSCAPO OO OO0 ODOODO ODOODO DO OD0OODOO OO0 OO OOO OO0 O
00 OO0 00 000 OD0Oo0O0O0O.Status: XCCOFOO OO O0O00O0O0.0000 OOO
accepted, draft, deprecated, incompletel DOODOO.O000 OO0 XCCOFODOO OOOO
O0.000 XCCOFOODOO OOO0Od. Generated date: 000 OO /00 0 0O00O0O0O.O
OO0 XCCDFOOWOO OO0 D000 XCCDFOO U000 ODOOoOO. Checklists :oscap
xccdf eval OODOO —benchmark-id OO0 OO0 O0O0OO0O0 OO0 OOOO OO OO0 O
00 00 000 00 000 .00 0 b0o0o0bbO0o L0000 b0o0bOo0o0 oOoon. Profiles:

oscap xccdf eval OO OO —profileJ0OD0 OO0 ODO0OOODO OO OODO OODO IDO OO O
o

OO0 000 OO0 OO OO (XCCDF O ARF)

oscap infol XCCDFUODO O ARFOUOO U0 OO0 OO0 O0OCO ODOOO.0D0O0O0OO0 OOODO
U0 bdd oo oo buoob oobboo.

XCCDFOO 000D OD0OD 0ODDOO0 ODOD OO0 TestResult OO0 DOODOD.00 0O 0O O
Uobooo oo obb oo oooo bbooo.

<TestResult id="xccdf org.open-scap testresult common" start-
time="2017-01-21T19:16:28" end-time="2017-01-21T19:17:35"

ARFOOOD ODD0 0ODOO0OO0 0ODD0O0 DD OO0 TestResult OOO ODOOODO.O000O arf
report 000 ODOOO.

<arf:reports>
<arf:report id="xccdfl">
<arf:content>
<TestResult xmlns="http://checklists.nist.gov/xccdf/1.2"
id="xccdf org.open-
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scap _testresult xccdf org.ssgproject.content profile stig-rhel7-server-
upstream" start-time="2017-01-20T14:30:18" end-time="2017-01-20T14:36:32"

HTMLOOO 00 00 00 000000 00O OO0 OO0 0Oooo .XCCDFOO OO ARFOO
HTMLOOOO OO00O0O oscap xccdf generate reportd 00 ODOOOODO .

OSCAPU O[O

oscap0 0 0D OO OO OO0 O0ODODOODOOUOOODDODOOUODODOO OODOO. Oscapl XCCDF
OO0 00 OOVALOUOO 0000 Oo0ob oob oo o booooo.scApPODOOO DO OO
(OVALOO OO SCAPOUDO O0OO)OOD OO DO OO XMLOOOD OO DO O ODOO.O0 OO
000 00 oob oooog.

OVAL

SCAPOODO OO OVALOD (OVALODO OO)DO 000 OO 0O OO0O0OO.oscap0OO OVALODDO
O000 OO0 OVALOO ODODO ODOO0bOO0.00D0 000 o000 oooOo OVALOO ooo oo
OO00.0 OVALOOO OO 0ob o0 bo 0obo OoboOo.ob oo ovALOD DoOo oo
I A I A I I Y

OO0 OVALODO U0 OO0 OO0 00 boU0ob0O0 oo ooo bobooo.

$ oscap oval eval --results oval-results.xml scap-oval.xml

000 scap-oval.xml O OVALO DO OOO0O oval-results.xml O OVALOO ODDOOOO.

O00 000 OVALOO OO0 00D D00 0Ob 000 ouooo oooo.

$ oscap oval eval --id oval:rhel:def:1000 --results oval-results.xml scap-
oval.xml

0000 OVALO OO oval:rhel:def:1000 000 O OODO0O scap-oval.xml O OVALO O O
000 oval-results.xml O OVALO O ODOOOO.

SCAPOO0 ODO OOD OO DO OUOD ODOOD ODOOOVALOO OUODO DO ODOD OoOoo
Uogobdooooooog.

$ oscap oval eval --datastream-id ds.xml --oval-id xccdf.xml --results oval-
results.xml scap-ds.xml

O00 ds.xmld OO0 ODOO0O0O, xcedf.xmlO OVALOODOODO DOOO XCCODFOOOO.
oval-results.xmlO OVALO DO OO, scap-ds.xmlO SCAPO OO 0000 O0OOO OOOO
gooo.
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SCAPOUOODO DO XMLOOD ODOODO OVALOD OOO XCCOFOOO OO Oob oo obooboo.
OO0 OO0 OVALOOO OO0 OO XCCOFOODOO ODODOO ODOD OO bOOO O ooDb ovALD
00 000 OboO0b0 oo oo bobo o oboboo.oboo Do oOob oOvVALOD DO DO O
ugobob oob obb obboo.b0bbo oboo bbb oooo.

$ oscap xccdf export-oval-variables --profile

united states government configuration baseline usgcb-rhel5desktop-xccdf.xml
$ oscap oval eval --variables usgcb-rhel5desktop-oval.xml-0.variables-0.xml
--results usgcb-results-oval.xml usgcb-rhel5desktop-oval.xml

000 united states government configuration baselined XCCOFO OO OOOOO O
000, usgcb-rhel5bdesktop-xccdf.xmlO XCCOFO OO O0O0O0O OOO0O, usgcb-
rhel5desktop-oval.xmlO OVALO O OOO0O usgcb-rhel5desktop-
oval.xml-0.variables-0.xml O XCCOFOOODO OO0 OODO OOODO OOOO, usgcbh-
results-oval.xml O OVALODO DOOODO.

OVALOODO ODOD D000 oDoOo “hin"OO “full”"0D0O0 OO OO DOODO0O.0 000
—directives <file> OO0 OOOO OpenSCAPOO DO O O OOOO.

fullOO thinOODO O0OO0OOO OVALOOO OOO O

<?xml version="1.0" encoding="UTF-8"7?>

<oval directives xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:oval="http://oval.mitre.org/XMLSchema/oval-common-5" xmlns:oval-
res="http://oval.mitre.org/XMLSchema/oval-results-5"
xmlns="http://oval.mitre.org/XMLSchema/oval-directives-5"
xsi:schemaLocation="http://oval.mitre.org/XMLSchema/oval-results-5 oval-
results-schema.xsd http://oval.mitre.org/XMLSchema/oval-common-5 oval-
common-schema.xsd http://oval.mitre.org/XMLSchema/oval-directives-5 oval-
directives-schema.xsd">

<generator>
<oval:product name>0penSCAP</oval:product name>
<oval:schema version>5.8</oval:schema version> <!-- make sure the OVAL

version matches your input -->
<oval:timestamp>2017-02-04T00:00:00</oval:timestamp>
</generator>
<directives include source definitions="true">
<oval-res:definition true reported="true" content="thin"/>
<oval-res:definition false reported="true" content="thin"/>
<oval-res:definition unknown reported="true" content="thin"/>
<oval-res:definition_error reported="true" content="thin"/>
<oval-res:definition not evaluated reported="true" content="thin"/>
<oval-res:definition not applicable reported="true" content="thin"/>
</directives>
</oval directives>

00 0000 thinOVALODODO OO0 OO0 OO0 O0OD OO O DODOODO DO0OD.0O0 DOO
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—without-syschar 000 OO0 O 0OOOO .

OO0 OVALOODO OO O O OVALOOD OO OO

$ oscap oval eval --directives directives.xml --without-syschar --results

oval-results.xml oval.xml

00 DataStreemO O OVALO O OO0 OO O O OVALODOO OO OO

$ oscap oval eval --directives directives.xml --without-syschar --
datastream-id ds.xml --oval-id oval.xml --results oval-results.xml scap-

ds.xml

OO0 000 DbOOODbOO0OOoOvVALOOO DObO b OO0 bOoO0b0 bODbOo.xXCcCbFOD O 0ODO
0o obdodgogg oooboa.

$ oscap info ssg-rhel7-xccdf.xml
Document type: XCCDF Checklist
Checklist version: 1.1

Imported: 2017-01-20T14:20:43

Status:

draft

Generated: 2017-01-19
Resolved: true
Profiles:

standard

pci-dss

C2S

rht-ccp

common
stig-rhel7-workstation-upstream
stig-rhel7-server-gui-upstream
stig-rhel7-server-upstream
stig-rhevh-upstream
ospp-rhel7-server
nist-cl-il-al
cjis-rhel7-server

docker-host

nist-800-171-cui

Referenced check files:

ssg-rhel7-oval.xml

system: http://oval.mitre.org/XMLSchema/oval-definitions-5

ssg-rhel7-ocil.xml

system: http://scap.nist.gov/schema/ocil/2
https://www.redhat.com/security/data/oval/com.redhat.rhsa-RHEL7.xml.bz2
system: http://oval.mitre.org/XMLSchema/oval-definitions-5

0000 0000000000 DO0OO0O00O0.00000 ssg-rhel7-oval.xmlO OO O O
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oscap infoll OO0 OODO ODODOO OOO O OODOO. Source DataStreemd OO OO0O
O000OVALODO O000OD.00 OO0 00000 oscap ds sds-split00d oood
OVALOODO OO O OO ooog.

$ oscap ds sds-split ssg-rhel7-ds.xml extracted/

$ 1s -1 extracted/

scap _org.open-scap _cref output--ssg-rhel7-cpe-dictionary.xml
scap_org.open-scap_cref ssg-rhel7-xccdf-1.2.xml
ssg-rhel7-cpe-oval.xml

ssg-rhel7-ocil.xml

ssg-rhel7-oval.xml

00 000 0000 00000000000 0ooOoo OVALO XCCbFOOO DOooUoo oo o
O 0000.000 00000000000 00000 DataStream OO OO OODO Source
DataStream O O Result DataStreamO O OO XCCDFO OVALOOO OO O OO OOOO.

XCCDF

XCCOFODO OO0 OO0 O oscap OO XCCOFOO,OVALODO O CPEODOD ODDODO.DOO
0000 0000 0000 DO0O00O XCCDbFOODO ODDOODOO.00 000 DOoOo obo oOoo
OO0 000 XCCOFOOO U0 O OO0 ObOoO.XCCOFOOUODOO OO O XCCbFOoOOo oo O
00 00 0Db 0000 00O0b00.00b0 OO0 CVEOD CCEOODO OO ObboOoDb.0obO O
O XCCDFOODO OO oo obooo.

Title Verify permissions on 'group' file
Rule usgcb-rhel5desktop-rule-2.2.3.1.]j
Ident CCE-3967-7

Result pass

CPE dictionaryD 0000 OO ODO0ODO OO0 O0ODO OO0 ODOOO O O0OOOOO.000O
OO0 0000 O 00 XCCbFOODO OO DO ODO OO DOOobObOoDboo.
OO0 000 XCCDFOO OO OO0 OO0 obboOo oooob ooooo.

XCCOFOOUOD OO0 bOoUObO boUobOOo oo obo bobooo.

$ oscap xccdf eval --profile Desktop --results xccdf-results.xml --cpe cpe-
dictionary.xml scap-xccdf.xml

scap-xccdf.xml O XCCDFO O OO, Desktopd XCCOFODO OO OO0 OODOOOO xcecdf-
results.xmlO OO0 OO0 O0OO0O OOOO, cpe-dictionary.xmlO CPE dictionaryd O.

OO0 000 -ruledDO0O OO0 OO0 OO DODOODDOOODOOOOO .
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$ oscap xccdf eval --profile Desktop --rule
ensure _gpgcheck globally activated --results xccdf-results.xml --cpe cpe-
dictionary.xml scap-xccdf.xml

000 ensure gpgcheck globally activated D OO0 ODOO0O OO0 O OO0 OOOOO

Source DataStream U0 000000

O0000 000 00 00 000 00 000 0000 OO ogood. Source DataStreamO O
00 0o oo odooboob bl ooodo o0 oo 0D b0 ooo o oo
OO0 OO0 00000 oscap xcecdf eval DOD OO ODOOOO .

SCAP DataStream O OO OO DataStream OO OO XCCDFOUO OO0 OUOOOO OO OOO
oooooao.

$ oscap xccdf eval --datastream-id ds.xml --xccdf-id xccdf.xml --results
xccdf-results.xml scap-ds.xml

000 scap-ds.xmld SCAPOODO OD0ODOO 0000 O0ODOD ODOOO,ds.xmlOd OO ODOO
00000, xcedf.xmlO OO O XCCDF OO O component-ref0 OO OO IDOO xcecdf-
results.xmlO 00O 000 0000 OOO0O.

— 00 OO0 —datastream-id00O0 OO OO0 O0O0OO0O O OO OO0 OOOO OO

@ O000.—xccdf-idOODO OO OO checklistsOOO O OO0 OO ODOO OO0O0OOO.
0O 0O 0000 checklists 0O O O OO DataStreamd OO0 O0O. checklists OO O O
o0 0o oboo ooooo.

(00,0000 O0O)SCAPDataStreem 000 OO DataStreemO OO0 OO XCCOFOO ODOO
00000 OO0 000 oooooag.

$ oscap xccdf eval --benchmark-id benchmark id --results xccdf-results.xml
scap-ds.xml

000 scap-ds.xml SCAPOOD O0O0OO DODOO ODDODOO 0OOO, benchmark id0O OO
0000 xcedf:Benchmark O0O0O0 ODO0OO0 O0OO0O idOOOO. xcedf-results.xmlO
OO0 000 gooo ggoao.

Result DataStream (ARF) OO OO0 O0O0O

00 00000 —results 00 O OO0 ODOOO XCCDFOO OO0 ODOODOO. OO Result
DataStream (ARF - Asset Reporting Formatd 0 OO 0O)XMLO O O0O0O O —results-arf 000 O
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$ oscap xccdf eval --benchmark-id benchmark id --results-arf arf-results.xml
scap-ds.xml

Result STIG Viewer

XCCDF OO OO0 DISASTIG Viewerd OO OO RuleIDO DISAD 0000 OO0 OOOD OO OO
0 00 —stig-viewer OO 0O OO0 OODOO DISASTIGViewerd O OO0 OOO XCCDFOO O
I A I 6 6

$ oscap xccdf eval --profile stig-rhel7-disa --stig-viewer results-stig.xml
ssg-rhel7-ds.xml

OO0 XCCDFO O ODOO STIGOO IDO ODO D00 ODODOo oo hrefO0O ODOO
http://iase.disa.mil/stigs/Pages/stig-viewing-gquidance.aspx 00O QO O0O.

O:

<Rule id="rpm verify permissions">

<reference
href="http://iase.disa.mil/stigs/Pages/stig-viewing-guidance.aspx">SV-86473r
2 rule</reference>

</Rule>
DISASTIGViewer 00O U0O0D OO0 OO0 OO0 OO OoOooOoQ .

Remediate System 000 OO O (@ O)

OpenSCAPO OO0ODO DO DODOD OO O DOODOD ODODDO DOODDO.0OO0ODO DOOD DO O
0000 XCCDFOOO ODODOO0O. scap-security-guide 00000 OO0 OO0 OO0 OOOO
googg.

gob oboog oo bbb boooo.

e oscapl OO0 O XCCOFODOO ODODOODO.

OO0 000 OVALODOO 0000 oboobO.000 0 0b0o o000 bobo boooa.
eoscapll OO0 ODO OO0 OUO0DOO ODUODO ODOD ODDOOD OO ODOODOO OOOODO.
OO0 00000 000 oscapl OOODO rule-result 00 OO0 ODOOOO.O00 ODOOOO O
O000O0Dog.

eoscapl 00 ODODDOO O0OD OO0 OD ODDODO ODODOO ODODOOOD ODOODO OO
OO0 OVALODOD OO0 O00OO0O0.00 0000 00 OVALODOO D000 oo oo oo
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oo obbd oo bbb boo bogoo.
e J00O0O UOODO OOD OO XCCDFOUOO OOUOODO.O OO TestResultOOO OOODODO.
O 00 TestResult 000 OO0 OO0 OO0 ODODOOO.0O OO TestResultD O OO
TestResultOO OOOODO0O OO0 OO0 OOOOO.

000 0000 oscapd O online, offline 0 reviewd 0O OO0 OO0 OO0 OOOO.

Online Remediation OO0 0O O @0O)

oo oobb oo go bbb ooouoo.ggo o bbb oo oo bbb ooooa.

O00 000 00000 —-remediate00 O OO0 ODOOOODO .00 OO, scap-security-
guideDO0OO0O ODO0OO0 ODUOO0 OO0 ODODOO0O ODO0D ODODOOO.

$ oscap xccdf eval --remediate --profile
xccdf org.ssgproject.content profile rht-ccp --results scan-xccdf-
results.xml /usr/share/xml/scap/ssg/content/ssg-rhel7-ds.xml

Ugobb oot gbbooud oo bbb oo oo bbb oo bbb ooobb o
g bbb oo oo b oo oo bobbob.b oo oo bbb o oo bbb o oo o
goggb.ogo oo g boo oo bbb bbb oobob.0ob 0oL oDOob oD O, o
U0 oob obobo bbo bobooo.

Offline Remediation O OO0 OO O(@MO)

gobo bbb oo bbb bbb boob.O bbb bbb bbb oo oo
0 XCCDF OO O TestResult OO0 OO OOO.

U o0 ooodbtdoscap DOOOO O0OO0O ODDLO OOOOO. 000 00 OLObODb O0oO0Qgd
gogodg bbb oo oo bbb oo bbb oo oo bbb Do oo o
TestResult 000 DO0OO0ODO.O00 OODO TestResultD OO0 O -00 OO0 OO0 ODOOO.O
Ugoboooboooog.

scap-security-quide 0000 O0OO0 OO0O0 OO0 OOOOO OODO OODOOO.

$ oscap xccdf eval --profile xccdf org.ssgproject.content profile rht-ccp --
results scan-xccdf-results.xml /usr/share/xml/scap/ssg/content/ssg-rhel7-
ds.xml

$ oscap xccdf remediate --results scan-xccdf-results.xml scan-xccdf-
results.xml

Remediation Review 0 00 OO

b0 odb oobb obboo bo bbb bbb 0bb bbb obb o oobb.obo bo
00 o0 oobob oobbo.0 b oobbo bbb bbb bOboUdb oob oobo
go.
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$ oscap xccdf generate fix --template urn:xccdf:fix:script:sh --profile
xccdf org.ssgproject.content profile rht-ccp --output my-remediation-
script.sh /usr/share/xml/scap/ssg/content/ssg-rhel7-ds.xml

Check Engines (0 0 [0 [

O000 XCCDFOOOO OVALOO 000 DO00DO0.000 OVALOOO oO0oOO0o oooo oo
00 0000O0.00000000 000 OVALODODO OO ODO0O OVALOO OO ODboOoDo.

0 I T A I I I 6 O B R N I
—oval-results 0 00O 00 000 OO0 OO0 0OOO0D0O O0oOOO .

00 0000 00 oo oo (@ :SCEOD0 ODO0)Oo boo o oooo .
OpenSCAPOO OODOO OO OO O0ODO O0OO OO0 OO0 OODO0O OO ODOOOODOO.DO

gooo oog oo obdoo bo 0,00 00 ooob obobo bboo.boo b obo O
O 000000 XCCDFO OO oDoooOd.

$ oscap xccdf eval sds-datastream.xml

Title Check group file contents
Rule xccdf org.example rule system authcontent-group
Result notchecked

Title Check password file contents
Rule xccdf org.example rule system authcontent-passwd
Result notchecked

Title Check shadow file contents
Rule xccdf org.example rule system authcontent-shadow
Result notchecked

o 000 0000 QOO0 DOO0D D000 O0OO0O0 OO0 DoDOoogooooo. notcheckedO
odb 0o0b Ob o0ob oob obob b oooboobg.

CVE,CCE,CPE OO OOO

0O XCCDFO OO xcedf:ident OO0 OO0 OO0 O 0O0OD0O.000 000 OO0 OO0 DODOO
CVE,CCE,CPE0] DOD OD OO0 OD ODDOOD OO DO ODOO.

g b0 0 oscapl OO0 OOOO OO O OO0 O0OOOo boobobobO.O

Title Ensure Repodata Signature Checking is Not Disabled For Any Repos
Rule rule-2.1.2.3.6.a
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Result pass

Title Verify user who owns 'shadow' file
Rule rule-2.2.3.1.a

Ident CCE-3918-0

Result pass

Title Verify group who owns 'shadow' file
Rule rule-2.2.3.1.b

Ident  CCE-3988-3

Result pass

Ugobogob.o0 oo oo buoo bg oo

OO0 ooo (@ oo oo
ub oo d ogoog.
O000 HMLODOO OOD O0000D0O0D00.0000 CVEO OOOO OODOO OO NVDODO
00000 0000000000 Q0O000 @UOoog og).openSCAPO OO0 OO0 ODODODO

U0 00 ooob oobbo oboa.

000 IDOD 00 000 000 000 000 OO0 000 Result DatastreamOOO0O0O. 0O O
00 —results-arf 000 0OO0OD0 OO0 OO0 0O 0O 0O O0OO0O.

$ oscap xccdf eval --profile xccdf org.ssgproject.content profile common --
fetch-remote-resources --results-arf results.xml
/usr/share/xml/scap/ssg/content/ssg-rhel6-ds.xml

OO0 000 000 00 results.xmlOO <rule-result>000 OO0 OO0OOC ODOOOO.

<rule-result idref="xccdf org.ssgproject.content rule partition for tmp"
time="2017-01-20T14:30:18" severity="low" weight="1.000000">
<result>pass</result>
<ident system="https://nvd.nist.gov/cce/index.cfm">CCE-27173-4</ident>
<check system="http://oval.mitre.org/XMLSchema/oval-definitions-5">
<check-content-ref name="oval:ssg-partition for tmp:def:1"
href="#oval0"/>
</check>
</rule-result>

OpenSCAP 1.2.90 0 HTMLO Group-ByOOD ODOUOD O0OO O ODOD ODDOD ODOO OODOO
ugooooo.

HTMLOOOO OO00OO0 OOobOOo oob oo b oo boobo.HMLOOOO Do obo ooob
(O :CCE-27173-4)0 OO O 0O O0ODOO ODDOOODOOODOODOODOO.ODODODOOD
XCCOFIDOD OO0 O0ODO O ODODO.0D0 D000 0ODOO00 0D 000 0000 00 ooood
O00 00 DO0O0O0O OoOO0DbOo.00 SCAPOODO DOO OO ODODOD.ODOOD DO DODO
OO0 HMLOODODOO O0ODO O DOOODo.

000000 (@ :CCEOOOONIST800-53 0000 0O0O)Yo booOoOo oooOooobpo ooo
000000 00 HdMLOOOOO CCEIDD ODODOOO00.00 OO NISTSP800-531D0 OO
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000 ObOooO cceEdnd

OpenSCAPO OO OO OO OO CCEOODO ODOUODO DOUDO.ODODOD ODO DODO DO OO
00000000000 CCEODOOO0 OO0 OO,0DOO0 D000 DOODDOOODROOO
gooo.
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