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e Fedora: dnf install openscap-scanner’ 0000 oscap 000 OO0 O OO. SCAP
Workbench OO OO0 yum install scap-workbench’ 000 ODOO0OO, OO
openscap-scanner] U0OUO0O0O OO OD0O0O0O OO0 O0O.0000 00 O0O0O0O0O OO
0000000 O0o0o00.»

e RHEL 6/7, Cent0S 6/7:yum install openscap-scanner’ 0 yum install scap-
workbench® 000 OOOO.

e RHEL 8+/Cent0S 8+: Fedoral DUOOO dnfODOO O0O0OO,00 OO0 OO0 OO0 OO

0000007
e Debian/Ubuntu: oscap 000 OO0O0O libopenscap8 0O OO apt-get install

libopenscap8’ 0000 OO0 O OO. Ubuntud O SCAP Workbench O SSGO 00O OO
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000 sudo apt-get install -y openscap-scanner scap-security-guide
oscap-anaconda-addon'0 OO0 OO0 OO0 O 0O0.00 000 OO0 OO0 OO0 OO
ODoooo.?

SCAP O[O OODO(SSG) O O:

e Fedora: dnf install scap-security-guide.*

e RHEL/Cent0S: yum install scap-security-guide.’

e Debian 10+/Ubuntu 18.04+: apt install ssg-base ssg-debderived ssg-debian
ssg-nondebian ssg-applications.”

OO0 00 OO0 OO0 OO00O0DO OpenSCAPO OO0 OO OO0 DOODO OO ODODOO DOO DO
go.

SCAP Workbench
000 oscapDDDDSSGDDDDDDD(DDD 00
oo
0od)
Fedora zggﬁni?fslgsgile%zﬁ?s_cap' sudo dnf install WorkbenchD 0O O openscap-
quide y scap-workbench scannerd OO OO0 ODODOO.
sudo yum install openscap- .
RHEL/CentOS . sudo yum install
70 00 scz.anner scap-security- scap-workbench 000 ooo ooo oogd.
guide
RHEL/Centos |20 ANt INstall 0penscap- g, g5 gnf install
80 OO . P y scap-workbench
guide
;l;g?ni?atllugggaesc%% sudo sudo apt install ubuntuld scap-security-guider]
- 14 (17
Ubuntu 18.04+ scanner scap-security- scap-workbench 5sg- U 0 D.D H .D 0D oon.~ (0
guide scap-security-quided OO OO)
sudo apt update && sudo . 5
Debian 10+ apt install libopenscap8 sudo apt install Islt;%%en;cgpgsm _gSDcaDp% DD E%%'
scap-security-guide (0 O |scap-workbench 0o g
YO 00O ssg-000) '

000 0000 OpenSCAPO OO OO OO(@:SSG)U ODODO OD ODDODDOO DO ODOO OOO
g ooob.o0b oo oo bbb oo oo bbb oo oo bbb oooo,0guoa
goog obb oo obbbb oot oo bbb oo Do bbb oo OO
00 000,000 0000 OO0 ODO0OD OpenSCAPO OD0ODOD ODOOD DO OODO OO O
ogoobgooogo.

4.2. SCAPO 0O ODOO(SSG) 00O OO O OO

SCAPODO ODOO(SSG)O SCAPO O U0ODO ODODO OO ODODOO,000 000 0O DOO0 OO0
0000 000,00 00 O remediation00000 O0OO0."OSCAPO SSGUOOODOO OO O
00000000000 000 O 00.SSGO OO0 SCAP WorkbenchD O0OOOO 00000
D00 000 O OO0(30: yum install scap-security-guide).’ Fedora, RHEL, CentO0S,
Scientific LinuxO OO OO0 SSGO OO 000000 0 SSGUOOOD OOOODO
/usr/share/xml/scap/ssg/content/ 00000 OOODO® 000 XCCDF,OVALO O 000D
0O0(@O *-ds.xml O0O)O0000.>SSGO PCI DSS, STIG, USGCBO OO OO0 OOODO.™SSG
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00000 DISA FSO,NSA,Red HatD 00 000 D000 0D0OO0O0 000D 0000 00O
00 oobob obob Db oo boo0o.0g0 o0 Joob oD oobob o ooooo
Ugoogodgooobdobbd bbb bbb oob oob obob obobo oo oo
O0O000 DO OO0 O0OOoSssGU0O0 bOOoU0bO boo obboOo o oo.

43. 00 OO

431.00 00 O Ooo0DOOa oo

00 000 00000000000 0000,SSG0 00 000 00000 0000 00 0

0 0000000000000 0O00O0D0O00O0000O00O0O00.00000000000
0000 <datastream file.xml>O OO oscap info <datastream file.xml>00O0O OO

00 (0: oscap info /usr/share/xml/scap/ssg/content/ssg-rhel6-ds.xml).” SCAP
WorkbenchD DOO0O0OOD OO0 OO0 OO0 OO0 OO0OO0O.000 OO(@:RHEL8O)O O OODO
(O:CISBenchmark Level 1) O0O0OD OO0 OO0 OO0 OO0 OO0 OO0 OoOO.

4.3.2. 000 OO0 oscap OO

oscapl OO0 UOODO OO OO OOO OOO: oscap xccdf eval --profile <profile id>
--results <results file.xml> --report <report file.html>

<datastream file.xml>.00 OO DISA STIGO OO oscap xccdf eval --profile
selected profile --results result file --cpe cpe dictionary disa stig content
00000000000 0000000000000 DDDg,oscapD OVALO OO OO O
00 00 OO:oscap oval eval....” 000 OpenSCAPODDO 00 0000, 00 000 OO
oo oood oooo go.

433.000 00 O OO (HTML, ARF, XCCDF)

00 OO0 000 0000 obobob ooo o og. --results-arf arf.xmlO0O0 ODOO O
000 OO(ARF)OO O0OODO° --report report.html 000 OO0 OO0 O OO HTIMLOODO
00000000 XCCDFOOOOUD OO0 O OO0CHIMLOOODD OO0 0O0D0 OO0 OO0 OO
oo DDDDQ,SCAPinocularsD OO0 OO0 ARFOOOO HTMLOOOO O0000 OOoO0oO
00000000 000000000000 00,000 0000000000 O O (ARF,
XCCDAH O OO0 OO0 OOMHTML)O OD OO OO0 DODO0.000 00 000 D000 oOoo
OO0 000000D0 OpenSCAPO ODOOD OODODOO.

4.4.00 00O OO DO (Tailoring)

00 000 0000 00 00 00 00000 00.00 0DoO(Tailoring) OO0 OO OOO
Ugogbdoboboooboobobobb obobbboo b0 obobdoo boooooooobbo oo,
SCAP WorkbenchD 00000 00 000 0000% 0000 00 00000 O0O(fork)OO O
DO 00D OO0 000 00/00000 0000000000 00000000000 00
00 0000 *“0000000” 00000000 00000 MO0 o000 SCAPOO
gooo bbb oo oo g oo oo oo oob b oo oob oOob o
OO0 000 O0.°0penSCAPO XCCDF 1.100 00000 00 000 00000,00
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openscap 000 ODO0OOOO ODOOO OO O OO.P

ugoobdog b ooob ob oob bbb bbb obb Ob b oUob oob obOb OB
gdobdod.0ob boobo oob boobo oob bob bbb o b bo.Oboob booob

(0:SSGUO0 00)0 000 0000 000O00Y 00000 00 0000 0000000 00

00 000000 000000000 (@P0000 0000 00).00000 000 00000
00 00000 000 000 0000% 00000 000 000 000000000 00 00
00 0000 000000000000 O0O0.°00000000000 000000000
00 0oobb oboboo 0o 00 bbb OO0 OO0 O Ob0b ObO,00b0 OO0ob oobooo
U0 gdb oo ooob oo oooo.

5. OpenSCAPL OO0 OO OO OOO

OpenSCAPO OO0 OO O DODOODODODDODODOOOODOODOODODOODOODODDOODODOO
O000 0ODO000 ODO0DO0. 00 CIS(Center for Internet Security) O O O O O DISA STIG(Security
Technical Implementation Guides) 00 OO0 OOO0O OO0 OO0 O0DO0 O0O0O OO OOOO
oo ooo oooad.

5.1. CIS(Center for Internet Security) D000 OO

CIsO00dO0DDO 0000 0000 000D 00 D0 o000 0o o0DO0ooOo0oooboooo d
O.0penSCAPO OO0 OO0 CISODOOOO OO OOO OOOO PCI DSS, NIST, FedRAMP,
FISMAOO 00 00 000 0000 O 000 O00.°Red Hatd RHEL(Red Hat Enterprise
Linux) OOOOO CISOD OO0 O0O0O0O OO0 O0O0O0O 0000 scap-security-guide 00O
OO0 oooo.®

D000 oscap000 SSGU D ODOOO OO CISOO0DOD OD0O0O0O OO0 OO0 O0OOOO OO0
0000 000,0scap00000 OO0 Ansibled0 0000 0O0OOOCISOD OO0 OO
remediation(00 O0O)J 0000 O 0O0.*0penSCAPO UbuntuOOODOO CIS OO (Level
10 Llevel 2 0000)0 00000 OO0 DO OODOY, 0000000 --remediatedO0

0 oo oo odb oo oo, oo bbb 0b b DOob oL obobo bbhoo b
D.17

OpenSCAPO remediation 00000 000 0O 0OO00O% 0000 remediationd OOOO OO
0 00.00 0O0,SSGO RHEL 8 CIS 0O OO0 remediation 000 CISOO OO0 100%0
000 0000 98%0 00 000 000000 0000000SsSGo00O0 00 0D0oo
0000 0000 remediationd 000000 OO0O0 0D0O0O0 OD0OO0O0.000 0OO0O0O 100%
0000 remediationd 00000 0O 00,0000 0000 0000 OO0 OO0 OO0 OO0 O
00000 0ooo oo.

5.2. DISA STIGs(Security Technical Implementation Guides) 00 00O OO

DISA STIGD OO OOO(MoD) DD UD0UD OO0 0O0DO0OO,00 00000 00000 0000

00 00 000 00 00000 00 0OO00D0.*°0penSCAPO OO0 DISA STIGO OO0 O OO
000 0O0O0O0CSCAPOD OOO(SSG)D STIGD DOOD, 00 OO RHEL6O DISASTIGO SSG O
00000000 O0000.™SSGO DoDSTIGOD OO RedHath 0OOO OO0 OoO.™

STIGODO OO0 oscap xccdf eval --profile <STIG profile>...0 OO0 OO0 OOOO
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0000 STIGOOO0 OO0 OpenSCAP/SSGD OO /usr/share/xml/scap/ssg/content 00O
00 00 000 0000.*°STIG remediationd OO Ansible 00000 DISAD OO OO0 OO
0 (Supplemental Automation Content)0 0 00O O 00O.*

SSG, Red Hat,DISA FSOO NSAOO STIGUOOD U0 OO0 OO0 0000 0OOOO.OO
0000 00000 DboDOOD OOUOOODO 0OOO OO,DboDO STIGOOOD OOOO OOO
0000000000 0000 00000000000 O0O0O0OO0OO0.000 o000 STGo
00 00000000 00 00 0000(SSGO 00)00000 00000 000000 o
00000 0000 000 oog.

53.00 OO OO (O:FISMA, HIPAA, PCI-DSS, NIST SP 800-53)

OpenSCAPD OOO0O CISO STIGH OO O0O0 0OD O 00 D0DDOOO DOOO.SCAPO OO
0 NIST SP 800-53 00 OO0 DODOOLFISMADOD OOO OODOOOD O OO0 OO.MOO
PCI-DSSOD 0O0OD 0OOOO0O 0O OO0 O OO0 ¢,SSGO PCIDSSO ODOOOO O0OO™), Oracle
LinuxD SSGO OOODO HIPAAD “* 00 0DOO0 00 OO0OO" OO0 0DO0DOO O0O0CBFSCAPO
NISTOO OO DOO0O0OO0OO0 oooo.t

OpenSCAPO FISMA, HIPAA, PCI-DSS, NIST SP 800-53 0 000 O0O0'000 00 0000 OO
0 0000O0SCAPOD ODODO ODDOO DO(OVALOO)D ODODO OOD OODOOO OO OO
00 000 DO0O00 000 00 0D0.0000SSGO0 0000 ODb0d0bD OO0 ooboo.oo
00000000 OO OpenSCAPO ODOO SSGOOODOO OOO DOOD ODODO ODODO ODOO O

Ugobbobooobbbb oo ggogggo bbb oo oo bbb oo .o oo
U oot oo odb odb oo oo ooob ob oobb Oobb ODboo booo.

6. OpenSCAP U D OO O OO

OpenSCAPO OOO0O ODOUOODOO UOOO OOD OODOO ODOOO ODDODCO OO OOOD.ODCO O

bbb obob oooo oo oo og,b0bobboo oo bbb bboo0o oo bo oboog o
agoo.

«61. 000 00 0O 00O OO OOO:0penSCAPO ODOODO O0OO OO,00 00000 DO

00 0000 000000000 00000 000 000 0000.00 000000
00 0o0ob oobb obbooo 0o bbb bbb bboo oo boboo oooo.

«6.2. 000 000 OO0O:SCAP0 U0O0 OUO0 0O0U0OOD ODO0OUOO0 OO ODOOooooot
00,SCAPOD 00000 00 0000 000 000 OO0 *“ 00 0o000fSCAPOO OO
00000 00 0000000000000 000000 0D000 000000 OO0
000 000000000000 oOoo.

«63.00 000 (UODODO):0penSCAPO DODODOOO.SCAPD 00 DO0OOO 00O OO0
000 OO0 ° 0penSCAP(SCC + OVAL)O OO OO0 OO0 OO0 OODO NessusO 0O OO
00 0000000 002000000000 0000200 00000000000
00 OO0 0DO00O0 OpenSCAPO OO 0OOO0OO OODO.

«64.000 00 00:0000 000000000 DOODOOO0DDOOODODOOOOOO
00000 0000000000000 0000 007, remediationd OO0 O0O0OO
000000000 OpenSCAPO 00D OUO0OOD ODO0O0 OO0 000D ODO0OO OO
000 oooo.

«65.000:00000 000 000 0000.00CUDDOO oscapl O00ODOO OO0 O
00 000 0000 000 00.0penSCAPO 000 000 000 OO0 00O O OO.

e 6.6.000 O0O:Jenkins, Ansibled OO0 OO0 OO0 0O 00O 0O0OOO0 OOOO0. 00O
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U ogobb 0oodboobbuoo oo oooobobb ob.

OpenSCAPO OO0 ODOODO ODOODOO ODODOUOOO OO ODO ODODOD.DOD OO,OO

0¢.1)0 00 og@o oooo 0oo,6.3)00 0000 0D 000 OO0 ODO0OO OO OO DO
OO0 0D0O0CO(6.4).000(2)0 0 00 00O(.6)0 D000 OO0 OO0 ODODOO DO DOO
U ogobogoo.oooboog,bboooobo,0bbd0 boo ooobb obooo,booo

ug,budd oo odb oobo oo b0 bbb obboo Lo bboo.boo Lo boo
gobo b oob obob oo,obbobobbobb oboba.

.00 00000 0o

OpenSCAPO OO0 ODOUODO DO OO OO O OOD DO ODODOO,0D0O0DO0ODODOOOO
O00 000000000000 DO00D.000 000 0000 o000 OO0 OpenSCAPO
gogoog bbbb o4ogoag.

e /71.00 U0 DODODODOOD OO0 OO D OO

OpenSCAPOODODO ODOOO DOO ODOO(@:26GBO0O OD)H)OD O0ODO ODODOOO OO ooOd
O000 OO0 O 0O0.24 “Out of memory: Killed process (oscap)” O 00 “Memory allocation failed”
00 00 0000 o0 b ob.24000 OO0 D00 oo ObbObO oo Oooo oboob Ood
0000000 o000 o0,0o000/000 000,00 00 0000 Oo/000 0O oa
0000 00 0000.2400 00 OO0 ODODDOODO OSCAP_PROBE_ MEMORY USAGE RATIOO O O
0 O0O,O0SCAP PROBE IGNORE PATHS OO ODO0O DODOO DO OO(@:/homedOod) o, d
00 OO0 remediationd0 0,0 OO0 00O OO0 OO,0scap 00 OO0 OO0 OO OO OO O
0.2400 00 00 0OO00O0ODO OODO OO OO OO/O0DO000 ODOOO0 OODODO OODOO O oo
000000 000o.72.SCAPOO0O0O O O0OD0OOO ODDOO:0000 000 00O OO ODOO
O000 00 000 000 000 Ooo.8SCAPODODO OO(XCCDF, OVAL)D OO0 O O0DOO,00
Ogtud oot ooo oo ouooo oo oo oo oo oo booo.oo oooogao
000 000 00 00O O0ODbhO00 Obodb0b 000 (240 " ODO000 000D 00 ooor b O
O00 000 0000 go).0penSCAPO OO OD0O ODODODO,SCAPODOO ODOO ODODOO,
0oo oooo,o0d0 oo oo oo o oo.73. 00 00000 oo oo o

O (Coverage Gaps): SSGO RHEL8CISO DO O OO remediation D00 O 98%0 OO0 OO0 OOO
O00O0,0000CSO0 000 D0O00O0 ODOO0 0000480000 ODOOODO 100% OO
0 dododoo oo oo o oo oooo “good” oo oo oo oooo ood
0.180000 OO0 SSGUUOODOO U0 DOO0ODO OO 100% 00 OO0 0DO000OO0 ooooo
O00,000 0000000 0000OCO0OO0DOO0.000 00 0000 OpenSCAPO OO0
00 000 000 o0 oooooob boo o oo.o0b0 bOd,000 00 OO0 240 OO0O O
o0 00 oooob0 o0 000 gob b0 ooooooo o oo.0ou0o oo ooo od
o0 0o oo Do oo Oob OO0 Dooobo 0ob b0 oo oo oo ooo o a
otd,0d 0o oo oo dotud oo ooo.on0 oo ooo oo o oo oo od
OdooOo,ddon0 oo o000 oooobo.o0,00b000 0o oo oo 180 O
000 000 80 SCAPOD O0OD0ODO OO ODODOO ODO0OO0O OO0 000 0O0oOo oooo.o
00 0000 000 D000 000 oooo ogssGcUooOO0 ooooono ooooo og,oon
ogtud oot oo oo oodo oo oouod.oo0 oo oo ouo oooo d
0000,000 000 0000 oo ssGUo0O0 0DO00 00 0000 0000 oo,00 o
O 0Ooodoodoo.

8.0penSCAP I : 00 ODOOO

OpenSCAPO OO0 O OUODO DOUOD ODODUOD ODDOD OO OD OD DODOOD DOUOD DO OO
O0.0000 00 000 00 000 0000 NessusO D000 OO0 OO ODOOO Qualys
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VMDRDO OpenSCAPO OO OODOO.

8.1. OpenSCAP [0 Nessus

OpenSCAPO NessusD OO OO0 OO O0OO ODODOO,000,00,00 0000000 00.
00/00: Nessusll 0000 OO (Nessus Attack Scripting Language 000 0)0 D000 OO O
remediation 00 OO0 O00O0O0O.21 00 OpenSCAPO SCAPO O ODODO OOO OO.SCAPO OO
OO0 0000 DoDOO OO0 OO ODOODO,Nessusd SCAPODDO ODODOODO(O:RHEL8SCAPO
00).21 Tenable(Nessus 0O 0) OO OO0 Nessusl OO SCAPODO ODOODO O O0OO OOO O
000000000 00.2200:00000000 00 O OpenSCAPOO 96%0 OO0 OO
OO0 OO0 0000 OO0 Nessusd 72%0 O00O0O0O0O ODOOO0O 25,00 OO0 0O0O0OO0O OO OOO
O00 O00O0O0.SCAPOUOD OO0 OO0 OO0 ODO0O0O0O OO 000 0OO000.21 Remediation:
OpenSCAPO remediation 0 0O 0O O (O : CISO Ansible)d OO0 O 0O0O.18 Nessusd remediation 00 O
O00 00O00D0.2200 O Ul:OpenSCAPO OO0 OO,NessusD OO0 ODODO GUIO OO OO
O000.2100 OO0 OO ODOO Nessus OO OpenSCAP(OO SCC+ OVAL)O DOOO.2100
O0:SCAP(OD OO OpenSCAP)O DoDOD OO0 OO ODOODO.21Nessusd O OOOO OOO O
ooon.2e

8.2. OpenSCAP [0 Qualys VMDR

OpenSCAPO Qualys VMDRO 000 0000 OOO0O0 0000,00,00 00,00 0000 O
00 000 O0O00.00/00:0penSCAPD OO0 OO0 0000 OO0 SCAPOD OO0 00O O

0.22 Qualys VMDRO IT, OT, loTO OO 00 OO0 00 0O0O00 000 000 00000 0000
00 000 00,00 0 O0O0(VMDR)OOODOO.22Qualysd OO 00,00 00,0 000 O O
00000 00.2200:0000 0000000 00(0,00000,0500000)0 000
00 22,QualysD D000 O0O0 OO0 000 OO0 OO0.00 OO0:O0penSCAPD 0000 OO0 O
000 SCAPOD 00 0000 000 O0O0/0000 0000 00.22QualysO IT, OT, loTOO

0000000 00000000000 000000000000 000000000.220
0:OpenSCAPO OO ODO.QualysVMDRO 00 0OO0O (D000 0000 0000 000 OO0

0).2200 00 0 000 O0O00:0penSCAPD 00 OO0 0OO0(O 0OO0)I 00O O0. Qualys
0000 000(@O000000)0 0000000000000 0000.(70 000 00

000 0000 0000 00 0000,0penSCAPD OO0 00 OO0, Qualysd 000 000 OO
0).

8.3.00 OO O:0penSCAP, Nessus, Qualys VMDR

00 OO OpenSCAP, Nessus, QualysVMDRO OO OO0 ODOOO0 OO0 OO0O.

o0 OpenSCAP Nessus (Tenable [0 [0) |Qualys VMDR
alalals SCAPOD OO OO OO, |[DOOO0O 000 DOOoo, SDDDDD(VDMERD)SS’DDDDD
00O oo (OvALO O) 00 oo,00 0o oo 000 '
. SCAP 0 O (XCCDF, OVAL, |00 000 OO,NASLO SDDDDDDEDDDD-ES gg
CPE,CVE)D ODDODO OO |DO0O, TenableO O DDDDDDDDD
0O (Nessus Pro, OO0 (0O 00 oooo o
Hooo nooo @o) Tenable.io 0) 0o0)
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oo OpenSCAP Nessus (Tenable 0 0) Qualys VMDR

000 0O0;SCAPOO O
00000 oooooo|0bb 00 00 oo, SCAP
b ooooobooog |[ob/obo oboob og

u

SCAP O O ggbob o odob od

goo,og ooo,bo o

000(SSG OO STIG, CIS) ggoo ooo oboa,boo,bbood0 ogao,

00 00 000 000 GUL OO0 D000 00 00,000
0o0,000n ottt 1o 5500 og 000 0000 (IT/OT/loT)
(oscap)
HTML, ARF, XCCDF: 00 O |00 OO0 000,00 0000 00 0000, O
0o 0/00,.00 00000 0|00000,00000 |[000,00 0000 00
0 00 0.00 00 00

remediation 0 OO0 OO
Remediation OO @:sscoooood
Ansible)

o000/ 00 000 00 (D000 0obo o000 b|0D0 0Db0 OoDO0b0 oo

remediation 00 O OO (0000 O0O,00 OO O
od od O,000 OO

EDDDDD 0000 00,00 000 |0,0000000,00|000,0000 00,00
00,000 0000 00 |00 00 00

000 OO0 |CLI (oscap), GUI (SCAP 0 O GUI (Nessus Pro,

00 Workbench) Tenable.io 01 01) e
SCAPOOD 000 000 00000 00 000

00 0O 000,00 0000, 00 SSSEE'DDDDD’VMDRD 000 OO, MSSP,
0,00 0000000 0o

O00 OO0 00 OpenSCAPO OO ODOOO SCAPOODOD ODOOSTIGO CISO OO OO OO
Ot od ooooo o oodo oo ood oboo oo ooo oo oo oooo gog o
O O0O.NessusO Qualysd OO0 00O OO0 O 0000 OO0 OO OODO OO0OOO OO0 DOOO
O 000 00000 D00 DOO0O0DO.00 OpenSCAPO 00 ODODODO ODOO ODOO OO OO
00 00 000,00 SCAPOOD OO0 OO0 OO0 OOD OO DO OO OOOOOOOO.O
O, OpenSCAPO SCAPO ODOODO ODOO,Nessusd Qualysd OO0 OO ODODO OO O SCAPOO
00 0000000 0000 00.2100 0000 0000 00 D00 O0O0OOO OO OO0
O000.000 OpenSCAPO OO OO0 ODOODOO SCAPODO OO0 ODOOD DO OODOO OO

OO0 0000000 O0O0.000000000C0DOSCAPOOO0 OO0 DODDOOODOO
OpenSCAPO OO0 O OODO," 00D ODOSCAPODOD OO ODOO ODOO OO0 DODOO
I T I A A A A

o0 o o o

OpenSCAPO OO0 OO0 OODO O0,00000 00 00O0ODOO OOOOOO0 OO0 OOO
0000000 000000 0000 O00O00Do.0 00000 OpenSCAPOD OO ODODO OO
I I A Y I Y

9.1.0000 OO OpenSCAP: 0,000, APIOO

OpenSCAPO O UOODO OO,00 OO0 OO OpenSCAPOOODODO OOO OOD OODO OO OO
0 000D0.1200000 OpenSCAPO OOODO OODODO cmake makeOD OO0 OOOO,
Fedora, RHEL, Ubuntu/Debian0] 00 OO O0O0O0O OO0 OO0 OO0 OO0 OOO OOOO O
0.120000 O0O0OD0 OO OO(oscap-v), 000 OO0 O OO0 OO OO (LD_LIBRARY_PATH,
OSCAP_SCHEMA PATHO)OJ OOO O O0O.120penSCAPBase CAPID OO0 OO0 OO0OOO 11,0
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O000 OO OO0 OpenSCAPO OO0 O0ODO DOUOD DOUODOOOD ODODO O ODO.OO0DOOO
0000 Icov,genhtmlD OO0 OO0 O000O0O.12

9.2. OpenSCAP I 00 ODO ODODOO

OpenSCAPO 00O0OOD ODOOUOO,00 OO0 GitHUbOO ODOOOO0.A80000 GitHubO OO O
b oobobog oo obobbobb bodasdbb obbo booob oobbo bo o
O00 0000 O0O000.12000 00O OO 12,APIO000 11,000 OO0 OO OO 180
OO0 0000 O0O00 ODbO00 Ob0o0b0 boo oboOo.0Db OpenSCAPO ODODO ODODO O
g0 goboboo oo oboo,bbdo, b0 o0 oo oo oo oboob.Oo0b Ood
OO0 0O 000 OpenSCAPO OO0 OO0 OO0 OO0 ODO ODODOOD ODOODOOD OO
ug,b0 ooodgob obb bbb oo bbb oobb bbb oboo booo.

10. 00 0O OO OO

OpenSCAPO OO OOD OO DOO ODOOOD ODOOD OOD ODOO ODOD,0OD0O0D DO ODOO O
OO0 000 DOoOD0O.b 0000 OpenSCAPO OO OO,00 00,0000 00,000 0D0 O
oo obb ob 0o ooob oooo.

10.1. OpenSCAPU OO OO OO

OpenSCAPO OO ODODO ODDOODOO,0000000,00D00 00D DO DOOOOOOD DO
0000 0O0O00oO oob0.0b0D0o0ooopg SCAPO0O0 OOO0D OO0 OO ODDOO,0O00OO
U0 oot oo odob ooobob:-bo0-gbbooc b0 bbb oboo bo bbb 0ob 0D OO0o
O0000 0000 00000 OD0OO0 O0OD0O.000:CVE, CPE, XCCDF, OVALO ODODOOO O
gob obb ooboo oo bbb bbb b b0 ooo.og boo-gobb obobo
U oogdgb oo oo oo b ooo,bo bbb b0 bbb obOb b oo ooo
I I I A A A A I A A N
O00 00000 OO0 O0DO0 O0DO OO0 0o0oboOob.000 ooog OpenSCAPOD DODO O
gobobb ob,00 boobb obbboo bbb oL oUbbo bbb bbb bbo b ooo
goboo oo obog oo bobdo bbdad.

10.2. 00 0000 bOOO OO0 OpenSCAPO OO

OO0 000 OO0 DevSecOps, 0000 OO OO 00,0000 00000 OO0 OOO OOOO
O0 0000 0000 O0.000 OO OO0 OpenSCAPO OO0 ODOO ODOD O DOOO ODOO
0. 00 OpenShift Compliance Operator 100 OO O0OO0O OO 0O O0O0O0 O0O0ODOO DOOO
OpenSCAPO ODOODO ITODOD DO DO ODO ODODO OO0 bDODOO.DO0O OpenSCAPO O
000 000 000,000 0000 O0ooo oo oo oo,SCAPOOOD ODOOO O OO0 O
g o0 ot oo bbb oo oo bbb bo.ooo DU bbb oo bbb Ooob oooo
“ 00 OdgshiftLeft) 00000 “ OO OO OOSecurityasCode)” 000 OOOO OO,
OpenSCAPO OO0 OO0 ODOODO DOO.00 DOO OO0 OO(XCCDRF) OO OO ooOO0O OO
OO0 OpenSCAPO OO0 OO0 OO0 O0OO0O ODOOD.A00 OpenSCAPO ODOODO ODOO OO
O0 0000 0000 0ODO00DO D000 O0ODO00 0O O0ObO0O oooo.ood OpenSCAPO
SCAPOO ODODO(SSG)UD OO OO D000 OO0 OO0 00000 ooo oooo,oo0o0,leT
Uob0oood oo obb 0 o0 bbb 000 oo bbb Obooo ooag.
OpenSCAPO ODO0ODO O ODOODO 0O0OO OO0 140 00D OO0 OOD D OO OO@OO OO
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OO0 0o0oboo)y ooo,0ob oo oo boo bbb bo bbb oo ooobo o
OO0 D00 000 00000 D0OD0.0D00 OpenSCAPO DO0ODO ODOOD OOD OOD OO0 O
O 000SCAPODODOO O0ODO OO ODOOO ODODOD0ODO OO0 OO OO DODOO.O0D0DODOODO
g ooobb oo oo, o0 bbb oo oo bbb oo bbb b oo bbb booo o
O00.00000,0penSCAPO 000 O0UOD0 D0 ODODOD OO0 OUOD DODUOO DOODO DOO

ogoobdgobodo ogoboboo,bbo0 oo bgoboob bbb bbb obb Oob OO O
gob obb obob 0ooobD oooo.

oo oo

e Security Content Automation Protocol - Wikipedia, 600 9, 20250 00O,
https://en.wikipedia.org/wiki/Security Content Automation_Protocol

e en.wikipedia.org, 600 9, 20250 OO0,
https://en.wikipedia.org/wiki/Security _Content_ Automation_Protocol#:~:text=Security%20Conte
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