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e Fedora: dnf install openscap-scanner’ 0000 oscap 000 OO0 O OO. SCAP
Workbench OO OO0 yum install scap-workbench’ 000 ODOO0OO, OO
openscap-scanner] U0OUO0O0O OO OD0O0O0O OO0 O0O.0000 00 O0O0O0O0O OO
0000000 O0o0o00.»

e RHEL 6/7, Cent0S 6/7:yum install openscap-scanner’ 0 yum install scap-
workbench® 000 OOOO.

e RHEL 8+/Cent0S 8+: Fedoral DUOOO dnfODOO O0O0OO,00 OO0 OO0 OO0 OO

0000007
e Debian/Ubuntu: oscap 000 OO0O0O libopenscap8 0O OO apt-get install

libopenscap8’ 0000 OO0 O OO. Ubuntud O SCAP Workbench O SSGO 00O OO
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000 sudo apt-get install -y openscap-scanner scap-security-guide
oscap-anaconda-addon'0 OO0 OO0 OO0 O 0O0.00 000 OO0 OO0 OO0 OO
ODoooo.?

SCAP O[O OODO(SSG) O O:

e Fedora: dnf install scap-security-guide.*

e RHEL/Cent0S: yum install scap-security-guide.’

e Debian 10+/Ubuntu 18.04+: apt install ssg-base ssg-debderived ssg-debian
ssg-nondebian ssg-applications.”

OO0 00 OO0 OO0 OO00O0DO OpenSCAPO OO0 OO OO0 DOODO OO ODODOO DOO DO
go.

SCAP Workbench
000 oscapDDDDSSGDDDDDDD(DDD 00
oo
0od)
Fedora zggﬁni?fslgsgile%zﬁ?s_cap' sudo dnf install WorkbenchD 0O O openscap-
quide y scap-workbench scannerd OO OO0 ODODOO.
sudo yum install openscap- .
RHEL/CentOS . sudo yum install
70 00 scz.anner scap-security- scap-workbench 000 ooo ooo oogd.
guide
RHEL/Centos |20 ANt INstall 0penscap- g, g5 gnf install
80 OO . P y scap-workbench
guide
;l;g?ni?atllugggaesc%% sudo sudo apt install ubuntuld scap-security-guider]
- 14 (17
Ubuntu 18.04+ scanner scap-security- scap-workbench 5sg- U 0 D.D H .D 0D oon.~ (0
guide scap-security-quided OO OO)
sudo apt update && sudo . 5
Debian 10+ apt install libopenscap8 sudo apt install Islt;%%en;cgpgsm _gSDcaDp% DD E%%'
scap-security-guide (0 O |scap-workbench 0o g
YO 00O ssg-000) '

000 0000 OpenSCAPO OO OO OO(@:SSG)U ODODO OD ODDODDOO DO ODOO OOO
g ooob.o0b oo oo bbb oo oo bbb oo oo bbb oooo,0guoa
goog obb oo obbbb oot oo bbb oo Do bbb oo OO
00 000,000 0000 OO0 ODO0OD OpenSCAPO OD0ODOD ODOOD DO OODO OO O
ogoobgooogo.

4.2. SCAPO 0O ODOO(SSG) 00O OO O OO

SCAPODO ODOO(SSG)O SCAPO O U0ODO ODODO OO ODODOO,000 000 0O DOO0 OO0
0000 000,00 00 O remediation00000 O0OO0."OSCAPO SSGUOOODOO OO O
00000000000 000 O 00.SSGO OO0 SCAP WorkbenchD O0OOOO 00000
D00 000 O OO0(30: yum install scap-security-guide).’ Fedora, RHEL, CentO0S,
Scientific LinuxO OO OO0 SSGO OO 000000 0 SSGUOOOD OOOODO
/usr/share/xml/scap/ssg/content/ 00000 OOODO® 000 XCCDF,OVALO O 000D
0O0(@O *-ds.xml O0O)O0000.>SSGO PCI DSS, STIG, USGCBO OO OO0 OOODO.™SSG
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00000 DISA FSO,NSA,Red HatD 00 000 D000 0D0OO0O0 000D 0000 00O
00 oobob obob Db oo boo0o.0g0 o0 Joob oD oobob o ooooo
Ugoogodgooobdobbd bbb bbb oob oob obob obobo oo oo
O0O000 DO OO0 O0OOoSssGU0O0 bOOoU0bO boo obboOo o oo.

43. 00 OO

431.00 00 O Ooo0DOOa oo

00 000 00000000000 0000,SSG0 00 000 00000 0000 00 0

0 0000000000000 0O00O0D0O00O0000O00O0O00.00000000000
0000 <datastream file.xml>O OO oscap info <datastream file.xml>00O0O OO

00 (0: oscap info /usr/share/xml/scap/ssg/content/ssg-rhel6-ds.xml).” SCAP
WorkbenchD DOO0O0OOD OO0 OO0 OO0 OO0 OO0OO0O.000 OO(@:RHEL8O)O O OODO
(O:CISBenchmark Level 1) O0O0OD OO0 OO0 OO0 OO0 OO0 OO0 OoOO.

4.3.2. 000 OO0 oscap OO

oscapl OO0 UOODO OO OO OOO OOO: oscap xccdf eval --profile <profile id>
--results <results file.xml> --report <report file.html>

<datastream file.xml>.00 OO DISA STIGO OO oscap xccdf eval --profile
selected profile --results result file --cpe cpe dictionary disa stig content
00000000000 0000000000000 DDDg,oscapD OVALO OO OO O
00 00 OO:oscap oval eval....” 000 OpenSCAPODDO 00 0000, 00 000 OO
oo oood oooo go.

433.000 00 O OO (HTML, ARF, XCCDF)

00 OO0 000 0000 obobob ooo o og. --results-arf arf.xmlO0O0 ODOO O
000 OO(ARF)OO O0OODO° --report report.html 000 OO0 OO0 O OO HTIMLOODO
00000000 XCCDFOOOOUD OO0 O OO0CHIMLOOODD OO0 0O0D0 OO0 OO0 OO
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OO0 000 O0.°0penSCAPO XCCDF 1.100 00000 00 000 00000,00
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OpenSCAPO OO0 OO O DODOODODODDODODOOOODOODOODODOODOODODDOODODOO
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CIsO00dO0DDO 0000 0000 000D 00 D0 o000 0o o0DO0ooOo0oooboooo d
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FISMAOO 00 00 000 0000 O 000 O00.°Red Hatd RHEL(Red Hat Enterprise
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Ugobbobooobbbb oo ggogggo bbb oo oo bbb oo .o oo
U oot oo odb odb oo oo ooob ob oobb Oobb ODboo booo.
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CSOO0O0ODO0O0DDO00D 00D 0oDobDa4Aa8 0000 OdOOoOO 100% 000 DO0Oooo O
o0 00 0 o000 o000 “0oo0ob” Do 000 o0 b0 oooo.asoooo oo
SSGUOO00D0DO 0O OD0DOOO0 00 100% 00 D00 0D0doDO 00000 0o oo0,000 00
O0 0000000 D0 0D000.000 OO0 ODOOD OpenSCAPO OO0 OO ODOD ODOO O
0 0do0ooooo oo o oo.0b0 ob0,0d00 0o ob 240 000 0oo0ob oo oooo
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000 O0DoOOoOgoosscoUono oobo bbb oooo o000 oOo,0o0o0b0Ooo0o oo
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8.0penSCAP I I: 00 ODOOO

OpenSCAPO OO0 O O0UOO DOOD DOUOD ODODO OO OO OO DOODO DOOO DO OO
O0.0000 0000000000 0000 NessusD OO0OO0 OO0 OO ODOOO Qualys
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8.1. OpenSCAP [0 Nessus

OpenSCAPO NessusOD OO OO0 OO O0OO ODODOO,000,00,00 0000000 00.
O0O/00:Nessusd 00O 0O OO (Nessus Attack Scripting Language DO 0O 0O)0 ODO0OO OO O
remediation 00 OO0 OO0 O.21 00 OpenSCAPO SCAPOD OO0 OOO OO.SCAPO OO
OO0 0000 DoDOO OO0 OO ODOO0O,Nessustd SCAPODDO ODODOODO(O: RHEL 8 SCAP O
00).21 Tenable(Nessus DO 0) 00O OO0 NessusD 00O SCAPOD O0ODOD O OO0 OO0 O
O00D00 000 00.2200:0 0000 00O OO O OpenSCAPODO 96%0 OO0 OO
OO0 00 0000 OO Nessusd 72%0 O0O0O0O0O OOOO0O 25,00 00 0000 00 O0OO4
O00 O0DOD0.SCAPOODO OO 00O ODOD0 DOOO OO 00O 0O0O0OO.21 Remediation:
OpenSCAPO remediation 0 O 0O 0O (O : CISO Ansible)d OO O O 0O0O.18 Nessusll remediation O O
O00 0000.2200 0O Ul:OpenSCAPD OO0 O0O,NessusD OO0 ODOOO GUIO OO OO
O0000.2100 OO0 OO OO0 Nessus OO OpenSCAP(O O SCC+OVAL)O ODOOO.2100
O00:SCAP(D OO OpenSCAP)D DoDOO OODO OO ODOODO.21Nessusd O OOOO OOO O
goon.2e

8.2. OpenSCAP [0 Qualys VMDR

OpenSCAPO Qualys VMDRO 000 ODOOCO 00000 0OO0O0O0,00,00 00,00 0000 O
00 000 0O00.00/00:0penSCAPD OO0 00 0O 000 OO SCAPOD OO0 000 O

.22 Qualys VMDRO IT,OT, loTOOOD 00 OO0 OO0 0000 000 000 O 0000 0000
00 000 00,00 O 0O0(MDR)OOO000.22Qualysd 00 00,00 00,0 000 OO
00000 O00.2200:0000000000000(C,00000,0S00000)0 000
00 22,QualysD 000 0000 OO0 000 000 0O0.00 O0:O0penSCAPD OOO0O OO O
000 SCAPOD 00 0000 000 O00/0000 0000 O0.22 Qualysd IT, OT, loT O O

000 000000000000 000000000000 0000000000 00.220
0:0penSCAPO OO DODO.Qualys VMDRO OO 00OOOO (D00 0000 0000 000 OO

0).2200 00 0 000 0O00:0penSCAPO OO OO0 OO0 O 0O0)D OO0 O0. Qualys
0000 000(@O0O00000)I 0000000000000 0000.(270 000 OO0

000 0000 0000 00 0000,0penSCAPD 00 00 OO0, Qualysd 000 000 OO
0).

8.3.00 OO0 O:OpenSCAP, Nessus, Qualys VMDR

OO OO OpenSCAP, Nessus, Qualys VMDRO 00O OO0 0000 OOO OO0O.

oo OpenSCAP Nessus (Tenable 00 ) |Qualys VMDR
00 00 SCAPO0O OO OO OO, |DoO0obO OoOO ooo, EDDDDD(VDMERm)gglﬂDDDD
OO0 OO0 (OVALO O) oo oo,o0 oo od 000 '
R SCAP [101 (XCCDF, OVAL, |00 000 00, NasLo o HH 250, 00 00
CPE,CVE)D ODODO OO |DO0O, Tenable OO DDDDDDDDD
O O (Nessus Pro, OO0 (@O0 000000 O
Hoon Dooo @o) Tenable.io O) HEED)
000 00;SCAPOO O
000000000 00|00 oo oo oo, SCAP
SCAP DD Doon o obn oo 00 Doooooo0o |ODo/00 0000 oo
O
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SggiSDSC?DDDDSD'I'I’GDCDIS)D good ooo oooo,oouo, 0000 boaa,
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oo Oo/00,00 00000 00O Ooo0O,000 ob0 [O0oo,00o0ooo on
0 oo 0,00 00 od
remediation 0000 OO .

- ) remediation 00 O OO |0D00CO O0O,00 000

Remediation DDI(D.SSGDDDDDD 00 00 0.000 00
Ansible)

000 00 0 00 00/00 000 OO0 |[O0o0O0O 0ObOOo oObOOo OO0 obo bobog od

0 oo oo oo,0o0 o000 0,00 000 og,0n0|0 oo, 0bodo oo, on
oo,00d0 oo oo o0 oo oo 0o

OO0 OoOO |CLl (oscap), GUI (SCAP O O GUI (Nessus Pro,

Od Workbench) Tenable.io 0 0) S oo boun oo
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oo od ogoo,00 ogoodg,do ESSEE'DDDDD’VMDRD oo0o oo, MSSP,
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0000 0DO0O0D0 OO0 O0O0OO0.00 OpenSCAPO OO0 ODOOUODOO ODOD ODODO OO OO
OO0 00 000,00 SCAPOOD OO0 OO ODO OOD OO DO OO OOOOOODOO.O
0, OpenSCAPO SCAPO OODODO OOO,NessusO QualysO OO OO OOOO OO O SCAPOO
b0 o0 oo b0 bbb oo.220b b bboo Lo boo booob OO OoOoo
OO0D00.000 OpenSCAPO OO OO ODOODOO SCAPOO OODO DOODO DO OODO DO

OO0 000 OO0 0 O0o0.0b00o0oboo ob oo SsCAPOOO0D ODOD ODODOD DOD
OpenSCAPO OO0O O OO0, 000 OOSCAPOO0O OO ODOOO ODDOOO0 OO0 bOoOO
b gobbo oboo b oo.bo b0 b0 bgo oo oo bo oo booa.

o.Uub o b gy

OpenSCAPO OO0 OO0 ODOD OO,0D0000 D0 0ODOOOD DOODOO ODOO ODO
0000000000000 000D O00DOO00.000D000 OpenSCAPD OO0 OO0 OO
b o0 oo ogo.

9.1.0000 OO OpenSCAP: 00,000, APIOO

OpenSCAPOOODOO O0O,00 OO OO OpenSCAPODOODOO OODO ODODO ODOODO OO OO
0 0000.1200000 OpenSCAPO OOODO ODOODO cmaked makeOD O OO0 ODOOO,
Fedora, RHEL, Ubuntu/Debian0 00O OO0 U000 OO0 OO0 OO0 OO0 OO0 OODOO O
0.120000 O0O0OD0 OO OO(oscap-v), 000 OO0 O OO0 OO OO (LD_LIBRARY PATH,
OSCAP_ SCHEMA PATHD)D U000 O DOD.120penSCAPBase CAPIOD OO OO0 ODOOO 11,0
O000 OO0 00 OpenSCAPO OO0 ODOD ODOODO DODOODODO ODO O DOO.O0000O0OO
0000 Icov,genhtmlD OO0 OO0 ODOO0O.12
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9.2.OpenSCAP I 00O OO ODODOO

OpenSCAPO 000D ODDOODOO,00 ODODO GitHUbOO DOOOO0.A8 0000 GitHubO OO O
00 oobbo bbb bbb bbb obbb D oUt.aAsUibb ObbOo bbUoUOb oobbo bo o
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