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e Fedora: dnf install openscap-scanner’ 0000 oscap 000 OO0 O OO. SCAP
Workbench OO OO0 yum install scap-workbench’ 000 ODOO0OO, OO
openscap-scanner] U0OUO0O0O OO OD0O0O0O OO0 O0O.0000 00 O0O0O0O0O OO
0000000 O0o0o00.»

e RHEL 6/7, Cent0S 6/7:yum install openscap-scanner’ 0 yum install scap-
workbench® 000 OOOO.

e RHEL 8+/Cent0S 8+: Fedoral DUOOO dnfODOO O0O0OO,00 OO0 OO0 OO0 OO

0000007
e Debian/Ubuntu: oscap 000 OO0O0O libopenscap8 0O OO apt-get install

libopenscap8’ 0000 OO0 O OO. Ubuntud O SCAP Workbench O SSGO 00O OO
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000 sudo apt-get install -y openscap-scanner scap-security-guide
oscap-anaconda-addon'0 OO0 OO0 OO0 O 0O0.00 000 OO0 OO0 OO0 OO
ODoooo.?

SCAP O[O OODO(SSG) O O:

e Fedora: dnf install scap-security-guide.*

e RHEL/Cent0S: yum install scap-security-guide.’

e Debian 10+/Ubuntu 18.04+: apt install ssg-base ssg-debderived ssg-debian
ssg-nondebian ssg-applications.”

OO0 00 OO0 OO0 OO00O0DO OpenSCAPO OO0 OO OO0 DOODO OO ODODOO DOO DO
go.

SCAP Workbench
000 oscapDDDDSSGDDDDDDD(DDD 00
oo
0od)
Fedora zggﬁni?fslgsgile%zﬁ?s_cap' sudo dnf install WorkbenchD 0O O openscap-
quide y scap-workbench scannerd OO OO0 ODODOO.
sudo yum install openscap- .
RHEL/CentOS . sudo yum install
70 00 scz.anner scap-security- scap-workbench 000 ooo ooo oogd.
guide
RHEL/Centos |20 ANt INstall 0penscap- g, g5 gnf install
80 OO . P y scap-workbench
guide
;l;g?ni?atllugggaesc%% sudo sudo apt install ubuntuld scap-security-guider]
- 14 (17
Ubuntu 18.04+ scanner scap-security- scap-workbench 5sg- U 0 D.D H .D 0D oon.~ (0
guide scap-security-quided OO OO)
sudo apt update && sudo . 5
Debian 10+ apt install libopenscap8 sudo apt install Islt;%%en;cgpgsm _gSDcaDp% DD E%%'
scap-security-guide (0 O |scap-workbench 0o g
YO 00O ssg-000) '

000 0000 OpenSCAPO OO OO OO(@:SSG)U ODODO OD ODDODDOO DO ODOO OOO
g ooob.o0b oo oo bbb oo oo bbb oo oo bbb oooo,0guoa
goog obb oo obbbb oot oo bbb oo Do bbb oo OO
00 000,000 0000 OO0 ODO0OD OpenSCAPO OD0ODOD ODOOD DO OODO OO O
ogoobgooogo.

4.2. SCAPO 0O ODOO(SSG) 00O OO O OO

SCAPODO ODOO(SSG)O SCAPO O U0ODO ODODO OO ODODOO,000 000 0O DOO0 OO0
0000 000,00 00 O remediation00000 O0OO0."OSCAPO SSGUOOODOO OO O
00000000000 000 O 00.SSGO OO0 SCAP WorkbenchD O0OOOO 00000
D00 000 O OO0(30: yum install scap-security-guide).’ Fedora, RHEL, CentO0S,
Scientific LinuxO OO OO0 SSGO OO 000000 0 SSGUOOOD OOOODO
/usr/share/xml/scap/ssg/content/ 00000 OOODO® 000 XCCDF,OVALO O 000D
0O0(@O *-ds.xml O0O)O0000.>SSGO PCI DSS, STIG, USGCBO OO OO0 OOODO.™SSG
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00000 DISA FSO,NSA,Red HatD 00 000 D000 0D0OO0O0 000D 0000 00O
00 oobob obob Db oo boo0o.0g0 o0 Joob oD oobob o ooooo
Ugoogodgooobdobbd bbb bbb oob oob obob obobo oo oo
O0O000 DO OO0 O0OOoSssGU0O0 bOOoU0bO boo obboOo o oo.

43. 00 OO

431.00 00 O Ooo0DOOa oo

00 000 00000000000 0000,SSG0 00 000 00000 0000 00 0

0 0000000000000 0O00O0D0O00O0000O00O0O00.00000000000
0000 <datastream file.xml>O OO oscap info <datastream file.xml>00O0O OO

00 (0: oscap info /usr/share/xml/scap/ssg/content/ssg-rhel6-ds.xml).” SCAP
WorkbenchD DOO0O0OOD OO0 OO0 OO0 OO0 OO0OO0O.000 OO(@:RHEL8O)O O OODO
(O:CISBenchmark Level 1) O0O0OD OO0 OO0 OO0 OO0 OO0 OO0 OoOO.

4.3.2. 000 OO0 oscap OO

oscapl OO0 UOODO OO OO OOO OOO: oscap xccdf eval --profile <profile id>
--results <results file.xml> --report <report file.html>

<datastream file.xml>.00 OO DISA STIGO OO oscap xccdf eval --profile
selected profile --results result file --cpe cpe dictionary disa stig content
00000000000 0000000000000 DDDg,oscapD OVALO OO OO O
00 00 OO:oscap oval eval....” 000 OpenSCAPODDO 00 0000, 00 000 OO
oo oood oooo go.

433.000 00 O OO (HTML, ARF, XCCDF)

00 OO0 000 0000 obobob ooo o og. --results-arf arf.xmlO0O0 ODOO O
000 OO(ARF)OO O0OODO° --report report.html 000 OO0 OO0 O OO HTIMLOODO
00000000 XCCDFOOOOUD OO0 O OO0CHIMLOOODD OO0 0O0D0 OO0 OO0 OO
oo DDDDQ,SCAPinocularsD OO0 OO0 ARFOOOO HTMLOOOO O0000 OOoO0oO
00000000 000000000000 00,000 0000000000 O O (ARF,
XCCDAH O OO0 OO0 OOMHTML)O OD OO OO0 DODO0.000 00 000 D000 oOoo
OO0 000000D0 OpenSCAPO ODOOD OODODOO.

4.4.00 00O OO DO (Tailoring)

00 000 0000 00 00 00 00000 00.00 0DoO(Tailoring) OO0 OO OOO
Ugogbdoboboooboobobobb obobbboo b0 obobdoo boooooooobbo oo,
SCAP WorkbenchD 00000 00 000 0000% 0000 00 00000 O0O(fork)OO O
DO 00D OO0 000 00/00000 0000000000 00000000000 00
00 0000 *“0000000” 00000000 00000 MO0 o000 SCAPOO
gooo bbb oo oo g oo oo oo oob b oo oob oOob o
OO0 000 O0.°0penSCAPO XCCDF 1.100 00000 00 000 00000,00

AllThatLinux! - https://atl.kr/dokuwiki/



Last update: 2025/06/09 03:32 openscap_ 00O  https://atl.kr/dokuwiki/doku.php/openscap_%EA%B0%9C%EC%9A%94?rev=1749439951

openscap 000 ODO0OOOO ODOOO OO O OO.P

ugoobdog b ooob ob oob bbb bbb obb Ob b oUob oob obOb OB
gdobdod.0ob boobo oob boobo oob bob bbb o b bo.Oboob booob
(0:SSGUO0 00)0 000 0000 000O00Y 00000 00 0000 0000000 00
00 000000 000000000 (@P0000 0000 00).00000 000 00000
00 00000 000 000 0000% 00000 000 000 000000000 00 00
00 0000 000000000000 O0O0.°00000000000 000000000
00 0oobb oboboo 0o 00 bbb OO0 OO0 O Ob0b ObO,00b0 OO0ob oobooo
U0 gdb oo ooob oo oooo.

5. OpenSCAPL OO0 OO OO OOO

OpenSCAPO OO0 OO O DODOODODODDODODOOOODOODOODODOODOODODDOODODOO
O000 0ODO000 ODO0DO0. 00 CIS(Center for Internet Security) O O O O O DISA STIG(Security
Technical Implementation Guides) 00 OO0 OOO0O OO0 OO0 O0DO0 O0O0O OO OOOO
oo ooo oooad.

5.1. CIS(Center for Internet Security) D000 OO

CSO0ODO0OO00 0000 0000 o000 0O OO0 ObO00o 0O o0 oOboDOoOo oo oooo oo.
OpenSCAPO OO0 ODOO CISOOODOO OO OOO ODOOO PCIDSS, NIST, FedRAMP, FISMA O O
OO0 00 000 0000 O 000 O00.6RedHatd RHEL(Red Hat Enterprise Linux) DO 0O 0O O
CSOD D00 0DD0OD0 DO D000 0000 scap-security-guide 0000 000080000
oscap 00O SSGO O OO0OOO OO CISODOO0OODO ODOOD OO OO0 0000 00O O o0o.18
O 000,0scap0 0000 OO0 Ansible0 0000 ODOOO CISOO OO0 OO remediation(d
O 00)O OoOoO O 00.18 0penSCAPO UbuntuOOOO0O CISOO (Levell O Level2 000
O)YO OOODO 0O D000 0000 17,00 00000 —-remediate000 OO0 OO0 OO0 ODOO
00 000,00 00000000000 O0OD0OD ODODOO0 ODDOOOg Ood.17 OpenSCAPO
remediation0 0000 OO0 O OO0 18,0000 remediationd D000 OO O O0O.00 O
0,SSGO RHEL8CISOOOUOO remediationD 00O CISOO 00O 100%0 D00 OO0 O 98%
000000 0000004800 OO0 OOoo SssGUO0O0O OO O0OO0O00O o000 oooo
remediationd OOOOOO O0O0O0 0000 OOOO.000 OO0OOO 100% 0000
remediationd OOOO0O O 00,0000 ODOOOD OO0 OO0 OO OO0O0OOO0OODOOOO OO
O00ooo goao.

5.2. DISA STIGs(Security Technical Implementation Guides) 00 OO OO

DISASTIGD OO DOO(MeD)ID DOOD OO OD0ODO,00 DDOD0DO0 OD0DDODO OOOO O
0000000000000 OO0 OO0D0DO.200penSCAPO ODOO DISASTIGO ODODO O OO O
OO0 OO000O.5SCAPOO OODO(SSG)O STIGOD O ODODO, 00 OO RHEL6O DISASTIGO SSG O
0000 000 0O D0O0D00.14SSGO DoDSTIGO OO RedHatD OOODO OO0 O0O.14STIG O
0 OO0 oscap xccdf eval --profile <STIG profile>...0 00 OO0 0000 0000 5,STIGO0O0O
0O OpenSCAP/SSGO O O /usr/share/xml/scap/ssg/content 00 OO0 OO OO0 O0O0ODO.20 STIG
remediationd OO Ansible 000 OO DISAO OO OO0 OO0 (Supplemental Automation
Content)D O OO O O0O.20SSG, Red Hat, DISAFSO O NSAO D STIGOODOO OO OO 140 O
00 0000 O000.00 0000 OoOoObObO boDOOO ODOOOOOO OOO 04, DobO
STIGODODOO0 OD0O00 D000 00 dd0obO 00O 0oobh0 o000 ooo ooo oooog o

https://atl.kr/dokuwiki/ Printed on 2025/12/06 07:18



2025/12/06 07:18 11/17 OpenSCAPO OO0 OO0 OO O0OO

O00.000 000 STIGO00 0000 0000 00 00 00oOoO(ssGo oo)yooooo o
oo obbb oo o bbb obb oo bbb oo,

53.00 OO OO (O:FISMA, HIPAA, PCI-DSS, NIST SP 800-53)

OpenSCAPO OOODO CISO STIGD 00 OO0 OO DO OO0 ODOOOODO ODOO.SCAPO ODOO
NISTSP800-53 00 OO0 OOODO 1,FISMAOD 000 O0O0O00O O 000 0O0.1200 PCI-DSS
OO0 000 0000 O 000 0000 (5,S5G0 PCIDSSO O0OOOO OOOd 14), Oracle LinuxO
SSGO OO OO HIPAAD “ OO0 OO0 OO OODO" 0O OO OODbOoO Ooboe SCAPO NIST
OO0 00 0000000 0O0O00.10penSCAPO FISMA, HIPAA, PCI-DSS, NIST SP 800-53 0 0 OO
001000 00 0000 000 000 O00OSCAPOD ODODD ODO ODO(OVALOO)YO OO
0000 000000 00 0O 00 DbO000obo0 0obOo0D OO0 oO0.oooossGo oooo
00000 000 0000.000 0000 0D0O 00 OpenSCAPO ODOO SSGOOOOO OO

oo oo odb b oo oo bboo b UUbDb Ubbuoo boo boowo
o0 o0ob oobb.0b oob oobbb bbb bbb obb Db Obbh obobbo bbb obbo
bbb obog oood.

6. OpenSCAP U D OO O OO

OpenSCAPO 0O0OO ODOOUOOO OO0 OO0 ODOUOO OOODO OOD OO ODOO.O00O0O
bbb obob oooo oo oo og,b0bobbo oo bbb bboo0o oo Lo oboog o
O00.6.1.000 000 0C0OD0O0CODO0O:O0penSCAPO0 OO0ODO OO0 OO,00 00000
oo obboobabb 0obbod0 bogoobb obob obo bboo.700 OO0 0DOO 0o
U ooodooob oboboo b obbo bbb bbb b0 booo ooob.e2. 000 0O O
O 0OO0O0:SCAP0 OO0 OO0 ODOO0OO0 boUOobO Do OOob Oooob.abDOg,SCAPO ODODOO
O0O0O0OO0ObO0OOoobOOooOooo+*bbo"bDODbo0md,SCAPOO0 ODDODOODOOD OD OOO O
gb.edbo bbb bbb bbb 0L bbb oo oo o boobobo oo
OO0 000.6.3.00 OO0 (OUODODO):OpenSCAPD ODODOOOOM4SCAPO OO ODODO OOO
OO0 OO0 OO 6,0penSCAP(SCC+ OVAL)O OO OO OO0 OO OOO NessusOO OO OO O
Uogbdgob dob.2200 00 00 o0 ooob.2200 00000 b oo o0 oOoad
OO0 O0O0O0O OpenSCAPO OO0 ODOOOD DODOO.64.000 OO0 OD0:0000 O0ODDDOO
bbb obb oo 0o g boo ogg.7oobb obobo b bbo bboo o oo
0O 00 7, remediationd OO0 D000 O00O00.800000 OpenSCAPD OO0 ODOOCOO OO
U0 ogb ooboobo bboo b bbo bogo.eSs. 0b00:00o0bb bbb bobo bobd
O.700CLODO0O o oscapll OOOD OO0 ODODO ODODO ODOOO ODOO OO.OpenSCAPO OO
0000000 00 000 0 00.6.6.000 OO:Jenkins, Ansibled OO OO0 OO0 O OO
0 o0ooboooo.yooO OO O0DbO0O0 O O0ODO ODODODO0OU0O0D OO0 oo o boo oo,
OpenSCAPO OO0 ODOO0 ODOOOD ODDODOUOD OO ODODO ODO ODO.O0DO ODO,O0O
0¢¢.1)0 00 ob(@o ooobo ob,e3)J0 0000 0D OO0 O0DDLDO0DODODOO OO OO D
OO0 000O0(@4).000.2)0 000 D0O0O@e) 000 b0 bogbooob oo oboo
oo obogoo.ooboboo,bboooobo,0bbo0 boo boobb obbooo,booo
ug,bdd 00 b bbb bbb 0obboobo bboo.boo bo boo
o000 b0 o0ob obobb oo,0b0b00b0obob obooo.

/.00 000 00 00

OpenSCAPO OO0 OOOO OO OO0 OO O OODO OO OOODO,00 0000000 OOO
000 000000000000 DO000.000 000 0000 D0O00O OO OpenSCAPO

AllThatLinux! - https://atl.kr/dokuwiki/



Last update: 2025/06/09 03:32 openscap_ 00O  https://atl.kr/dokuwiki/doku.php/openscap_%EA%B0%9C%EC%9A%94?rev=1749439951

O0000 0000 0 00o00.71.00 00 000000 00O OO O O0O:OpenSCAPODO
O0 0000 000 ObO0o(@:26GBO00 OO0)YDOO OO ODODOD OO DODODO DOOO OO

O 0O 0O.24 “Out of memory: Killed process (oscap)” O O “Memory allocation failed”00 OO OO OO
00 o000 oo.24000 00 D00 OO0 D00 00O b0 Oooo bbb oo ooono
oooo oo,0o0o0o0/ 00 000,00 0000O0O0O0O0/MODODO0OD0DOD0D0O0O0OO0 OO O
0D00.2400 00 OO0 OOOO0O OSCAP_PROBE_ MEMORY USAGE RATIOD D OO OO,
OSCAP_PROBE_IGNORE PATHS OO OO0 O0ODOO OO OO(@:/homel000)00O,000 O
O remediation 00,0 OO0 OO0 OO OO,oscap0 00 OO0 ODOD0 OO OO0 OO OO.2400
00 00 ooboob0 oo o0 b0 o0/d000 Do ODbbOb oo oD oOboo ooao
00 O0ooo.72.SCAPO0O0O O ODOOO0O0O ODOD0:0000 OO0 OO0 OO0 OO0 DOOOO
OO0 000000 0ODOO Oo.8SCAPOODO ODO(XCCDF,OVAL)D OO0 O O0O,00000 O
000 000 ooobo oo ooo oo oo oo oo oooobo.oo oooboo ooo
000 00 000 O0bO00o boodbo o bd (240 “ 0000 OO0 OO OO0 ODoOoOooo
O00 0000 O0O).0penSCAPO OO OO0 ODOOOOO,SCAPODOO ODODO OOOO,000
O000,000 00DO0D0 00D D000 DOOoO0.73.00 00000 OO OO OO (Coverage Gaps):
SSGO RHEL8CISO OO OO remediationd 00 0O 98%0 OO0 OO0 OO0 O ODOO,00 OO0
CSO0ODO0DO0O0 O0DDOO0O0OO0 000 bOooo0.A800d00 0D0d0DOdD 100% 000 ODoOoood d
o0 o0 0o oooooog “oogob0” 0o ooo o0 ogoo oooo.asooodg oo
SSGOO000DO OO OD0ODOO0O 00 100% 00 D00 ODO00doDbh ObObOO00o O oob,000 00
OO0 0000000 D00 0000.000 00 0000 OpenSCAPO OO0 OO ODOD OOO O
00000000 oo oobo.0boo,000 oo o0 240 000 oooo oo o
0odoooob b0 ooboooo oob.0oo oo oo oo ooo o
00 00 o0l oo oo oo oo oo ob b oo oob obooo,oon
00 oodo oooo ouo ooo.0oo oo oo oo oo oo doodo odgo
0ddddd oDboobobobob oooo.00, 00000 bbb 00 OO 180 DOo4oo ooo 80
SCAPOD O0OODO OO 0O0ODO OD0OO0 OO0 000 ODO00O0 0ooboo.0o0o0 oooo oo
0000 000 00pooO oo ssGh000 000000 000dbD 00,00 000 000o g
U0 o0doodo oo oo oooo.ou0 ood oo oo oo oodog,odoo
000 0000 ooSssGUUonO 0o0bO0 o0b 0000 0000 00,00 000000 00
gao.

|
|

8.0penSCAPU: 00 OO0

OpenSCAPO OO0 O OO0 OOOO0 ODOODO OO0 OO OO DO UODODO ODOO DO OO
O00.0000 00 000 00 000 0000 Nessus D000 OO0 OO ODOOO Qualys
VMDRO OpenSCAPO OO OODOO.

8.1. OpenSCAP [ Nessus

OpenSCAPD Nessusl OO OO0 OO 00O ODO0DOOO,000,00,00 0000000 00.
O00/00:NessusOD 00O OO OO (Nessus Attack Scripting Language 000 0)0 O0O0OO OO O
remediation 00 OO0 O00O0O0O.21 00 OpenSCAPO SCAPO O OO0 OO0 OO.SCAPO OO
OO0 0000 DoDOO OO0 OO DOODO, Nessusd SCAPOOD OODODO(O: RHEL 8 SCAP O
0 0).21 Tenable(Nessus 00 O) OO OO0 Nessus OO SCAPOO O0O0OO O OO0 DOOO O
OO0 0000000 00.21000:0 0000 OO0 OO O OpenSCAPODO 96%0 OO0 OO
OO0 OO 0000 00 Nessusld 72%0 ODO0O0O0O 00000 25,00 00 0000 OO OO0
O00 O0D0OO0.SCAPOUOD OO U0O0D ODOD DOUOO0ODO OO 00O 0OO0OO.21 Remediation:
OpenSCAPO remediation 0 O 0O O (O : CISO Ansible)d OO0 O 0O0O.18 Nessusd remediation 00 O
000 O0000.2200 O ULOpenSCAPO OO0 OO,Nessus ODODO ODODOO GUIO OO OO
O000.2100 OO0 OO ODOO Nessus OO OpenSCAP(OO SCC+ OVAL)O DOOO.2100

https://atl.kr/dokuwiki/ Printed on 2025/12/06 07:18



2025/12/06 07:18 13/17 OpenSCAPO OO0 OO0 OO O0OO

O0:SCAP(OD OO OpenSCAP)O DoDUO DO OUODO OO ODOOO.21Nessusl 0O D000 OO0 O
goog.26

8.2. OpenSCAP 0 Qualys VMDR

OpenSCAPO QualysVMDRO OO0 O0OO0O ODOOODO OODOO,00,00 00,00 0000 O
OO0 000 DO0OO0.00/00:0penSCAPO ODODO OO O DOOO OO SCAPODO ODOO ODODO O
0.22 Qualys VMDRO IT,OT, loTOODO OO0 OO0 OO OD0O0O0O OO0DO OO0 0O OODOO ODOOO
OO0 000 00,00 000((MDR)ODOOOO.22Qualysd OO O0O,00 00,0 00000
0000 000.2200:0000 00000 0000@,00000,0500000)0 000
00 22,QualysC 000 0O0O0OD OO0 O0OD OO0 O0.00 ODO:0penSCAPO OOODO OO O
O00SCAPO0 0OD OD0ODDOO DOO DOO/OO0ODO 000D O00.22QualysO IT,OT, loTODO
o0ob 0dob o0 oobb bbb bbb 0O OUbODb OUb ODOUb OUob ObODb Oobbo bb.220
0:OpenSCAPO D OO0O.QualysVMDRO OO ODOOO0O (UO0O ODO0OO 000D OO0 OO
0)2200 00 0 OO0 OO0O:0penSCAPO OO OO O0OO(@DO OO)O OOO OO.Qualys
O0b00oooo@obo oo goo)yY oo obo b bbb bobo Doob.@vo oobo bo
000 0000 0000 00 0000, 0penSCAPO OO OO OOO,Qualys OO0 OO0 OO

0).

8.3.00 OO O: OpenSCAP, Nessus, Qualys VMDR

00 OO0 OpenSCAP, Nessus, QualysVMDRO OO 00O O0O0O OO0 OOO.

0d OpenSCAP Nessus (Tenable [0 (1) |Qualys VMDR
00 00 SCAPOD OO OO OO, |[DOoOO o000 oao, EDDDDD(VDMERD)SS,DDDDD
00O oo (OVALOO) 0o oo,00 0o oo 000 '
N SCAP 0 0 (XCCDF, OVAL,  [00 000 00, NAsLD |2 HH BB b, oo
CPE,CVE)D ODDOOD OO |[DO0O,TenableO O OO 0o0o00o0oo
O O (Nessus Pro, OO0 (@000 oooo O
Qoo noon @) Tenable.io 0) 0o)
OO0 00O;SCAPOO O
000000000 OoOo|0b oo oo go, SCAP
SCAPDO R 00 00000000 |00/000000 00
0
SggiSDS(?DDDDSDTI,GDSS)D ogooo oo oo, ood, oo ogod,
oo od 000 DDDDDD’D 000 000 GGULODODO |[boo0o oo og,ood
(0scap) 0 000ogoo O 00 ooogg (IT/0T/1oT)
HTML, ARF, XCCDF; OO O |00 00O 000,00 (0000 OO OOooo,0
oo O/00,00 00000000 O0O00,00000 [ODOO0,00 0000 00
U RN o,00 oo oo
remediation 0000 OO .
- ) remediation 00 0O OO D000 OO,00 OO O
Remediation DDI(D.SSGDDDDDD 00 o0 0.000 00
Ansible)
000 00 0 o oo/00 bbb 00 [ddd0o bbb ooo oo oo obooob oo
0 oo oo oo,0o0 o000 0,00 000 00,000 oo,0bodo oo,on
oo,000 0o oo ono oo oo oo

AllThatLinux! - https://atl.kr/dokuwiki/




Last update: 2025/06/09 03:32 openscap_ 00O  https://atl.kr/dokuwiki/doku.php/openscap_%EA%B0%9C%EC%9A%94?rev=1749439951

oo OpenSCAP Nessus (Tenable 0 0) Qualys VMDR

000 OO0 |CL (oscap), GUI (SCAP 0 O GUI (Nessus Pro,

0o Workbench) Tenable.io 0 0O) D obooob oo
SCAPOODO OO0 OOO O00ooo0o oo oOono

00 00 000,00 0000,00 |00 ogg’ - \VMDRD 000 OO, MSSP,
O,00 000 00 O0d o

OO0 OO0 OO OpenSCAPO DODOODODO SCAPODOODOO ODODO STIGD QIS OO OO OO
00000 0000000000 0D 0000000000000 DoOo0DoooOooog oo
0O OO.NessusO QualysO OO OO0 000 O 0ODOO0OO OO0 OO ODODOODOODOOOOO
000000000 000 0O0O0O0.00 OpenSCAPO0 OO ODOOOOD OOD OOD OO OO
OO0 00 000,00 SCAPO0OD O0ODO OO0 OO0 OO0 OODDOODOOODOODO.O
0, OpenSCAPO SCAPO OODODO OOO,Nessus QualysO OO OO0 O0OOO OO O SCAPOO
00 00 00 000 obobob 0ob.2200 D000 0000 00 ODbobO ooooo oo ooo
O000.000 OpenSCAPO ODO OO OODOODO SCAPOD OO0 ODOO OO OOOO OO

00 000 D000 0 00.000 00000 0D O0O0SCAPODOOD ODOD ODODOD OODO
OpenSCAPO OO0 O OODO," 00D ODOSCAPODOO OO ODOOO ODOO ODOO DODOO
I e e T I A A O A A

o o o o

OpenSCAPO OO0 OO0 ODOD ODO,00000 OO0 ODOOOD ODDODODOO ODOO ODOO
0000000 000000 0000 OO0oDOOoOobo.0o0o0O0Dbo OopenSCAPOD OO ODODO OO
ug oo oob oggd.

9.1.0000 OO OpenSCAP: 00,000, APICO

OpenSCAPOODOOO ODO,00 DO OO OpenSCAPOODOOO ODO OOD OOOD OO DO
0 0000.1200000 OpenSCAPO DOOO OOODO cmaked makeO O OO0 ODOOO,
Fedora, RHEL, Ubuntu/Debian0 00 OO O0OO0OO OO0 OO0 OO0 OO0 OOO OOOO O
0.,120000 O0O0OD0 OO OO(oscap-v), 000 OO0 O OO0 OO OO (LD_LIBRARY_PATH,
OSCAP_SCHEMA PATHO)O OO0 O OO.120penSCAPBase CAPID OO0 OO0 OOOO 11,0
O000 OO OO0 OpenSCAPO OO0 O0ODO ODOUOD DOUODOODODOD ODOO O OD.OO0DOOO
0000 lcov,genhtmlD OO0 OO0 O00O0O0O.12

9.2. OpenSCAP I 0000 ODODOO

OpenSCAPO 0O0OOD OOOUOO,00 OO0 GitHUbOO ODOOOO0.A80000 GitHubO OO O
b oobobogo oo obobo bbb obb booasdbob obobo boboob oobbo bo o
OO0 0000 0000012000 OO0 OO 12, APIO000 11,000 000 OO OO 180
000 0000 0000 O00bO ooOopobo obpoo Oooo.OoD OpenSCAPO OO ODOO O
g0 goboboo oo oboo,bbdo, b0 g0 oo oo oo oboob.0o0b oo
0 00 OO OO0 OpenSCAPO OO0 OO0 OO0 OO0 OO0 ODODOODO OOO OOOD OO
ug,b0 oboogob obb obboo oo bbb oobb bbb b oboo booo.

https://atl.kr/dokuwiki/ Printed on 2025/12/06 07:18



2025/12/06 07:18 15/17 OpenSCAPO OO0 OO0 OO O0OO

10. 00 0O OO OO

OpenSCAPO 00O OO0 U0 OO0 ODOOO0 OO0 OO0 ODUOUO0 ODOO,00O00 O ODODOO D
OO0 000 DO000.0 0000 OpenSCAPO OO O0O,00 00,00 00 00,000 00 O
oo bbb oo 0obbb oodo oooo.

10.1. OpenSCAPLO OO OO OO

OpenSCAPO OO ODODO ODDODOO,0000000,0000 00D DD DO DCOO0OOOOD OO
0000 00000 0 O00.000D000o0g SCAPOODO ODOOD OOD DO DODO,D00DO
00 odb b odbb ogbb:boo0:obbbooc bbb Dboo bbb Oob oD ODOO
O0000 0000 0O0D0O0D 000D Ob0OoDb.000:CVE,CPE, XCCDF, OVALO ODOODO O
ugob obb obobo bbb obo bbb b0 bbb boo.bo bbb obobo
U oogob oo oo oo obdogooo,bgobbg boo bbb obb ob oob ooo
I I I A A A I
OO0 00000 OO0 OO0DOO0 OObD OO0 0o0obOOoDb.000 ooog OpenSCAPOD ODODO O

bbb obb ob,000gob obboo bbob oL obbo bbb ODbho bbho b ooo
gobobobdoobobbobobo bboo.

10.2. 00 O0O0ODO bDOOO OO0 OpenSCAPO OO

OO0 OO0 OO0 DevSecOps, 0000 OO0 OO0 OO,0000 00000 OO OODOODOO
OO0 0000 0000 0O0.000 OO OD00O OpenSCAPD O0ODO OOD ODOD O OO0 OOO
O. 00O OpenShift Compliance Operator 100 00O O0OOO0 OO O ODOO0OO OO0OO0OODO ODOO
OpenSCAPO ODOODO ITODOOD OO OO ODO ODODOO OO0 ODOOO. OO OpenSCAPO O
000 000 000,000 0000 D000 00 00 og,SCAPOOOO DOOO O OO DO
00 oo oo oo oo oo oooo oo oo.0o0 oo oo uoo oo oo oogao
“ 00 Oo>gshiftLeft)" 00000 “ OO OO OOSecurityasCode)” 000 OOOO OO,
OpenSCAPO OO0 OO OD0OODO ODOO.00 OO0 OO0 OOMXCCDR)OO OO OOOO OO
OO0 OpenSCAPO 000 OO0 OO0 OODDO ODODOO.1200 OpenSCAPO ODODOO ODO OO
00 000000 00 O0DO000 0000 00000000 0000, odd OpenSCAPO
SCAPOD ODOO(SSG)OD OO0 OO0 OUDO0OD OO0 OO0 0O o000 D00 oooo,oooo,leT
000 ouono oo ooo oo oooo oo ooo oo ououoo oooog ooa.
OpenSCAPO ODOUODO O ODOODO ODOO OO 140 OO0 OO0 DODO O OO DODO@OO OO
00 00 00O o0oOo)yo obo,000 0bo oobo 0boo b0 o0b 00 oobo ob ooo O
O00 00000 ODOO000 OO0.000 OpenSCAPO 0000 OOODO ODOO ODOO OODO O
0000 SCAPOODDO ODODOO DD ODOOO ODOO0OD O0O0 00O 00 OoOoo.o0ooboooo
U0 oodo oo oo,dod obooo oo oo oo odo oo 000 oo ooo a
O00.00000,0penSCAPO ODODO OO0 OO OOODO OO ODOO ODODOO OO0OO OOO

oot oogobbbbbbb,bbbb oo oo bbb oo oo bbb oo o
oo oob oo obbb oooo.

00 0o

e Security Content Automation Protocol - Wikipedia, 60 9, 20250 00O O,
https://en.wikipedia.org/wiki/Security Content Automation_Protocol

e en.wikipedia.org, 600 9, 20250 O OO,
https://en.wikipedia.org/wiki/Security_Content_Automation_Protocol#:~:text=Security%20Conte

AllThatLinux! - https://atl.kr/dokuwiki/


https://en.wikipedia.org/wiki/Security_Content_Automation_Protocol
https://en.wikipedia.org/wiki/Security_Content_Automation_Protocol#:~:text=Security%20Content%20Automation%20Protocol%20(SCAP)%20checklists%20standardize%20and%20enable%20automation,800%2D53)%20controls%20framework.

Last update: 2025/06/09 03:32 openscap_ 00O  https://atl.kr/dokuwiki/doku.php/openscap_%EA%B0%9C%EC%9A%94?rev=1749439951

nt%20Automation%20Protocol%20(SCAP)%20checklists%20standardize%20and%20enable%20
automation,800%2D53)%20controls%20framework.

e About SCAP - Oracle Help Center, 600 9, 20250 0O 0O O,
https://docs.oracle.com/en/operating-systems/oracle-linux/8/oscap/oscap-WhatlsSCAP.html

e docs.oracle.com, 600 9, 20250 OO0,
https://docs.oracle.com/en/operating-systems/oracle-linux/8/oscap/oscap-WhatlsSCAP.html#:~:t
ext=0penSCAP%20(0OSCAP)%20is%20an%200pen,Linux%20to%20automate%20compliance%?2
Otesting.

e OpenSCAP Base | OpenSCAP portal, 600 9, 20250 00O,
https://www.open-scap.org/tools/openscap-base/

e Secure Configurations and the Power of SCAP, 600 9, 20250 0O 0O,
https://www.cisecurity.org/insights/blog/secure-configurations-and-the-power-of-scap

e OpenSCAP: An effective Security and Compliance Audit ... - mivocloud, 600 9, 20250 00O O,
https://mivocloud.com/blog/OpenSCAP-An-effective-Security-and-Compliance-Audit-solution

 Vulnerability Assessment | OpenSCAP portal, 60 9, 20250 OO0,
https://www.open-scap.org/features/vulnerability-assessment/

¢ Getting Started | OpenSCAP portal, 60 9, 20250 00O,
https://www.open-scap.org/getting-started/

* How to visualize your OpenSCAP compliance reports - Red Hat Developer, 600 9, 20250 0O 0O O,
https://developers.redhat.com/articles/2024/02/08/how-visualize-your-openscap-compliance-rep
orts

e Documentation | OpenSCAP portal, 60 9, 20250 O OO,
https://www.open-scap.org/resources/documentation/

e openscap/docs/developer/developer.adoc at main - GitHub, 600 9, 20250 00O,
https://github.com/OpenSCAP/openscap/blob/main/docs/developer/developer.adoc

e SCAP Workbench User Manual, 600 9, 20250 00O,
https://static.open-scap.org/scap-workbench-1.1/

e SCAP Security Guide | OpenSCAP portal, 600 9, 20250 00O O,
https://www.open-scap.org/security-policies/scap-security-guide/

e Customizing SCAP Security Guide for your use-case | OpenSCAP portal, 600 9, 20250 0 OO,
https://www.open-scap.org/resources/documentation/customizing-scap-security-guide-for-your-
use-case/

e 24 SCAP Supported Standards - Oracle Help Center, 600 9, 20250 0O 0O,
https://docs.oracle.com/en/enterprise-manager/cloud-control/enterprise-manager-cloud-control/
13.5/emdbc/scap-supported-standards.html

e Automating CIS Compliance With OpenScap on Ubuntu Server - Eric Morrish, 600 9, 20250 [0
O O, https://ericmorrish.com/blog/automating-cis-compliance-with-openscap-on-ubuntu-server/

e Center for Internet Security (CIS) compliance in Red Hat Enterprise ..., 60 9, 20250 00O O,
https://www.redhat.com/en/blog/center-internet-security-cis-compliance-red-hat-enterprise-linu
X-using-openscap

e Module : OpenSCAP: Using the oscap Command-Line Interface - Learn Oracle, 60 9, 20250 0O

oo,
https://learn.oracle.com/ols/module/openscap-using-the-oscap-command-line-interface/37001/3
7155

e Efficiently automating DISA STIGS: a guide to automated STIG hardening with RKE2, 600 9,
20250 OO0Od,

https://www.glasswall.com/blog/efficiently-automating-disa-stigs-a-guide-to-automated-stig-har
dening-with-rke2

¢ Vulnerability management and SCAP : r/cybersecurity - Reddit, 600 9, 20250 00O,
https://www.reddit.com/r/cybersecurity/comments/1bm8pop/vulnerability management and_sc
ap/

https://atl.kr/dokuwiki/ Printed on 2025/12/06 07:18


https://en.wikipedia.org/wiki/Security_Content_Automation_Protocol#:~:text=Security%20Content%20Automation%20Protocol%20(SCAP)%20checklists%20standardize%20and%20enable%20automation,800%2D53)%20controls%20framework.
https://en.wikipedia.org/wiki/Security_Content_Automation_Protocol#:~:text=Security%20Content%20Automation%20Protocol%20(SCAP)%20checklists%20standardize%20and%20enable%20automation,800%2D53)%20controls%20framework.
https://docs.oracle.com/en/operating-systems/oracle-linux/8/oscap/oscap-WhatIsSCAP.html
https://docs.oracle.com/en/operating-systems/oracle-linux/8/oscap/oscap-WhatIsSCAP.html#:~:text=OpenSCAP%20(OSCAP)%20is%20an%20open,Linux%20to%20automate%20compliance%20testing.
https://docs.oracle.com/en/operating-systems/oracle-linux/8/oscap/oscap-WhatIsSCAP.html#:~:text=OpenSCAP%20(OSCAP)%20is%20an%20open,Linux%20to%20automate%20compliance%20testing.
https://docs.oracle.com/en/operating-systems/oracle-linux/8/oscap/oscap-WhatIsSCAP.html#:~:text=OpenSCAP%20(OSCAP)%20is%20an%20open,Linux%20to%20automate%20compliance%20testing.
https://www.open-scap.org/tools/openscap-base/
https://www.cisecurity.org/insights/blog/secure-configurations-and-the-power-of-scap
https://mivocloud.com/blog/OpenSCAP-An-effective-Security-and-Compliance-Audit-solution
https://www.open-scap.org/features/vulnerability-assessment/
https://www.open-scap.org/getting-started/
https://developers.redhat.com/articles/2024/02/08/how-visualize-your-openscap-compliance-reports
https://developers.redhat.com/articles/2024/02/08/how-visualize-your-openscap-compliance-reports
https://www.open-scap.org/resources/documentation/
https://github.com/OpenSCAP/openscap/blob/main/docs/developer/developer.adoc
https://static.open-scap.org/scap-workbench-1.1/
https://www.open-scap.org/security-policies/scap-security-guide/
https://www.open-scap.org/resources/documentation/customizing-scap-security-guide-for-your-use-case/
https://www.open-scap.org/resources/documentation/customizing-scap-security-guide-for-your-use-case/
https://docs.oracle.com/en/enterprise-manager/cloud-control/enterprise-manager-cloud-control/13.5/emdbc/scap-supported-standards.html
https://docs.oracle.com/en/enterprise-manager/cloud-control/enterprise-manager-cloud-control/13.5/emdbc/scap-supported-standards.html
https://ericmorrish.com/blog/automating-cis-compliance-with-openscap-on-ubuntu-server/
https://www.redhat.com/en/blog/center-internet-security-cis-compliance-red-hat-enterprise-linux-using-openscap
https://www.redhat.com/en/blog/center-internet-security-cis-compliance-red-hat-enterprise-linux-using-openscap
https://learn.oracle.com/ols/module/openscap-using-the-oscap-command-line-interface/37001/37155
https://learn.oracle.com/ols/module/openscap-using-the-oscap-command-line-interface/37001/37155
https://www.glasswall.com/blog/efficiently-automating-disa-stigs-a-guide-to-automated-stig-hardening-with-rke2
https://www.glasswall.com/blog/efficiently-automating-disa-stigs-a-guide-to-automated-stig-hardening-with-rke2
https://www.reddit.com/r/cybersecurity/comments/1bm8pop/vulnerability_management_and_scap/
https://www.reddit.com/r/cybersecurity/comments/1bm8pop/vulnerability_management_and_scap/

2025/12/06 07:18 17/17 OpenSCAPO OO0 OO0 OO O0OO

e Compare OpenSCAP vs. Qualys VMDR in 2025 - Slashdot, 600 9, 20250 OO0,
https://slashdot.org/software/comparison/OpenSCAP-vs-Qualys-VM/

e OpenSCAP vs. Qualys VMDR Comparison - SourceForge, 600 9, 20250 OO0,
https://sourceforge.net/software/compare/OpenSCAP-vs-Qualys-VM/

e OpenSCAP memory-consumption problems - Red Hat Customer Portal, 600 9, 20250 OO O,
https://access.redhat.com/articles/6999111

e Openscap gives better score than the nessus - Login, 600 9, 20250 00O,
https://tenable.my.site.com/s/question/0D5WP000000WKOI0AS5/openscap-gives-better-score-th
an-the-nessus?language=en_US

¢ 10 Vulnerability Scanning Tools to Know in 2025 - Pynt, 60 9, 20250 OO0,
https://www.pynt.io/learning-hub/application-security/10-vulnerability-scanning-tools-to-know-in
-2025

e Compliance Scan vs Vulnerability Scan: Key Differences - Invicti, 600 9, 20250 0O OO,
https://www.invicti.com/blog/web-security/compliance-scan-vs-vulnerability-scan/

From:
https://atl.kr/dokuwiki/ - AllThatLinux!

Permanent link:
https://atl.kr/dokuwiki/doku.php/openscap_%EA%B0%9C%EC%9A%94?rev=1749439951 A

Last update: 2025/06/09 03:32

AllThatLinux! - https://atl.kr/dokuwiki/


https://slashdot.org/software/comparison/OpenSCAP-vs-Qualys-VM/
https://sourceforge.net/software/compare/OpenSCAP-vs-Qualys-VM/
https://access.redhat.com/articles/6999111
https://tenable.my.site.com/s/question/0D5WP00000OWKOI0A5/openscap-gives-better-score-than-the-nessus?language=en_US
https://tenable.my.site.com/s/question/0D5WP00000OWKOI0A5/openscap-gives-better-score-than-the-nessus?language=en_US
https://www.pynt.io/learning-hub/application-security/10-vulnerability-scanning-tools-to-know-in-2025
https://www.pynt.io/learning-hub/application-security/10-vulnerability-scanning-tools-to-know-in-2025
https://www.invicti.com/blog/web-security/compliance-scan-vs-vulnerability-scan/
https://atl.kr/dokuwiki/
https://atl.kr/dokuwiki/doku.php/openscap_%EA%B0%9C%EC%9A%94?rev=1749439951

	목차
	OpenSCAP에 대한 심층 분석 보고서
	1. 보안 콘텐츠 자동화 프로토콜(SCAP) 및 OpenSCAP 소개
	1.1. SCAP이란 무엇인가? 목적과 목표
	1.2. OpenSCAP 소개: 오픈소스 구현체
	1.3. 자동화된 보안 규정 준수의 중요성

	2. SCAP 표준의 핵심 구성 요소
	2.1. 주요 SCAP 명세 개요
	2.2. 주요 SCAP 구성 요소 및 설명 표

	3. OpenSCAP 생태계: 도구 및 아키텍처
	3.1. OpenSCAP 라이브러리: 핵심 엔진
	3.2. oscap: 명령줄 인터페이스
	3.3. SCAP Workbench: 그래픽 사용자 인터페이스
	3.4. 다른 도구와의 통합

	4. 실전 가이드: OpenSCAP을 이용한 보안 평가
	4.1. 다양한 플랫폼에서의 설치
	SCAP 보안 가이드(SSG) 설치:

	4.2. SCAP 보안 가이드(SSG) 콘텐츠 확보 및 이해
	4.3. 스캔 수행
	4.3.1. 보안 정책 및 프로파일 선택
	4.3.2. 평가를 위한 oscap 실행
	4.3.3. 보고서 생성 및 해석 (HTML, ARF, XCCDF)

	4.4. 보안 정책 맞춤 설정 (Tailoring)

	5. OpenSCAP을 이용한 규정 준수 자동화
	5.1. CIS(Center for Internet Security) 벤치마크 준수
	5.2. DISA STIGs(Security Technical Implementation Guides) 요구 사항 충족
	5.3. 기타 표준 준수 (예: FISMA, HIPAA, PCI-DSS, NIST SP 800-53)

	6. OpenSCAP 활용의 이점 및 장점
	7. 제한 사항 및 고려 사항
	8. OpenSCAP 비교: 대안 살펴보기
	8.1. OpenSCAP 대 Nessus
	8.2. OpenSCAP 대 Qualys VMDR
	8.3. 비교 개요 표: OpenSCAP, Nessus, Qualys VMDR

	9. 고급 주제 및 개발
	9.1. 개발자를 위한 OpenSCAP: 빌드, 디버깅, API 활용
	9.2. OpenSCAP 프로젝트에 기여하기

	10. 결론 및 향후 전망
	10.1. OpenSCAP의 가치 제안 요약
	10.2. 보안 자동화의 진화하는 환경과 OpenSCAP의 역할

	참고 자료


