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Create Load Balancer

Load Balancer Details Provide the details for the load balancer.
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Create Load Balancer

Provide the details for the listener.
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Create Load Balancer

. Provide the details for the pool.
Load Balancer Details
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Create Load Balancer

Add bers to the load bal I
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Create Load Balancer

Provide the details for the health itor.
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O000 0000 0DO0D000.Octaviall centosO ubuntuOO OO0 D000 OO0 00O OO O
oo odoodo.0ooo0 oood ooud oo oo oo oo oodoo.odad
000 O0O,Amphorall OO OO0 OO0 O OO ingress OO (UDP/5555 0 egress:TCP/9443)0 [
00 o0 oouooooogoa.

gob obbdo oobogg oag -«

100.000 oobo ooo

$ /opt/rocky/octavia/diskimage-create/diskimage-create.sh -i ubuntu

$ openstack image create amphora-x64-haproxy \
--public \
--container-format=bare \
--disk-format gcow2 \
--file /opt/rocky/octavia/diskimage-create/amphora-x64-haproxy.qcow2 \
--tag amphora

200. 000 000 00 OO0 L0000 D0b0Db U OO0 Do bDOoUo DO ooo.
[controller worker] amp image owner id, amp image tag

[controller worker]

amp_image owner id = 9e4fel3a6d7645269dc69579c027fde4d
amp image tag = amphora

amphoral 0 OO0 OOOO OO :

100.amphorall0 OOOO OO OO OO

$ openstack security group create amphora-sec-grp --project <admin project
id>

$ openstack security group rule create --remote-ip "0.0.0.0/0" --dst-port
9443 --protocol tcp --ingress --ethertype IPv4 --project <admin project id>
amphora-sec-grp

$ openstack security group rule create --remote-ip "0.0.0.0/0" --dst-port
5555 --protocol udp --egress --ethertype IPv4 --project <admin project id>
amphora-sec-grp

200.amphora 00 OO OO

[controller worker]
amp_secgroup list = <amphora-sec-grp id>
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CLI:

$ openstack loadbalancer create --vip-subnet-id lb-vip-subnet --name 1bl

API:

POST /v2.0/1lbaas/loadbalancers

ug of:

{

"loadbalancer": {
"vip subnet id": "c55e7725-894c-400e-bd00-57a04aele676",
“name": "1lbl",
"admin state up": true

}
}
oo:
{

"loadbalancer": {
“provider": "octavia",
“flavor_id": "",
"description": "",

“provisioning status": "PENDING CREATE",

"created at": "2018-10-22T02:52:04",

"admin state up": true,

"updated at": null,

"vip subnet id": "c55e7725-894c-400e-bd00-57a04aele676",
“listeners": [1],

“vip port id": "6629fef4-feld-4b41-9b73-8230105b2e36",
"vip network id": "1078e169-61cb-49bc-a513-915305995bel",
"vip address": "10.0.1.7",

"pools": [1],

“project id": "2e560efadb704e639ee4bb3953d94afa",
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id":

"operating status":
“name" :

"5bcf8e3d-9e58-4545-bf80-4cOb905a49ad",

II'LblII

"OFFLINE",

Create LBO Octavia APIUMLOOOOO :

i
“loadbalancer: {

*admin_state_up®: trus

3

octavia_apl

POST

[(Check that the user is sutharized to do an action in this object ™)

[vslidata vip regquest chjactle g. pert. network. subnet) )

(e.q. in_use_health_ma
far

nftor. in_use_load_batancer. in_use_listener. in_use_member, in_use_pool}

This method makes sure the projectle.g. admin, deme) has avalable quata DI

the resowce and updates the quata to reflect the new Ussage.

Create loadbalancar and vip database record )

1. auth_validate_action

U

2. validate_vip_request_abject

L‘=

d the deiver early as it also provides validationle.g, amphora)

i

o

ot DB sessisn{autacommit=False}

i

heck_queta met

>

nm% oW neuton

repositonies

Ture or False

project | ld- Drvml id)

Uf not quotas]
self.quotas.updatalsession. project id. quotas {})

NOTE: Get the latest database records through lock

ueries
lock_sostion. queryimadals Quatas) fiter_bylpreject_wd=propact_ud) with_for_updatal) frat()

]  check current quota to meet needs

| 1. Prepare create load balancer data object(Dict)

5. selfrepasiaries create_load_balancer_and_vip

[NOTE: See if the providar driver wants to create the w17 port B

6. driver craate_vip_port

netwark_drver allocate vigllead balancer)

ek,

T Toa0_balancer.vip port_1al
self.get,_pontlload balancerip.port jd)

retum port

salf. Tnn_{u_\ﬂp[pnm load_balancer), Associate Ve, Port and L8 ¢

[

self.nevtron_chent create_port(pon)

| .recum port

seff,_port_ta viplport, load_balancer), Associate Vi2, Port and LB

Sener o poaiE
7. Graph create the listeners and pocls that belong to LB
=

8. Prapare the data for the driver data model

i sessian.addivip). session beginisubtransaction:

self chent.cast({}, ‘create load_balancer’, **payload) )

i
loadbalancer®: {
ronder: ‘amphara®,
mr_xd" -
descrption®: =,
“prowisioning_status": "PENDING,_C

*admin_state up" true,
'\mdmd at*wll,
ey il

o 4

'Mfelsasdrﬁﬁzwﬂ(ﬁawsmziidzl'
8-11-05T02:34:14°,

b2 befo.

9. Sanding create Load Balancer to providerl el

RESP 202

create lodd balancer |

72.16.1.18%

“operating_status®: “OFFLINE",
“name: "Ib1"

10368ed-a0d2-423d-9cde-abofefde2040".
*d25aB665-237b-47d5-ac86-500079eb0d0e”,

jact Sedfel 1067645 2608c6057 002 Tided”,
i "08314561.6511. 082 b 33.aaFLaFSS e,

£

octada_cw  nEUtran

repesiteries

2. validate vip request objectD UMLO O OOOO ODOOOO .
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O
04:25

User octavia_api octavia_cw neutron
b \

L | 2. _validate_vip_request_object
IVaIldate vip request object(e.g. port, network, subnet) Iﬁ, (|

alt / [if load_balancer.vip_port_id]

_validate_port_and_fill_or_validate_subnet

return port

validate.check_port_in_use == if port.device_id

i i
| |
| |
| |
| |
T T
i I
| I
! I

validate.port_exists => network_driver.get_port(port_id) !
; ]
| 1
| '
T ]
| I
! I
| ]
. .

]
|
|

|
T
'
|
'
|
'
'
1
'
I
I
'
|
|
'
'
I
|
I
I
|
I

_validate_network_and _fill_or validate subnet

alt / [if load_balancer.vip_subnet_id] !
validate subnet_exists => network_driver.get_subnet(subnet_id)
i i
| Identify the subnet for this port HI return subnet ) 1
alt / [if load_balancer.vip_address:] ) :
loop / [portfixed_ipsl : 3
alt 63 port_fixed_ip.ip_address == load_balancer.vip| address] )
[ load_balancer.vip_subnet_id = port_fixed_ip.subnet_id Iﬁl update load_balancer{request bod ]
- | |
T |
|
i
i

[lna;ij:alancer.vlpinetworkjél] g i
i

-
=
' '

| Raises an exception when a network does not exist. Iﬁ, 3. validate.network_exists_optionally_contains_subnet => network_driver.get_network(network_id)
= = T

i |
' return network !
: <

i
alt / [if not load_balancer.vip_subnet id] T T

i |
alt J/ [if load_balancer.vip_address]
L

loop /] [network.subnets] !

i

i

|
L
|
|
|

network_driver.get_subnet(subnet id)

return subnet ! !

i
alt _/ [if validate.is_ip_membef_of_cidr(l¢pd_balancer.vip_address, subnet.cidr)]
update load_balancer(request body)

|Ioad_balamcer.vip_subnet_id = subnet_id B] 3

7
T

loop /  [network.subnets] )

.
alt / [if not Ioad_halan:er.uip_s‘uhnet_id]

IIoad_balancer.vip_subnet_id = subnet_id H: updste load_balancer(request body)

i
|
|
|
i

netwerk_driver.get_subnet(subnet_id) )
7
|
.
i
i
i
|
|
|

| .
I
! return subnet
i
alt )/ [if subnet.ip_version == d]
| load_balancervip_subnet_id = subnet_id Iﬁ! update load balancer(request bod
[load_balancer.vip_subnet_id] v i i
i i i
i validate subnet_exists == network_driver.get_subnet(subnet_id) 8
1 return subnet : :
I a3 |
. ) i
load_balancervip_network_id = subnet.network_id 'ﬁ: update load_balancer(request body) : ]
i ! i i
; alt [if load_balancer.vip_qos_policy_id] ] [
! I !
) validate.qos_policy_exists ==> network_driver.get_qos_policy(qos_policy_id) !
I
I i i
! validate network_allowed_by_config ! !
! i I |
User octavia_api octavia_cw neutron

Q

OO0 OO POST /v2.0/1lbaas/loadbalancersO octavia-api D000 0000 OO OO:

l. 00000 000000000 b0 00 O0O0DO OO OoDbOOo OO oDoOOoooooaQ.

2. VIPO OO OO(@:00,000,0000)D 000 0 OO0 OOODODO.OO0O VIPO O
OO0 0000000 00000 O0O0O/0000 00O config secition [networking]
oo oodoood.
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3. 000 00000 LWlBOODOO ODOOOO. config section [quotas]OO OO OO OO
OO0 000 DO 0000 d@:ProjectlD ODOODO OO0 OODOO 300 00O O O0O0OO).

4. 000 load balancer O vipd OO ODOOOOCO OOOO ODOOODO.

5. Amphora OOQOO(@O b OO0O)J OOOO VIPO OO0OO OO0 DODOOO Port, VIPO
LBO 000000 ODOODO ODOoOOOo.

6. 000 000 OO0 ODO0DOODOO O0bO ODO0oooO oo ooooo.

create loadbalancer flowd OO0 O0OO0OO OD0OOO.

8. octavia-worker 0000 OOOOODO OOOO create loadbalancer flowd OOO0O
0.

~

bbb ob obooboobogoboooa.

e 0 000 0ODO0O OO0 OODOOO OO OO0ODO Mpenstack quota set.

e openstack loadbalancer create 0000 ODO0OOOD OO0 OO0 DOOO OO OO
OO0 --listeners 00O --poolsd U0 OOO ODOOO ODOO, POST
/v2.0/1lbaas/loadbalancersd O OO0 OO0 OO0 O 0000O0.000 OOOOO UJUXO
00 o0 ouoo oooog.

e 00 VIPOUOUO UOUDO OO OO octavia-apiOOODO OO neutronclientd OOO
0000 0000 OO0 loadbalancer-<load balancer id>0 OO OO0 vip-netO
0000 uono oodoooooa.

e VIPO ODDO0O,000,00 000 000 00 000 O0DODOOVIPQeSOOD ODODOO.

Create LBO Octavia Controller WorkerUMLO OO OO :

Q Q

octavia_api octavia
] ]

Q

_cw repositories
| Sending create Load Balancer to provider(create_load_balancer, payload) |

.
Lo

I
1. self._|b_repo.get(db_apis.get_session(), id=load_balancer_id) ‘_:
I

loadbalancer from octavia db

i 2. Prepare create_loadbalancer_flow store data object

l

I 3. self,_Ib_flows.get_create_load_balancer_flow

L L

5. run create loadbalancer flow

1

|

1

1

]

]

% I
| 4, get taskflow engine !
I

1

]

1

|

1

I
octavia_api octavia_cw repositories

O Q Q

3. get_create_load balancer flowD UMLOOOOOO OOOOO .

octavia_cw Ib_flow
| )

| I
| Creates a conditional graph flow that allocates a loadbalancer to two spare amphorae, ﬁ ! self,_lb_flows .get_create_load_balancer_flow_ !
L >

1. create linear FLOW: [b_create_flow

i

! B
Mark loadbalancer provisioning, status to ERROR if flow failure. Iﬁ 2. add TAsK: lifecycle_tasks.Load8alancerDToErroronRevertTask

i

alt / [if topology == constants.|l

‘ create active standby amphoras Iﬁ

OLOGY_ACTIVE STANDBY]
1. self._create_active_standby_topology|

w T

[Lif topology == constants. TOPOLOGY |5
create single amphera I 2. self._create_single_topology

If.get_post_lb_amp_association_flow

=
a
B

fl:2

Y
o
o

Reload the loadbalancer and create networking subflows for created/allocated amphorae. 'ﬁ
- -

I

alt [if listeners]

5. self,_create_listeners_flow]

|
i | create listeners belong to loadbalancer b]

3

1
O3

|
octavia_cw

Q
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O

e 0 OO ODODOO OO
e amphora(e)D OO ODOOO OO

00000000 0O0O000.0000 000 0D0O00 00oOoOnO amphoraed ODOOO OO
O00 00000, SINGLED ACTIVE STANDBYD O 00O O0D0O O0OD0OD.0000 0O O 0O0ODO
SINGLED ODDOU0ODO OO0 OO0 ODO0O0 ODO00 Ob0o0 Ob 00 bOO00Ob0 DbOo o0 Ooooo
O0.00 ACTIVE STANDBYD Keepalived DO 0O/000 O0OD-0000 O0O ODOO OO

O00O0 O0O00O0O0.000 000000 SINGLEDODOO0D OUbOoOo obbo oooo.

Amphora0 000 OOODO UMLOOOOO :
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Ibilllow amp_flow

alt  /J [if CONF.nova.enable_anti_affirity]
add TASK to Ib_create_flow: compute_tasks.NovaServerGroupCreate

|w~e need to create a server group first B.

| Update server group id in Ib table &.. add TASK to lb_create_flow: database_tasks UpdatelBServerGroupinDB|

add unordered FLOW: amps_flow

create master amphora & | | self amp_flows.get_amphora_for_Ib_subflow

|We need a graph flow here for a conditional flow H

add graph FLOW: amp_for_lb_flow

i

‘ e e e e e Bb add TASK: database_tasks.MaploadbalancerToAmphora

1

:Define a subflow for if we successfully map an amphora

self,_get_post_map_lb_subflow

R

add linear FLOW: post_map_amp_to_lb

i

‘Get an amphora object from the database m‘ add TASK: database_tasks.Reloadamphora

il

alt / [if role == constants.ROLE_MASTH
| Mark amphora as MASTER in db Bt

add TASK: database_tasks.MarkamphoraMasterinDB

1

| Tit role constants.ROLE BACKURY
| Mark amphora as BACKUP in db H

add

-

"ASK: database_tasks.MarkAmphoraBackupinDB

1

[if role’ == constants.ROLE_STANDALONE]
[ Mark amphora as STANDALONE in db

add

2

SK: database_tasks MarkamphoraStandalonelinDH

i

=i

L
I

: Define a subflow for if we can't map an amphora

self._get_create_amp_for_lb_subflow

add linear FLOW: create_amp_for_lb_subflow

i

add TASK: database_tasks.CreateAmphorainDB

I

alt /  [if self.REST_AMPHORA_DRIVER]

o
=%
B
-
»

| Create the server certs for the agent comm Bk SK: cert_task.GenerateServerPEMTask

1

o
Q@
&
=
x
w
~

‘ Update the amphora expiration date with new cert file date BI'I : database_tasks.UpdateAmphoraDBCertExpiratio

1

alt /J [if require_server_group_id_condition]
add TASK: compute_tasks.CertComputeCreat

Create an amphora with CA cert b‘ :|

‘ e e e Bl] add TASK: compute_tasks.CertComputeCreat

alt ] [if require_server,
add TASK: compute_tasks.ComputeCreat:

Create an am) :l

add TASK: compute_tasks.ComputeCreatdq

| Create an amphora, but no server group Bh

- ]

SK: database_tasks UpdateAmphoraComputeld

i

£

oo
{-m
=
=

| Associate amphora with a compute in DB B‘

i

W
=%
&
=
x

‘ MR he avploraias bootwy e datapase mh SK: database_tasks.MarkamphoraBootinginDB

I

£

oo
(-
-
»
7]
7

|Wait for the compute driver to mark the amphora active Bh s compuite_tasks.ComputeActiveWait

I

@
a
-5
=
x
n
~

| Update amphora with compute instance details. Bh : database_tasks.UpdateAmphorainfo

i

w

o
a
=
b
[
7

| e e Bﬁ : amphora_driver_tasks AmphoraComputeConnectivityWait

i

o
a
a
=
rd

Task to finalize the amphora before any listeners are configured BB sk emphore dvertasksamphiorskinalize

i

o
o
=
=
P
@
=~

will mark an amphora as allocated to a load balancer in the database Bi : database_tasks.Ma phorasllocatedinDB

i

@
o
&
=
b4
n

Get an amphora object from the database B‘ : database_tasks Reloadamphora

i

alt [if role == constants.ROLE_MASTER]
add TASK: database_tasks MarkAmphoraMasterinDB

1

Tif rollg 1= constants. ROLE_BACKUP]
add TASK: database_tasks MarkamphoraBackupIinDB

1

i FolH b= constants ROUE STANDAUGRE]
add TASK: database_tasks.MarkAmphoraStandAloneinDB

X
!Set the flow direction judgment condition of graph flow 5

Setup the decider for the path if we can map an amphora,
decides if the Ib shall be mapped to a spare amphora.
amp_for_|b_flow.lin

allocate_and_associate_amp, map_lb_to_amp,

decider=self._allocate_smp_to_lb_decider,

decider_deptfi="flow) amp_for_lb_flow.link
Setup the decider for the path if we can't map an amphora,
decides if a new amphora must be created for the |b.
amp_for_lb_flow.link(

allocate_and_associate_amp. map_lb_to_amp,

decider=self._create_new amp_for_Ib_decider,

decider_depth="flow’)
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O

e J0 OO0 ODOOODO ACTIVE STANDBYO OO [nova] enable anti affinity = True
OO0 OO Novall ODODOO OODOOO OOOO ODOOOD OO DOODOOOD OOD OO

go.
e JU00OUO0 OO LU0 DUOO0 ODUUDL OUODL ObODLO ODDbhOOo b0 OO OO space

amphora poolOD OO OO0 O OO0OO. amphora for lb flowd OO space
amphora pooll D0OOOODO OO0 O OO0 OO0 DODOD0OO OO0 OO0OO0OO,000 00 0O
O0000. space amphora poold Housekeeping Manager OO OO0 OO OO OOOO
0.00 00 00 oooo,0d0 0o o000 D0 0o oo boooobo ooa.
space amphora poolO Housekeeping Manager OO0 OO0 OO OOOO O OO0 OO
0 00 00000 [house keeping] spare amphora pool size=20 pool sizeO O
good.
e amphora for lb flowd OO0 OO OO0 O0O0O0O,00 O0O0OO0O0O OO OO0 OO

0000 00000.0000 0000000 Oo0@mp for b flow.link)D OO O
Ugogobdoboo bboboo.0b bbb bbb b oob oL ooobo.

if loadbalancer mapping Amphora instance SUCCESS:

Upload database associations for loadbalancer and amphora
else:

Create amphora first

Upload database associations for loadbalancer and amphora

0O 000 amphoral OOOO lb-mgmt-netd 0 OOO0O OO0 loadbalancerD OOOO OO
O vip-netOd amphorall 0000 OO0 OODOODO.O000O octavia-apiOOODO vip-netd
000 port:loadbalancer-<load balancer id>0 O 0000 ODOOOO.00O

ACTIVE STANDBY 00000 OOOD OO KeepalivedVIPOOOODO OOOD0O OO0 DOODO OO
0 00000 OO0 vip-netD O OO VRRP_port (octavia-lb-vrrp-<amphora_id>)0 00000 .
amphora(e)d 00O O0O0O0O OO0 OO UML ODOOODO :
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Ib_ﬂlow

{Allocate awvip to the loadbalancer Iﬁ

[ Plurnb a vip to an amphora Iﬁ

Apply qos policy on the vrrp ports which are related with vip B]

| Task to retrieve amphorae network details. H

| Execute post_vip_plug across the amphorae. H L

add linear FLOW: post_create_LB_flow

1

@

dd TASK: database_tasks ReloadLoadBalancer

i

self.get_new_LB_networking_subflow

i

add |

near FLOW: new_LB_net_subflow

i

add TASK: network_tasks.Allocatevip

1

add

—

ASK: database_tasks.UpdateviPAfterallocation

i

add

—

ASK: network_tasks.PlugvIP

i

add

-

ASK: network_tasks ApplyQos

I

o
=8
o
=
-

SK: database_tasks.UpdateamphoraviPData

i

add

o

ASK: database_tasks.ReloadLoadBalancer

L1l

add TASK: network_tasks.GetAmphoraeNetworkConfigs

add TASK: amphora_driver_tasks.AmphoraePostviPPlug |

amp_flow
d
'

alt [if t

= ts. TOPOLOGY_ACTIVE_STANDBY]

self.amp_flows.get_vrrp_subflow

‘Task to get an

d update the VRRP interface device name from amphora Iﬁ

‘ Create a VRRP group for a load balancer lﬁ

‘ Task to update the VRRP configuration of the loadbalancer amphorae, H

| Task to start keepalived of all amphorae of a LB Iﬁ

add linear FLOW: vrrp_subflow

i

add TASK: amphora_driver_tasks AmphoraUpdate\VRRPInterface

i

add TASK: database_tasks.Create'VRRPGroupForlB

1

add TASK: amphora_driver_tasks.AmphoraVRRPUpdate

i

add TASK: amphora_driver_tasks.AmphoraVRRPStart

|_ return vrrp_subflow
add TASK: database_tasks.UpdateLoadbalancerinDB
alt  / [if mark_activel
add TASK: database_tasks.MarkLBActivelnDB
Ib_flow amp_flow

Q

Amphora OOOO0O OO0 O 00O OO0 OO0 ODOOODOO. * network_tasks.AllocateVIP *
network_tasks.PlugVIP * amphora_driver tasks.AmphoraePostVIPPlug *
amphora_driver_tasks.AmphoraVRRPUpdate * amphora_driver tasks.AmphoraVRRPStart 0 O 0O O
Octavia NetworkingDl OO0 OODOO0O OO0 OOOO0 OO OO0 OO0 OO0 OOO0OOO0OO OOO

goobdboobobbobbobboobdooboob ooo.
AllocateVIPO VIPO OO0 ODOOOO OOOO Port, VIP

network tasks.AllocateVIP

0 LBO O0OOO data_models.VipOOO OOO0O NeutronO 00000 OO
AllowedAddressPairsDriver.allocate vip OO 00O O0O0O0O.0 ODOOO octavie-apiD O O O OO
000 OD0D0O0O0D0OD octavia-workerd OO0 O VIPO OO0 OO OOOO OO, data_models.Vip

000000 Task:UpdateAmphoraVIPDatall OO O0OOOO.
AllocateVIP O O O NeutronO O VIPO OO OO PlugVIPO Amphorall VIPO O0O0OO OO0 O

Oo0O00O. PlugVIPO UML ODDOOOO

network tasks.PlugVIP
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04:25 -
octavlla_cw neutron ﬁOI\I'E
1 PlugviP

alt__J [sclf.sec_arp_enabled]

self._update_vip_security_group

self,_get_|b_security_group

self.neutron_chient.list_security groups(name=sec_grp_name)

return sec_grps by name |

alt [if not sec_grp]
self._create_security_group

self.meutran_client.create_security_grouplnew_sec_grp)

return sec_arp

self._update_security_group_rules

self.neutron_client list_security_group_rules

return rules by sec_grp_id '

Get updated_ports from load_balancer listeners protocol_pert and listener.protecol

i

Get peer_ports from load_balancer listeners peer_port and then extend te updated pornts

U

Get old_ports from rules

U

add_ports = set(updated_ports) - set(old_ports) Get add_ports and del_ports
del_ports = set(old_ports) - set{updated_ports)

1

[Toop___{ Trules] |

alt [if rule in del_ports] "
self.neutron_client.delete_security_group_rule(rule_id) '

loop J [add_ports]
self._create_security_group_rule

self.neutron_client.create_security_group_rule

alt / [CONF.controller_worker.loadbalancer_t == ts. TOPOLOGY_ACTIVE_STANDEY]

Currently we are using the \VIP netwark for VRRP
so we need to open up the protocols for it

create security group rule for VRRP_protocol and auth_header_protoci

e.g.
WRRP_protocol 112
auth_header_pratocel 51

self,_create_security_group_rule

= g—"i
self.get_subnet

return subnet

loop / llead balancer.amphoarael

self._get_plugged_interface
e

i
i

'

self.get_plugged_networks |

| '

self.neutron_client list_ports(device_id=compute_id)

return ports |

loop ports to get correct interface(port)

alt [not interface]
self._plug_amphora_vip

| We need a vip port owned by Octavia for Act/Stby and failover L"! self.neutron_client.create_port(port}

return port
self.plug_port
]

self.nova_client.servers.interface_attach

return interface

self._add_vip_address_pair

-

self. add_allowed_address_pair_to_port

elf neutron_client.update_port

alt Tif self.sec_grp_enabled]

self_add_vip_security_group_to_port

self._add_security_group_to_port

elf neutron_client.update_port

loop interface fixed_ips to get vrrp ip

apg end data_models.amphora

octavlé_cw neutron  nova

if fixed_ip.ip_address is_correct_subnet and not amphora.lb_network_ip: virp_ip = fixed_ip.ip_addrass B}

Q0

PlugvIPO OO ODOOO OO O OO DODOODOOO. - VIP OOO security_group_rulesd 00O
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0ddd0.0dd0d b0ob 00 oooo vIPO OO0 ODOOODO Ooooo VIPO OOOO Oood
000 VIPO OO OO OD0DO OD00O00.00 OO O00ODOO0OD HTTP:8080D OO0 ODOODO O
O VIPO HTTP:8080 00O ODOOODDO.-00 0000 OO OOOODDO ODOOO,0000 0O
00 00 000 000 O00OD0DO,00 0d Neutron APID OODOD OOO OOO OO Nova
APIDO 0ODOO0OD0D DOO0O ODOO0OO ODODOO0DOO. TASK:AllocateVIP O TASK:PlugVIP OO O create |b
flowD OOOOO Amphorall OO ODOUOO0O ODOUODO OO0 ODOO,00 OOO Amphorall O
00000 00000.000 00 000 Amphorall OO OO0 O OOO, Octavia Controller
Workerd Amphora O0O0OO0O OO0 OO0 0000 OO0 O ODOOO0 OO OODOOODOO OO
O00O.000 Amphora Agentd AmphoraAPIClient 00 OO0 OO0 OO0 OO0 O0O,000 OO
O00 000000000000 D000 O0DO00d. ===== Amphora ===== 000 O00O0O0O
0O Amphoral OO0 OO HAProxyD Keepalivedd OO0 OO0 OO0 OO O0OD0OODOOO.O0 O
OO0 Amphorall OO0 OOO0O ODOOD OO0 O0OO0O,'0000 000 0000 ODOO0O OO
O 0000 oooo dou'oo oo oouo O 0o ooooo.oodo ooooo ooo
o000 oo ooooo?b00dd0 0o 000 oo oo 0o ooo oooogo?200 d
OO0 000000000000 D00 OO0 OO0 Ooood?rYamphora-agentd Octavia
ControllerWorker 00 OO OO ODODOO0O

Octavia Controller Worker

octavia-health-manager

AmphoraAPIClient 3
service

Socket
UDP:5555

HTTPS
TCP:9443

amphora-agent
service

Amphora Instance

aa,
amphora-agentd AmphoraAPIClientd 000 0000 OO0 OODOOO0O0O. ==== Amphora
Agent ==== amphora-agent 000 O0OO0OO Launch Amphorall OO O0OO0O,000 O OO0

O000 0000 000 WSGIHTTPOO OODO OO Flask&gunicomOOO OOO0OO.000
00000 OO0 000 from octavia.cmd.agent import mainOD O OOOOO.
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# file:
/opt/rocky/octavia/octavia/amphorae/backends/agent/api server/server.py

class Server(object):
def init (self):
self.app = flask.Flask(_name )

self.app.add url rule(rule=PATH PREFIX +
'/listeners/<amphora id>/<listener id>/haproxy"',
view func=self.upload haproxy config,
methods=["'PUT'])

OO0 00 0000 00 FlaskODOODOOO OO OO0 amphora-agentAPIO OO OO0 OO OO0
O000,0 000 OO0 gunicornd OO O0OO0O OO0OO0O.0 routeurlD OO0 OODO OO0
OO0 OO0 Octavia HAProxy Amphora APIO ODOODO ODOD0O,0000 DOODO ODOODOO.

==== AmphoraAPIClient ==== AmphoraAPIClient0] amphora-agent RESTAPIO OO OO0 O O

000,00 00 000 000 OO0 Octavia HAProxy Amphora APID OO OO URL OO0 OOO
gag.

# file:
/opt/rocky/octavia/octavia/amphorae/drivers/haproxy/rest api driver.py

class AmphoraAPIClient(object):
def init (self):
super (AmphoraAPIClient, self). init ()
self.secure = False

00000 000000 0ODD0O0O0 00oO0 *OctaviaAPl: OO REST API OO0 OODOO.*

Queue: 00O RPC OOO ODOODOO.*Amphora agent: Amphorad Octavia Controller Worker O O
RESTAPIOODO OODOOO.

HTTP REST Octavia HTTP REST
EXT Projects Qw——————»| Octavia API ( Queue, RPC )Controler —P=| Amp Agent
] I Worker
==== AmphoraePostVIPPlug ==== TASK:AmphoraePostVIPPlug OO OO ODOO0O,

AmphoraePostVIPPlugDl O 0O Amphoraell OO O OO O0OOO AmphoraAPIClientd OO OO PUT
plug/vip/{vip} O OO amphora-agentd] 0000 VMONIC OO OO0 O0O0OOO0O0O OO0 O0OO
O0000.00000 00 00000 0000 Amphora OO OO0 ODOOO ODOOO OO

AmphoraePostVIPPlugdd Amphora OO 0O Ib-mgmt-netd] 000 OO NICO OOO0O OO0 OOOO
O000000 OO00O00.00000 AmphoraePostVIPPlugDh OO O VIPO NIC OD OO0 OO
OO0 000 vip-net00O0 O0O0O0 OO0 OO0DOO OODOO.000O Plug:plugvipdoooo, O

0000000000000 00000.00 000 Amphorald lb-mgmt-netd OO0 O OO
oo oboooobooo.
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root@amphora-cd444019-ce8f-4f89-bebb-0edf76f41b77:~# ifconfig

ens3 Link encap:Ethernet HWwaddr fa:16:3e:b6:8f:a5
inet addr:192.168.0.9 Bcast:192.168.0.255 Mask:255.255.255.0
inet6 addr: fe80::f816:3eff:feb6:8fa5/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1450 Metric:1
RX packets:19462 errors:14099 dropped:0 overruns:0 frame:14099
TX packets:70317 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:1350041 (1.3 MB) TX bytes:15533572 (15.5 MB)

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

Amphorall DO 0O0O0OD0 OOOO vrrp port 000 OO0 OOODOO. vrrp_portd Keepalived O O
OO0 NIC OO0 OO ODODOooo@ooooD ethl))D ODOoODOO.

root@amphora-cd444019-ce8f-4f89-bebb-0edf76f41b77:~# ip netns exec amphora-
haproxy ifconfig
ethl Link encap:Ethernet HWaddr fa:16:3e:f4:69:4b
inet addr:172.16.1.3 Bcast:172.16.1.255 Mask:255.255.255.0
inet6 addr: fe80::f816:3eff:fef4:694b/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1450 Metric:1
RX packets:12705 errors:0 dropped:0 overruns:0 frame:0
TX packets:613211 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:762300 (762.3 KB) TX bytes:36792968 (36.7 MB)

ethl:0 Link encap:Ethernet HWaddr fa:16:3e:f4:69:4b
inet addr:172.16.1.10 Bcast:172.16.1.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1450 Metric:1

VRRP IP: 172.16.1.3 O VIP: 172.16.1.100 O O lb-vip-networkD DHCPO OO0 OO0 O OO octavia-
Ib-vrrp-<amphora_uuid> O octavia-lb-<loadbalancer uuid>0 OO00O00O.000 OOOOO ethl
I

root@amphora-cd444019-ce8f-4f89-bebb-0edf76f41b77:~# ip netns exec amphora-
haproxy cat /etc/network/interfaces.d/ethl

auto ethl

iface ethl inet dhcp

root@amphora-cd444019-ce8f-4f89-bebb-0edf76f41b77:~# ip netns exec amphora-
haproxy cat /etc/network/interfaces.d/ethl.cfg
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# Generated by Octavia agent
auto ethl ethl:0

iface ethl inet static
address 172.16.1.3

broadcast 172.16.1.255
netmask 255.255.255.0
gateway 172.16.1.1

mtu 1450

iface ethl:0 inet static

address 172.16.1.10

broadcast 172.16.1.255

netmask 255.255.255.0

# Add a source routing table to allow members to access the VIP

post-up /sbin/ip route add 172.16.1.0/24 dev ethl src 172.16.1.10 scope link
table 1

post-up /sbin/ip route add default via 172.16.1.1 dev ethl onlink table 1
post-down /sbin/ip route del default via 172.16.1.1 dev ethl onlink table 1
post-down /sbin/ip route del 172.16.1.0/24 dev ethl src 172.16.1.10 scope
link table 1

post-up /sbin/ip rule add from 172.16.1.10/32 table 1 priority 100
post-down /sbin/ip rule del from 172.16.1.10/32 table 1 priority 100
post-up /sbin/iptables -t nat -A POSTROUTING -p udp -o ethl -j MASQUERADE
post-down /sbin/iptables -t nat -D POSTROUTING -p udp -o ethl -j MASQUERADE

====Keepalived OO 0O O0O0O0 OO0 ====0000 000 O00O0O OO loadbalancer_topology
= ACTIVE_STANDBYO OO Keepalived OO O0OOOO O0OOO, TASK:AmphoraVRRPUpdate[
TASK:AmphoraVRRPStartD 00O Keepalived OO OO0 OO OO0 Keepalived OOO OOODO O
00 0000 O. TASK:AmphoraVRRPUpdateDD OO0 OO0 O0O0O0O, amphora topologydl VIP
port, VRRP ports] 0000 OO0 keepalived.confOJ0O OO0 Jinja O00OOO OOOO O,
AmphoraAPIClientd O O amphora-agentd PUT vrrp/upload OO 0O OO Keepalived OO OO0 OO
O 000000 Ooodo. TASK:AmphoraVRRPStartD AmphoraAPIClientD O PUT vrrp/start 0O 0O O
000 amphora-agentd view_func:manage_service vrrp(action=start)d OO0 O0O0O.

# file:
/opt/rocky/octavia/octavia/amphorae/backends/agent/api server/keepalived.py

def manager keepalived service(self, action):
action = action. lower()
if action not in [consts.AMP_ACTION START,
consts.AMP ACTION STOP,
consts.AMP_ACTION RELOAD]:
return webob.Response(json=dict(
message='Invalid Request',
details="Unknown action: {0}".format(action)), status=400)

if action == consts.AMP_ACTION START:
keepalived pid path = util.keepalived pid path()
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try:
# Is there a pid file for keepalived?
with open(keepalived pid path, 'r') as pid file:
pid = int(pid file.readline())
os.kill(pid, 0)

# If we got here, it means the keepalived process 1is

running.

# We should reload it instead of trying to start it again.

action = consts.AMP ACTION RELOAD
except (IOError, OSError):
pass

cmd = ("/usr/sbin/service octavia-keepalived {action}".format(

action=action))

try:

subprocess.check output(cmd.split(), stderr=subprocess.STDOUT)

except subprocess.CalledProcessError as e:

LOG.debug('Failed to %s octavia-keepalived service: %s %s',

action, e, e.output)
return webob.Response(json=dict(

message="Failed to {0} octavia-keepalived service".format(

action), details=e.output), status=500)

return webob.Response(
json=dict(message='0K",
details='keepalived
{action}ed'.format(action=action)),
status=202)

00O amphora-agentd /usr/sbin/service octavia-keepalived start 0 00 OO OO keepalivedO O O

O0000 O0O000. octavia-keepalived.serviceD OO0 OOO0OO:

# file: /usr/lib/systemd/system/octavia-keepalived.service

[Unit]

Description=Keepalive Daemon (LVS and VRRP)
After=network-online.target .service
Wants=network-online.target
Requires=.service

[Service]
# Force context as we start keepalived under "ip netns exec"

SELinuxContext=system u:system r:keepalived t:s0
Type=forking
KillMode=process

ExecStart=/sbin/ip netns exec amphora-haproxy /usr/sbin/keepalived

D -d -f
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/var/lib/octavia/vrrp/octavia-keepalived.conf -p
/var/lib/octavia/vrrp/octavia-keepalived.pid

ExecReload=/bin/kill -HUP $MAINPID
PIDFile=/var/lib/octavia/vrrp/octavia-keepalived.pid

[Install]
WantedBy=multi-user.target

O 000 000 *00 keepalived OO0 OO0OOO namespace amphora-haproxyd O DO ODOO.
* keepalived OO0 O OO /var/lib/octavia/vrrp/octavia-keepalived.confd O O .
view_func:manage_service vrrp0 00 OO0 00 0O OO0 OO0 OO0 0OOOO, keepalived DO O
00 00 00000 view_func:upload keepalived configD O OO OO0 . keepalived DO OO0 O
ogod odo ooogao.

# file: /var/lib/octavia/vrrp/octavia-keepalived.conf

vrrp_script check script {
script /var/lib/octavia/vrrp/check script.sh  # VRRP check
interval 5
fall 2
rise 2

}

vrrp_instance 01197be798d5440da846cd70f52dc503 { # VRRP instance name 1is
loadbalancer UUID

state MASTER # Master router
interface ethl # VRRP IP device
virtual router id 1 # VRID

priority 100

nopreempt

garp master refresh 5
garp master refresh repeat 2
advert _int 1
authentication {
auth_type PASS
auth pass b76d77e

}
unicast src _ip 172.16.1.3 # VRRP IP
unicast peer {
172.16.1.7 # Backup router VRRP IP
}

virtual ipaddress {
172.16.1.10 # VIP address

}

track script {
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check script

}
}

O0O000d, keepalivedd ethlO VRRP IPO VIPO OO O0OOO0OOO OOOO,O00 ethlO O
0 TASK:AmphoraePostVIPPlugld O namespace amphorall OO0O0O OOODO.

check script.shJ0O00O0OO VIPOOOOO OO0DOO OO ODOOO O Amphoraed HAProxyO O
00 oooo ooooogd.

root@amphora-caabba0@f-1a68-4f22-9be9-8521695ac4f4:~# cat
/var/lib/octavia/vrrp/check scripts/haproxy check script.sh
haproxy-vrrp-check /var/lib/octavia/d367b5ec-24dd-44b3-b947-
e0ff72c75e66.s0ck; exit $7?

Amphora Instancel amphora-agentO keepalivedD 00000 O0O0O0O OO0 OO OOO
O haproxyd OOOO0O.haproxyd O0O0OO OO0 OO0 O0DO0OO0 OO0 OO0 ODOOOO
oo oo ooooooaa.

O00000 D000 000 00000, 000 00 amphoraed OOOO amphoraeld vip-netd
o000 oooo O obdo ooo o0 0o ooo oo oooa.

0o oo ooogd od

000 00 OO uMLOO
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AmphoraAgentserver network_tasks neuron

listener_flow amphora_driver _tasks AmphoraAPiClient

add linear FLOW: create_listener_flow

i

add TASK: lfecycle_tasks ListenersToErroronRevertTask

i

add TASK: amphora_driver_tasks ListenersUpdate

If. amphora_driverupdate

1
[if listener.protocol == 'UDP]
self._udp_update(listener, vip)

Tiistener.load_balancer.amphorael

R

50p
self.udp_injabuild_config

Generate Keepalived LS configuration fromm listener object 1 || | sef.client.upload_udp_confg

| PUT listeners/{amphora_idY {listener_id}/udp_listener, data=config_ |

Generate configuration file; varilbfoctaviafivsjoctaviarkespalivedivs-<listener_uuid>.conf ) | | upload_udp. listener_contisf

seff.client reload_listener |
[seff.client reload listener i

| PUT listeners/{listener_id}/reload

start_stop_listener

alt T protocol == UDPT

Justfsbin/service octavia-keepalivedivs- listener_id} reload ") (Lial@ef““"f““e”s’l

Process listener certficate mio ™) | | seff_process_tis_certificates(listener) |

loop /) Uistener.load balancer.amphorael
alt__J [ amp.status '= consts DELETED]

[enerate Haproxy configuration from listener object ™

selfjinja build_corfig

seffclient.upload_config '
[ seffclient upload config

| PUT listeners/{amphora_id} {listener_id}/haproxy, data=config

Upload the haproxy config:varfibjoctavia/<listener_uuid>/haproxy.cfg new ™) | | upload haproxy_config

self.client reload_listener '
[ self.client reload listener

| PUT listeners/ {listener_id}/reload

Just/sbin/service haproxy-<listener_id> reload ﬁ start_stop_listener

add TASK: network_tasks.Update\ViP

twork_driver update_vip L

If.network_driver update

self,_get_lb_security_group(load_balancer.id)

self.neutron_client lst_security_groups(name=sec_grp_narme)

1

alt it sec_arpl |
i self,_update_security_group_rulesload_balancer, sec_grp.get(id)

self.neutron_client list_security_group_rules

return rules by sec_grp_id

Get updated_ports from load_balancer.listenars protocol_port and listener protocal

i

Get peer_ports from load_balancer listeners peer_port and then extend to updated_ports |

i

Get old_ports from rules

i

add_ports = set(updated_ports) - set{old_ports) Get add_ports and del_ports
del_ports = set(old_ports] - set(updated_ports)

p__ /| TrulesT

Too
alt TiF rule in del_ports]
self.neutron_client.delete_security_group_rule(rule_id)

Toop Todd_ports]
self,_create_security_group_rule
self.neutron_client.create_security_group_rule

Tants TOPOLOGY_ACTIVE_STANDBY]

i

alt TCONF_controller_work: topdlogy ==

Currently we are using the VIP network for VRRP
S0 we need to open up the protocols for it create security group rule for VRRP_protocol and auth_header_protoc:

eg
VRRP_protocol 112
auth header_protocol 51

self,_create_security_group_rule

add TASK; database_tasks MarkLBANdListenersactivelnDB | : ‘
amphora_driver_tasks AmphoraaPIClient AmphoraAgentSenver network_tasks neutron
Q

listener_flow

00000 OO0 000D, openstack loadbalancer listener create —protocol HTTP
—protocol-port 8080 lb-1000 OO0OD O0OOO ODOOO Task:ListenersUpdated O

000,000 AmphoraAPIClientd ODODOOO:

e PUT listeners/{amphora id}/{listener id}/haproxy: haproxy 00O OO0 OOOO
e PUT listeners/{listener id}/reload:haproxy OOO OOOO OOO

000 haproxy OO0 OO0O0ODO O0O0O0OOO OO0 0ODOO ODOO OO OODOOO.O0 OOO
0 000 O Listenerd 00O ODOOO O OO OOOVIPO OO OO O0O0ODO OODOOOO OO

000 Task:UpdateVIPO OO OODO.
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haproxy 000 0000 OO

amphorall OO OO0 haproxy OO OO0 O0OOOO.

# file: /var/lib/octavia/1385d3c4-615e-4a92-aeal-c4fa51la75557/haproxy.cfg,
Listener UUID: 1385d3c4-615e-4a92-aeal-c4fa51a75557

# Configuration for loadbalancer 01197be7-98d5-440d-a846-cd70f52dc503
global

daemon

user nobody

log /dev/log local@

log /dev/log locall notice

stats socket /var/lib/octavia/1385d3c4-615e-4a92-aeal-c4fa51a75557.sock
mode 0666 level user

maxconn 1000000

defaults
log global
retries 3
option redispatch

peers 1385d3c4615e4a92aealc4fa5la75557 peers
peer 1 UstqOgE-h- Q1d1XLXBAiWR8U 172.16.1.7:1025
peer 008zAgUhIVOTEXhyYZf2iHdx0OkA 172.16.1.3:1025

frontend 1385d3c4-615e-4a92-aeal-c4fa51a75557
option httplog
maxconn 1000000
bind 172.16.1.10:8080
mode http
timeout client 50000

oo

e https://www.cnblogs.com/jmilkfan-fanguiju/p/10589749.html
e https://blog.51cto.com/u_15301988/3126511
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