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PC2

10.33.0.54/24

oo obooobobobboobbb oooag.

OO0 SERVER-AD OO0 OO0 ODODO OOOD OO0 OO.

[root@test-rhel7 network-scriptsl# ip r

default via 192.168.0.1 dev eth0

10.33.0.0/24 dev ethl proto kernel scope link src 10.33.0.117
169.254.0.0/16 dev eth@ scope link metric 1002

169.254.0.0/16 dev ethl scope link metric 1003

192.168.0.0/24 dev eth® proto kernel scope link src 192.168.0.117
[root@test-rhel7 network-scripts]#

OO0 OO0 OO0 PING
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Case 2)
10.33.19.123/24

PC1 -> SERVER-A(10.33.0.117) ping 2| &2 L3 Switch

SERVER-A Ol M SE2 EL7| 5 T pC12] F47F 10.33.19.123 0|7 20| default route?! eth0 NIC
2 SCthe S| 0FoHStC}
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o oggooo.

https://atl.kr/dokuwiki/ Printed on 2025/03/14 14:41


https://atl.kr/dokuwiki/lib/exe/detail.php/os:network:%EC%8A%AC%EB%9D%BC%EC%9D%B4%EB%93%9C2.png?id=multiple_gateway_%EC%84%A4%EC%A0%95
https://atl.kr/dokuwiki/lib/exe/detail.php/os:network:%EC%8A%AC%EB%9D%BC%EC%9D%B4%EB%93%9C3.png?id=multiple_gateway_%EC%84%A4%EC%A0%95

2025/03/14 14:41 5/14

Multiple Gateway 00 0D O0O0O0O OO

00 tcpdumpd DOOO OO0 OO.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on lo:, link-type EN1OMB (Ethernet), capture
[Interface:ethl:] 00:16:15.843703 IP 10.33.19.123 >
echo request, id 50, seq 54, length 64

[Interface:ethl:] 00:16:16.867902 IP 10.33.
echo request, id 50, seq 55, length 64
[Interface:ethl:] 00:16:17.891712 IP
echo request, id 50, seq 56, length 64
[Interface:ethl:] 00:16:18.915671 IP
echo request, id 50, seq 57, length 64
[Interface:ethl:] 00:16:19.939879 IP
echo request, id 50, seq 58, length 64
[Interface:ethl:] 00:16:20.963866 IP
echo request, id 50, seq 59, length 64
[Interface:ethl:] 00:16:21.987843 IP
echo request, id 50, seq 60, length 64

19.123 >

10.33.19.123 >

10.33.19.123 >

10.33.19.123 >

10.33.19.123 >

10.33.19.123 >

000 D0 00O PINGOOO ethlOD OD0ODOO DOODOO ODO.000O SERVER-AD OSO O O
0000 0000 0000000 0D 000000000000 0D OS(RHEL7OO)O OO

size 262144 bytes
10.33.0.117: ICMP

10.33.0.117: ICMP

10.33.0.117: ICMP

10.33.0.117: ICMP

10.33.0.117: ICMP

10.33.0.117: ICMP

10.33.0.117: ICMP

000 rp filterd RFC37040 OODO OO Strict mode (=1)0 DOOOOO OOODO.

rp filterd OO OO0 OO0 OODOO.

000000000 0O0O0d rp_filteroO ODQOOO OO.

Default Route Network1

-,

g
B

B Network 192.168.0.0/24
Gateway 192.168.0.1

Network 10.33.0.0/24
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=g
HE
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etee - QU0

10.33.0.117/24

Case 2)

L3 Switch

PC1 -> SERVER-A(10.33.0.117) ping | &S

net.ipv4.confdefault.rp_filter = 2
net.ipv4.confall.rp_filter = 2
Yot RP_FILTERTT A& =37 2E5H0]

0000 rp_filterOO loose mode (=2)0 OD0O0O0O OO0 OO0 OO0 O00OO0 OOOO O

I A A 1 A A A Y A

Networkl It Network2E M2 S4I7538IES

PC1

10.33.19.123/24
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net.ipv4.conf.default.rp filter = 2
net.ipv4.conf.all.rp filter = 2

000 OO0 PINGOOO ODOOODO SERVER-AD D tcpdumpd OO0 ODOODODO

[Interface:ethl:] 00:35:12.483899 IP 10.33.19.123 > 10.33.0.117: ICMP
echo request, id 50, seq 1164, length 64

[Interface:eth0:] 00:35:13.507619 IP 10.33.0.117 > 10.33.19.123: ICMP
echo reply, id 50, seq 1165, length 64

[Interface:ethl:] 00:35:13.507587 IP 10.33.19.123 > 10.33.0.117: ICMP
echo request, id 50, seq 1165, length 64

[Interface:eth0:] 00:35:14.531632 IP 10.33.0.117 > 10.33.19.123: ICMP
echo reply, id 50, seq 1166, length 64

[Interface:ethl:] 00:35:14.531606 IP 10.33.19.123 > 10.33.0.117: ICMP
echo request, id 50, seq 1166, length 64

[Interface:eth0:] 00:35:15.555904 IP 10.33.0.117 > 10.33.19.123: ICMP
echo reply, id 50, seq 1167, length 64

[Interface:ethl:] 00:35:15.555858 IP 10.33.19.123 > 10.33.0.117: ICMP
echo request, id 50, seq 1167, length 64

00 00O PING requestd ethlDO ODDOOO OO0 ethOO D OODD OO0 O OO.

oo oo oo

bbb obbdo0 oo o0 ooobbo bbo bbb obooob oo.
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Default Route Network1

Network 192.168.0.0/24
Gateway 192.168.0.1

Network 10.33.0.0/24
Gateway 10.33.0.1

etho
192.168.0.117/24

SERVER A

Network? ‘

Network1 3t Network2 &= ME S4I7Is3IEE
22 e €3Nt

eth1
1033.0.117/24

PC1

### route-eth0
192.168.0.0/24 dev eth0 table 1 .
default via 192.168.0.1 dev eth0 table 1 L3 Switch

[
PING 10.33.19.123/24

### route-eth1
10.33.0.0/24 dev eth1 table 2
default via 10.33.0.1 dev eth1 table 2

### rule-eth0
iif eth0 priority 1 table 1
from 192.168.0.117 priority 1 table 1

### rule-eth1
iif eth1 priority 1 table 1
from 10.33.0.117 priority 1 table 2

0O OO0D0O0O PCl-SERVER-AO ethl(10.33.0.117)00 PINGO OOODO OODO SERVER-AO
ethlD 000 OO0 00 0O00OO0O0O.000 PC1O IPO 10.33.19.123000 OO0 default

routeJ0000O0 ethoO OO ODO0OD O0DOD 0ODOOO0 OO0 0OD0OO0O0OO0 ODO0OO OO0 O
U0 000 0o0b OO oob od.

U0 oob obobodo0 oo boo bodb oo oooo.

ethoO OO0 OO0 100 0DO00O0 OO0 OODOO0OO0 OO0 OODOOO0O 192.168.0.10 00O
0. /etc/sysconfig/network-script/route-eth0

### /etc/sysconfig/network-script/route-eth0
192.168.0.0/24 dev eth® table 1
default via 192.168.0.1 dev eth0 table 1

00000 ethlD OO0 ODO 200 0000 OD0 ODO0O0OODO OO0 DODOODOO 10.33.0.1
0 00D00. /etc/sysconfig/network-script/route-ethl

### /etc/sysconfig/network-script/route-ethl
10.33.0.0/24 dev ethl table 2
default via 10.33.0.1 dev ethl table 2

ethoODOOODOO OO iif(income interface)d ethod OO0 OOO OO0 100 ruleD O
O00 O00O.00 ethed IP(192.168.0.117)00 U0 OO0 O0DO OOO 10 ruled ODODOO
O0d. /etc/sysconfig/network-script/rule-eth0

### /etc/sysconfig/network-script/rule-eth0
iif eth@ table 1
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00000 ethlOOODOOO OO iif(income interface)d ethlO OO0 O0OO OOO 20
OruleD OOOO OO.00 ethlO IP(10.33.0.117)00 OO0 OO0OQ OUOO OOO 20 ruled
ggogono og.

/etc/sysconfig/network-script/rule-ethl

### /etc/sysconfig/network-script/rule-ethl
iif ethl table 1
from 10.33.0.117 table 2

OO0 OOO0O0 PINGO OOODO

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on ethl:, link-type EN1OMB (Ethernet), capture size 262144 bytes
[Interface:ethl:] 00:44:19.811711 IP 10.33.19.123 > 10.33.0.117: ICMP
echo request, id 51, seq 22, length 64

[Interface:ethl:] 00:44:19.811739 IP 10.33.0.117 > 10.33.19.123: ICMP
echo reply, id 51, seq 22, length 64

[Interface:ethl:] 00:44:20.835779 IP 10.33.19.123 > 10.33.0.117: ICMP
echo request, id 51, seq 23, length 64

[Interface:ethl:] 00:44:20.835822 IP 10.33.0.117 > 10.33.19.123: ICMP
echo reply, id 51, seq 23, length 64

[Interface:ethl:] 00:44:21.859569 IP 10.33.19.123 > 10.33.0.117: ICMP
echo request, id 51, seq 24, length 64

[Interface:ethl:] 00:44:21.859601 IP 10.33.0.117 > 10.33.19.123: ICMP
echo reply, id 51, seq 24, length 64

0000 000 00000 ethlOD DODDOOO ODDOO O OO.

OO o
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221K 1 AL2|K[ 2

192.168.0.0/24 192.168.1.0/24

192.168.0.1/24 192.168.1.1/24

192.168.0.100/24 192.168.1.200/24

0000 192.168.0.0/24 0 192.168.1.0/240 00O OOIPOD ODOOCO.0D00 OOOO OO
Uogbdbbodb oobb obboa.

000 000000 192.168.0.100 000D OODO ethoO OD0OD ODDOODO.000 OOO
OO0000 0000 NCOO ODO0DO bobo bog.

rp_filter

00 00D000 0000000 00 rp_filterD OO OODO OO.

Reverse Path Filtering(rp filter) O OO0 OO0 OO0 O0OO0O OODOO OOOIPO
OO0 000 D000 ooo oo IP forwardingd OO RP FilteringD OO0 OOOO OOO

g ogobobdo bbb b0 b U0 U0 Db Cobb Db b bbb obbo
bbb obbgoog boo

https://www.kernel.org/doc/Documentation/networking/ip-sysctl.txt 0 000 OO0 rp_filterOD
ogoo ooog oa.,

rp_filter - INTEGER

0 - No source validation.

1 - Strict mode as defined in RFC3704 Strict Reverse Path
Each incoming packet is tested against the FIB and if the interface
is not the best reverse path the packet check will fail.
By default failed packets are discarded.

2 - Loose mode as defined in RFC3704 Loose Reverse Path
Each incoming packet's source address is also tested against the FIB
and if the source address is not reachable via any interface
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the packet check will fail.

Current recommended practice in RFC3704 is to enable strict mode
to prevent IP spoofing from DDos attacks. If using asymmetric routing
or other complicated routing, then loose mode is recommended.

The max value from conf/{all,interface}/rp filter is used
when doing source validation on the {interface}.

Default value is 0. Note that some distributions enable it
in startup scripts.

e0 00 0O0ODOOOUOOUUODODOOOO ODOUDOOODUOOUODUODO DOUODO OO
U oo ooobo ooog.

e RHEL6 0 OO OOOOO http://tools.ietf.org/html/rfc37040 OO OO0 OO0 OO0 OO OO
OO0 oooob ooooo.ogo 1

e Strict mode(D 00 OOO)D 000 0000 0000 000 000 O0O1PO OO0 00O
0000 0000 000000 000000 000 0010 000 000 0 0000 0

O 000 oggoodd oodgo.0ooggn0 oo oo ooo ouob oooob O
000 000 ocogoo.0oogoo0 oo oo oo Do oo oo oooo
RHEL 740 0 O IPReversePathFilterOOOO OOOOO.

e 00 0000 OO ODOODOODODOIPOD DO DOODO DO ODODOOD DOOD DO
000 00D00.000 00 POD0 DO0O0O0 ODDOD DOODDOD DOODO OO OO
g ogooo.

e RHEL 5000000 OO0 OODL O0OODO O0OODO OOOobObO.0ob0 Ooboo oo ooo

00000000 O0@O000)0 1(000)0 00 00000 O0000.0000 100
0)ooo.

[root@localhost ~]# sysctl -w "net.ipv4.conf.default.rp filter=2"
[root@localhost ~]# sysctl -w "net.ipv4.conf.all.rp filter=2"

00000 0O0O00Oo0 /etc/sysctl.confO DOOODO O0O.

oo

e https://access.redhat.com/solutions/53031
e https://access.redhat.com/solutions/30564

o1

set up eth0

/etc/iproute2/rt_tables O O
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# cat /etc/iproute2/rt tables

# echo "# dual nic-gateway below" >> /etc/iproute2/rt tables
# echo "10 ethOtable" >> /etc/iproute2/rt tables

# cat /etc/iproute2/rt tables

Jod ood o

# ip route add 192.168.0.0/24 dev eth@ src 192.168.0.100 table ethOtable
# ip route add default via 192.168.0.1 dev eth0® table ethOtable

# ip rule add from 192.168.0.100/32 table ethOtable
# ip rule add to 192.168.0.100 table ethOtable

# ip route flush cache

oob o0obb 0o oob oobb obboo bg

# vi /etc/sysconfig/network-scripts/route-eth0

192.168.0.0 dev eth® src 192.168.0.100 table ethOtable
default via 192.168.0.1 dev eth® table ethOtable

# vi /etc/sysconfig/network-scripts/rule-eth0

from 192.168.0.100/32 table ethOtable
to 192.168.0.100 table ethOtable

o2

set up ethl

/etc/iproute2/rt_tables O O

# cat /etc/iproute2/rt tables

# echo "# dual nic-gateway below" >> /etc/iproute2/rt tables
# echo "11 ethltable" >> /etc/iproute2/rt tables

# cat /etc/iproute2/rt tables

Jodg ood o
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# ip route add 192.168.1.0/24 dev ethl src 192.168.1.200 table ethltable
# ip route add default via 192.168.1.1 dev ethl table ethltable
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# ip rule add from 192.168.1.200/32 table ethltable
# ip rule add to 192.168.1.200 table ethltable

# ip route flush cache

ugg oo booo oo obbbb oo

# vi /etc/sysconfig/network-scripts/route-ethl

192.168.1.0 dev ethl src 192.168.1.200 table ethltable
default via 192.168.1.1 dev ethl table ethltable

# vi /etc/sysconfig/network-scripts/rule-ethl

from 192.168.1.200/32 table ethltable
to 192.168.1.200 table ethltable

000 D00 OO0 networkDOOODOO OODOO.

001

000000000000 0DOO000D o0oboo Oobo oooO Oo0oDo OoboO Ooooo Nceo
b ooboo oo ooboog.

OO0 O0DO0OO0 ADDODOO OO ODOO IP210.10.10.11/25 GW 210.10.10.1

BOOOODOD OO OOOO IP10.1.10.11/24 GW 10.1.10.1

[root@server network-scripts]# cat route-ensl192
210.10.10.0/25 dev ens192 table ensl92table
default via 210.10.10.1 dev ens192 table ensl192table

[root@server network-scripts]# cat route-ens224
10.1.10.0/24 dev ens224 table ens224table
default via 10.1.10.1 dev ens224 table ens224table

[root@server network-scripts]# cat rule-ensl192
from 210.10.10.11/32 table ensl92table priority 100

[root@server network-scripts]# cat rule-ens224
from 10.1.10.11/32 table ens224table priority 200
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ogbob oboo oo

#

# L4 network route
#

10 ens192table

11 ens224table

o2

e eth0
O000DO0A192.168.0.0/24 IPADDRESS 192.168.0.10 GATEWAY 192.168.0.1

e ethl

0000B10.0.0.0/24 IPADDRESS 10.0.0.30 GATEWAY 10.0.0.1

TYPE=Ethernet

BOOTPROTO=none

NAME=ethO

DEVICE=eth0

IPADDR=192.168.0.10

NETMASK=255.255.255.0

#GATEWAY=192.168.0.1 # Gateway OODO OO OODO.
ONBOOT=yes

NM CONTROLLED=no

TYPE=Ethernet

BOOTPROTO=none

NAME=ethl

DEVICE=ethl

IPADDR=10.0.0.30

NETMASK=255.255.255.0

#GATEWAY=10.0.0.1 # Gateway OO0 OO OOO.
ONBOOT=yes

NM_CONTROLLED=no

o0 obboo 0 oboo0 b0 bbb bbb Db DobooUob.oobobo bobbo o
U oggdooooogo booobb oboodb oob ooboboo0o boobob.obb ooo
oot oboboooobbo bbb ogobooboo b bbooob bbb bbb ooboa.

default nexthop via 192.168.0.1 weight 1 nexthop via 10.0.0.1 weight 1
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default nexthop via 192.168.0.1 weight 1 nexthop via 10.0.0.1 weight 1
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0000000000000 DO0O0D0O0D0 0D0O00.00 0000000 nexthopOOO OO
U ogo od.

iif ethO® table 1
from 192.168.0.10 table 1

iif ethl table 2
from 10.0.0.30 table 2

Uobob oot ooooog bbb oo oo bbbobb oo Do bbb oo oo n
gooog oggoo.

iproute0 000 OO OO0 O0O0OO OO OO0 OO0 OO0 OO0 OO.

[root@test ~]# ip r
default
nexthop via 192.168.0.1 dev ethO weight 1
nexthop via 10.0.0.1 dev ethl weight 1
169.254.0.0/16 dev eth@ scope link metric 1002
169.254.0.0/16 dev ethl scope link metric 1003
192.168.0.0/24 dev ethO proto kernel scope link src 192.168.0.10
10.0.0.0/24 dev ethl proto kernel scope link src 10.0.0.30

oo

https://access.redhat.com/solutions/19596
https://access.redhat.com/solutions/288823

http://capsuleer.tistory.com/97

https://access.redhat.com/solutions/30564

http://jensd.be/468/linux/two-network-cards-rp_filter
https://zetawiki.com/wiki/%EB%A6%AC%EB%88%85%EC%8A%A4 %EC%8A%A4%ED%83%9C%
ED%8B%B1_%EB%9D%BC%EC%9A%B0%ED%8C%85 %EC%84%A4%EC%A0%95

From:
https://atl.kr/dokuwiki/ - AllThatLinux!

Permanent link:

Last update: 2024/04/19 04:45

https://atl.kr/dokuwiki/ Printed on 2025/03/14 14:41


https://access.redhat.com/solutions/19596
https://access.redhat.com/solutions/288823
http://capsuleer.tistory.com/97
https://access.redhat.com/solutions/30564
http://jensd.be/468/linux/two-network-cards-rp_filter
https://zetawiki.com/wiki/%EB%A6%AC%EB%88%85%EC%8A%A4_%EC%8A%A4%ED%83%9C%ED%8B%B1_%EB%9D%BC%EC%9A%B0%ED%8C%85_%EC%84%A4%EC%A0%95
https://zetawiki.com/wiki/%EB%A6%AC%EB%88%85%EC%8A%A4_%EC%8A%A4%ED%83%9C%ED%8B%B1_%EB%9D%BC%EC%9A%B0%ED%8C%85_%EC%84%A4%EC%A0%95
https://atl.kr/dokuwiki/
https://atl.kr/dokuwiki/doku.php/multiple_gateway_%EC%84%A4%EC%A0%95?rev=1713501911

	목차
	Multiple Gateway 다중 게이트웨이 설정
	기본 환경
	기본 라우팅 경로로 PING
	두번째 NIC로 통신
	라우팅 테이블 등록
	설정 정보

	rp_filter
	관련링크
	단계1
	set up eth0
	라우팅 테이블 추가

	단계2
	set up eth1
	라우팅 테이블 수정

	설정1
	설정2
	참조링크


