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Multiple Gateway U0 OO0 OO0 OO

— 000 2024/04/19 04:09

OO0 NIC, 00O Default Gateway DO OO

Network1 Network2 Network? 2t Network2e MEZ
SH7HSTIES 22T 4
Network 192.168.0.0/24 Network 10.33.0.0/24 R
Gateway 192.168.0.1 Gateway 10.33.0.1
Ol w7t &0 SOt 4EEHUA=HS 05
ol 224 BH Z2t2= NICTH Default Route
= 2357 o Y2 Woict Default Route
7t HAE & U
L

PC1

10.33.19.123/24

S} O| SERVER-AE OFEiSH Z0| etho| Default Route= SF | QUCH

PC2

10.33.0.54/24

oo obooobobobboobbb oooag.

OO0 SERVER-AD OO0 OO0 ODODO OOOD OO0 OO.

[root@test-rhel7 network-scriptsl# ip r

default via 192.168.0.1 dev eth0

10.33.0.0/24 dev ethl proto kernel scope link src 10.33.0.117
169.254.0.0/16 dev eth@ scope link metric 1002

169.254.0.0/16 dev ethl scope link metric 1003

192.168.0.0/24 dev eth® proto kernel scope link src 192.168.0.117
[root@test-rhel7 network-scripts]#

OO0 OO0 OO0 PING
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Default Route Network1 Network2

e Network 192.168.0.0/24 Network 10.33.0.0/24

Gateway 192.168.0.1 Gateway 10.33.0.1

Network1 3t Network2 &= ME S4I7Is3IEE
2t g &E o RUCh

eth1
1033.0.117/24

PC1

Case 1) 10.33.19.123/24

L3 Switch

PC1 -> SERVER A(192.168.0.117) ping 2| &S

Default Route”f eth0 O|2 2 2| J &1t Z0|
eth02 S3 Y H2 2 ping0| SABICE

PC1 OO SERVER-A O default route OO0 ethO NICO 192.168.0.1170 00O 0OOO0O0O OO
00 0o00oo0 b0 og0 oogg oog o oog.

000 NICO OO

Default Route Network1 Network2

192168 0017/24 Network 192.168.0.0/24 Network 10.33.0.0/24

Gateway 192.168.0.1 Gateway 10.33.0.1

Networkl 2t Network2= M2 S4I7H50IEE
22 E ZHEE[0fQICh

eth1
10.33.0.117/24

RP_FILTER
DROP

S=—p PC1

Case 2)
10.33.19.123/24

PC1-> SERVER-A(10.33.0.117) ping 2| H<L L3 Switch

SERVER-A O A 2B ELH7| €T et pc12] 471 10.33.19.123 0] 7| If-20f default route?! etho NIC
Z SEE sloFatetot

Ofz=0ll 1 O|Fofl RP_FILTERG| 2|8l SRC ADDRESSZF H &S QIHHO|A2 EH2A QX HAL7| W20
0|2HZ 2 eth1 Ol THZI0| DROPEI HEICE T2t PONG & IHZI XA 7F M E|X| Z=Ct

OO0 OO0O0O SERVER-AD OO0O NICO ethlD 10.33.0.1170 OO0 0000 OO OO0 OO0
o ogdooo.

00 SERVER-AO O tcpdumpd OOOO OO0 OO.
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tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on lo:, link-type EN1OMB (Ethernet), capture size 262144 bytes
[Interface:ethl:] 00:16:15.843703 IP 10.33.19.123 > 10.33.0.117: ICMP
echo request, id 50, seq 54, length 64

[Interface:ethl:] 00:16:16.867902 IP 10.33.19.123 > 10.33.0.117: ICMP
echo request, id 50, seq 55, length 64

[Interface:ethl:] 00:16:17.891712 IP 10.33.19.123 > 10.33.0.117: ICMP
echo request, id 50, seq 56, length 64

[Interface:ethl:] 00:16:18.915671 IP 10.33.19.123 > 10.33.0.117: ICMP
echo request, id 50, seq 57, length 64

[Interface:ethl:] 00:16:19.939879 IP 10.33.19.123 > 10.33.0.117: ICMP
echo request, id 50, seq 58, length 64

[Interface:ethl:] 00:16:20.963866 IP 10.33.19.123 > 10.33.0.117: ICMP
echo request, id 50, seq 59, length 64

[Interface:ethl:] 00:16:21.987843 IP 10.33.19.123 > 10.33.0.117: ICMP
echo request, id 50, seq 60, length 64

000 D00 00O PINGOOO ethlODDO O0ODOO DOOOO ODO.000O SERVER-AD OSO O O
0000 0000 0000000 0D 0000000000 DDOODOoS(RHEL7OO)O OO
000 rp_filterO RFC37040 OO0 OO Strict mode (=1)0 OOO0OOO ODOOO.

rp filterO OO0 OO0 00O OOOO.

000000000 0O00Od rp_filterDO ODQOOO OO.

Default Route Netwaork1

== Network 192.168.0.0/24

Gateway 192.168.0.1

Network 10.33.0.0/24
Gateway 10.33.0.1

Network? ‘

“Ts= °  SERVER A

Networkl It Network2E M2 S417Hs05I25
gt e &E 0ol

10.33.0.117/24

T & PC1
Case 2)
10.33.19.123/24

PC1 -> SERVER-A(10.33.0.117) ping 8| &% L3 Switch

net.ipv4.confdefault.rp_filter = 2
net.ipv4.confall.rp_filter = 2
27T RP_FILTERTT A& =317 4F350 82 HAT

re
m
=
o
>
Hu
o
o
50
i~
ftn
n

0000 rp_filterOO loose mode (=2)0 00O0O0O OO0 OO0 OO0 OO00O0DO OOOO O
Uooodgobobbobooboboo bg.

rp filtero0O OO0 /etc/sysctl.confO OO OO0 OOOO.
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net.ipv4.conf.default.rp filter = 2
net.ipv4.conf.all.rp filter = 2

000 OO PINGOOO OOOODO SERVER-AOO tcpdumpl OO0 OOODOO

[Interface:ethl:] 00:35:12.483899 IP 10.33.19.123 > 10.33.0.117: ICMP
echo request, id 50, seq 1164, length 64

[Interface:eth0:] 00:35:13.507619 IP 10.33.0.117 > 10.33.19.123: ICMP
echo reply, id 50, seq 1165, length 64

[Interface:ethl:] 00:35:13.507587 IP 10.33.19.123 > 10.33.0.117: ICMP
echo request, id 50, seq 1165, length 64

[Interface:eth0:] 00:35:14.531632 IP 10.33.0.117 > 10.33.19.123: ICMP
echo reply, id 50, seq 1166, length 64

[Interface:ethl:] 00:35:14.531606 IP 10.33.19.123 > 10.33.0.117: ICMP
echo request, id 50, seq 1166, length 64

[Interface:eth0:] 00:35:15.555904 IP 10.33.0.117 > 10.33.19.123: ICMP
echo reply, id 50, seq 1167, length 64

[Interface:ethl:] 00:35:15.555858 IP 10.33.19.123 > 10.33.0.117: ICMP
echo request, id 50, seq 1167, length 64

OO0 OO PING requestd ethlDO OODODO ODO ethoO0O ODOOO OO0 O OO.

oo oog oo

bbb obbdo0 oo oo oogobobo bbo bbb obbooob oa.

Default Route Netwaork1

SERVER A

10.33.0.117/24

Network 192.168.0.0/24
Gateway 192.168.0.1

Network 10.33.0.0/24
Gateway 10.33.0.1

Network? ‘

Networkl It Network2E M2 S417Hs05I25
gt e &E 0ol

Case 3)

S~—p PC1

-y
PING 10.33.19.123/24

x|
YeZE 2 22 EHO8E X80 Bt

### route-eth0 4
192.168.0.0/24 dev th0 table 1 .
default via 102.162.0.1 dev eth0 table 1 L3 Switch

### route-eth1
10.33.0.0/24 dev eth1 table 2
default via 10.33.0.1 dev eth1 table 2

### rule-eth0
iif eth0 priority 1 table 1
from 192.168.0.117 priority 1 table 1

### rule-eth1
iif eth1 priority 1 table 1
from 10.33.0.117 priority 1 table 2
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0 O0OO0O PC1-SERVER-AO ethl(10.33.0.117)00 PINGO OO OO OOO SERVER-AD
ethlD 000 OO0 00 0O00OOOO.000 PC1O IPO 10.33.19.123000 OO0 default
routeJ0000O0O ethoO OO O0O0OD O0OQO ODOOO0O OO 0OD0OOOO0 ODOODO OO0 O
U0 0db ouob ob oob og.

b oob ooboo0 oo boo ooob oo oooo.

ethOD OO0 OO0 100 OD0O0D0O OO0 O0DODOD0 OO0 DOO0O0O0O 192.168.0.10 OO0
0. /etc/sysconfig/network-script/route-etho

### /etc/sysconfig/network-script/route-eth0
192.168.0.0/24 dev ethO table 1
default via 192.168.0.1 dev eth0® table 1

O0000 ethlD OO0 OO0 200 0000 00 0O0DO0OO0DOD OO0 DODOODOOOO 10.33.0.1
0 0O00D00O. /etc/sysconfig/network-script/route-ethl

### /etc/sysconfig/network-script/route-ethl
10.33.0.0/24 dev ethl table 2
default via 10.33.0.1 dev ethl table 2

ethOODOOOODO OO iif(income interface)d ethOO OOCO OO0 OO0 100 ruled O
000 O00.00 ethed IP(192.168.0.117)00 00 OO0 OO0 OODO 10 ruleD OODODO
O00. /etc/sysconfig/network-script/rule-eth0

### /etc/sysconfig/network-script/rule-eth0®
iif ethO® priority 100 table 1
from 192.168.0.117 priority 100 table 1

00000 ethlOOODOOO OO iif(income interface)d ethlO OO0 O0OO OOO 20
OruleDO OOOO OO.00 ethlO IP(10.33.0.117)00 OO O0OQO OUOO OOO 20 ruled
ggogono gogd.

/etc/sysconfig/network-script/rule-ethl

### /etc/sysconfig/network-script/rule-ethl
iif ethl priority 100 table 1

from 10.33.0.117 priority 100 table 2
priority 00 O 0000 OO ODOOO.

OO0 0000 PINGO ODOO

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on ethl:, link-type EN1OMB (Ethernet), capture size 262144 bytes
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[Interface:ethl:] 00:44:19.811711 1IP
echo request, id 51, seq 22, length 64
[Interface:ethl:] 00:44:19.811739 IP
echo reply, id 51, seq 22, length 64
[Interface:ethl:] 00:44:20.835779 IP
echo request, id 51, seq 23, length 64
[Interface:ethl:] 00:44:20.835822 IP
echo reply, id 51, seq 23, length 64
[Interface:ethl:] 00:44:21.859569 IP
echo request, id 51, seq 24, length 64
[Interface:ethl:] 00:44:21.859601 IP
echo reply, id 51, seq 24, length 64

10.33

10.33

10.33

10.33

10.33

10.33

.19.123 > 10.33.0.117: ICMP

.0.117 > 10.33.19.123: ICMP

.19.123 > 10.33.0.117: ICMP

.0.117 > 10.33.19.123: ICMP

.19.123 > 10.33.0.117: ICMP

.0.117 > 10.33.19.123: ICMP

0000 000 00000 ethlOD DODDOOO ODOO O OO.

NetworkManager [0 [0 [

0000 ifconfigOODO OO NetworkManagerD 0000000 OO0 00O 0OO0O.000
ifcfg-ethOO O OO route-ethO, rule-ethOD OO0 OO0 OO0 O O0O.

NetworkManagerD O0O0OUO0O OO0 O00O0OO0OD ODODDOO OO0 OOOO dispatcher

scriptd ODOOOO OO.

U bbb oo oo bbb oo oooo oo,

/etc/NetworkManager/dispatcher.d/10-multiple-gw

#!/bin/bash

INTERFACE=$1

ACTION=%$2
if [ "$INTERFACE" == "eth0" ]; then
if [ "$ACTION" == "up" ]; then

ip route add 192.168.0.0/24 dev ethO table 1
ip route add default via 192.168.0.1 dev ethO table 1

ip rule add iif eth@ priority 100 table 1

ip rule add from 192.168.0.117 priority 100 table 1

fi
fi

if [ "$INTERFACE" == "ethl" ]; then
if [ "$ACTION" == "up" ]; then

ip route add 10.33.0.0/24 dev ethl table 2
ip route add default via 10.33.0.1 dev ethl table 2

ip rule add iif ethl priority 100 table 2

ip rule add from 10.33.0.117 priority 100 table 2

fi
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fi

O00 00000 000 0D000(+x)0 O0O000 0O0.0 00000 rootd OO0 OO OO
O0000 000.00 0000 00 D00 0000000 setuidd DOO0OO OODO.000
O : https://networkmanager.dev/docs/api/latest/NetworkManager-dispatcher.html

000 000 00 chmodD OO OO

chmod +x,g9-w,0-w,-s,-t /etc/NetworkManager/dispatcher.d/10-multiple-gw

rp_filter

Reverse Path Filtering(rp filter) O OO0 OO0 OO0 O0OO0O OOOO OOO PO
OO0 000 D000 ooo oo IP forwardingd OO RP FilteringD OO0 OOOO OOO

Ugobobobobb oo gogg bbb oo oo bbb oo oo bbb oo Dooo
oo obbg oog boo

https://www.kernel.org/doc/Documentation/networking/ip-sysctl.txt 0 000 OO0 rp filterOd
ogoo ooo oa.

rp_filter - INTEGER

0 - No source validation.

1 - Strict mode as defined in RFC3704 Strict Reverse Path
Each incoming packet is tested against the FIB and if the interface
is not the best reverse path the packet check will fail.
By default failed packets are discarded.

2 - Loose mode as defined in RFC3704 Loose Reverse Path
Each incoming packet's source address is also tested against the FIB
and if the source address is not reachable via any interface
the packet check will fail.

Current recommended practice in RFC3704 is to enable strict mode
to prevent IP spoofing from DDos attacks. If using asymmetric routing
or other complicated routing, then loose mode is recommended.

The max value from conf/{all,interface}/rp filter is used
when doing source validation on the {interface}.

Default value is 0. Note that some distributions enable it
in startup scripts.

e0 000000 DODOOOUODOODOGOOD DODOD ODOD UDOOD ODUOD DDODODO ODODO
oo oooooooag.

e RHEL 6 000 OOOOO http://tools.ietf.org/html/rfc37040 DO OD0O OO0 O0OD OO O
000 00000 ooooo.ooo 1
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e Strict mode(OD0DO0 ODDO)D 000 0000 0000 000 000 O0O1PO 000 O
00 0000 0000 000 000 000000 oo goipo o000 0dnog o oon

0 odoododododn gdogog.odbodbo oo oo bbb obgo ogo
0 o0dod ogodo bbby o0 oo bbb oo bg obg odg
00 RHEL 7+000 IPReversePathFilter0DOQOO OOQOOOO.

e 00 0UDOD OO DOODDODOO OO PO DD ODODODLD DO UOODDODOD OODO OO
OO0 oboobo0.0obo oo POb DOD0DO0O ODDOD DOODOD DODODbOo OO OO
gooooo.

«RHEL 5000000 000 000 0O0O00 0O000 0O0000.000 000 00 000
00000000 O0@CO000)0 1(000)0 00 00000 O0000.0000 100
0)ooo.

[root@localhost ~]# sysctl -w "net.ipv4.conf.default.rp filter=2"
[root@localhost ~]# sysctl -w "net.ipv4.conf.all.rp filter=2"

00000 O0OD0D0OD /etc/sysctl.confO DOODODO OO.

oo

e https://access.redhat.com/solutions/53031
e https://access.redhat.com/solutions/30564

good

https://access.redhat.com/solutions/19596
https://access.redhat.com/solutions/288823

http://capsuleer.tistory.com/97

https://access.redhat.com/solutions/30564

http://jensd.be/468/linux/two-network-cards-rp_filter
https://zetawiki.com/wiki/%EB%A6%AC%EB%88%85%EC%8A%A4 %EC%8A%A4%ED%83%9C%
ED%8B%B1 %EB%9D%BC%EC%9A%B0%ED%8C%85 %EC%84%A4%EC%A0%95
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