2025/12/06 12:34 1/6 Linux Kernel Parameter

0O

AllThatLinux! - https://atl.kr/dokuwiki/



Last update: 2016/03/17 01:52 linux_kernel_parameter https://atl.kr/dokuwiki/doku.php/linux_kernel_parameter?rev=1434642540

https://atl.kr/dokuwiki/ Printed on 2025/12/06 12:34



2025/12/06 12:34 3/6 Linux Kernel Parameter

*0oo *

#0000 000 000 OO OO0 OO0 OO (max 65535)
# 128M -> 8192

# 256M -> 13684

# 512M -> 32768

# 1G -> 65536

# 2G -> 131072

fs.file-max = 65535

# 00 0000 OO0 OO0 OO0 received hostO O OO0 backlog OO0 ODOO0O OO
oo
net.core.netdev_max backlog=2500

#0O00O OO O OOO0OO OO0 O0O.

#0000 OO0 OO0 ServingDh OO OO0.00 OO0 O0OO0O OO OOO OO OO0 OO
0000 oo ooo ooo o.

net.core.rmem default = 65536

net.core.rmem max = 8388608

#0O00O OO 0O O0OO0OO OO0 OO.

#0000 00O DOOO Serving OO OOOO O OO OOODOO OODOOO DOOO DOOO
oo ooo.

#0000 O0OOO OO ObObL Ob OCObh bbb bbb Ob oob oob O.

net.core.wmem default = 65536
net.core.wmem max = 8388608

# TCP layerd 00O ODODO OO OO
#OOO OOOO O0OOOOO ODOoOoo oooOo o oo oao.
net.ipv4.tcp rmem = 4096 87380 8388608

# TCP layerO U0 OO0 U0 U0 OO0 O0DO0OO0 O0O0OO0ODOO0O ODODO OODOOO 00O O
0.
net.ipv4.tcp wmem = 4096 65536 8388608

# The tcp _mem variable defines how the TCP stack should behave when it comes
to memory usage.

# TCPOOO ODOOO0 OO0 OODODOO OO OODO OOO OO O0.

#0000 min pressure maxOOOO . tcp wmemd tcp rmemd0 00 OO OO0 OO0 O
ooo.

# IA320 4KBO O OO ODOOOO.

#0O0OOO OO OOOO OO0 D00 O0OO0ooo0 oOo0ooo0o ooo oooad.

# {min} {pressure} {max}

net.ipv4.tcp mem = 4096 4096 4096

#0O0O OO OO0 0000 OO0 0000 00 000 o0 o000 0 oooo ooo oooao.
#O00O0OOO 0ODO0DOO0O OO0 O 00 7000 0000 OO “TCP: too many of orphaned
sockets”O

# “Out of socket memory”0 OO0 OO OOODO OO0 O OO.
net.ipv4.tcp orphan retries = 7

AllThatLinux! - https://atl.kr/dokuwiki/



Last update: 2016/03/17 01:52 linux_kernel_parameter https://atl.kr/dokuwiki/doku.php/linux_kernel_parameter?rev=1434642540

#000000 ODO0O0OODO RSTO OO TIME WAIT OO0 OO0 OO0 OO0 OO0 OOOO.
#UO0O0O0O OO OO0 ODO0oooO o0 00 oo oo booo 0 oo ouoao

# net.ipv4.tcp max_tw buckets 00 OO0 OOOC U0 O0.00 000 OO0 ODODO O OO
goooo oo oo od.

net.ipv4.tcp rfcl337 =1

# SPECWeb990 000 U0DDO ODOUODOOD ODODO ODODOO OO selective
acknowledgementsd off ODOOOO OO0 OOO

OO0 O. SPECWeb990 O ODO ODOO 1-2hop O0DO0 OODOD ODODO OODODOD OO
oo oodo onO OO0 OO

0 oo.

#0O0 OO OOO OO0 oooooo onO OOO.
net.ipv4.tcp sack =1

# SPECWeb990 000 OUDO0 OUODOUODOO OODOO OOO OO timestamps OO0 off
goooo ooo ooaa.

# SPECWeb990 O DOODO OOO 1-2hop OO0 OODOO OODOOD ODDOODDOODO ODDOODOO
0

#0 000 on00 OODD OOO OO. tep window scaling OO OO

#0000 0OD0O0 00 0O0bO000 onUO OOO

net.ipv4.tcp timestamps =1

# tcp sackO tcp timestampsO OO0 OO OO OOOO.

# 0O, rmem, wmeml tcp rmem, tcp wmem OO OO OOODOO

# tcp timestampsO OO on OO0 OO0 O0OD0OO ODODODOO0O OO OO ODO OOO.
net.ipv4.tcp window scaling =1

# KEEPALIVE 000 OO0 OO0OODOD stale OO0 ODOD0 OO0 OO O OO.
net.ipv4.tcp keepalive time = 1300

# 000 listen backlog O OO0O0O OODOOO OO O0OO OO OOO
net.ipv4.tcp max syn backlog = 8192

# FIN TIMEOUT OO OO0 OO0 OOO OO0 OO OO0 OO OO0,
net.ipv4.tcp fin timeout = 30

#0O0 0O00OOO OO0 OO0 OO0 00 oo ooo oo,
net.ipv4.ip local port range = 16384 65536

# DOS 00O OO OOO SYN flooding OO0 OODOOO OnOO ODO.

#U0U0000Oo0o bbb oo o bbb b oo bbb bbb oo bbb bbb oo
o oog,

#0 000 000 O 00O tep

net.ipv4.tcp syncookies =1

# off000 0 000 O0OOODOO IPODOOOODOODOO.
net.ipv4.ip forward = 0

#0000 00 000 ODOOO high loadODOD OOOC ODOO OO OOOO
# TIME WAIT OO0 ODOQO O ODO OO eO00 OD ODDOOD OO ODOOD DO OO DOOD OO
o0 od ogd.
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net.ipv4.tcp max tw buckets = 2000000

# Linux 2.400 0DO0OOO O.

#000 000 OO0 ssthread 00 OO0 O0O0O0O O0OO0OOO0 O 000 OO OOOO OO
oo og

#0O0O 10000 00 OO O0OO0O 0O 00O 0000 000 Obooobobob ooobo oo oo o
0o.

net.ipv4.route.flush =1

#U00O 0OOO 00 ooooOo oob Ood.
- I A A
vm.bdflush = 100 1200 128 512 15 5000 500 1884 2

#000000,00000 000 ICMP ECHO ODOO OO. smurf OO OOO
#
net.ipv4.icmp _echo ignore broadcasts =1

# SRR 0000 ODOO0OO OOOO. IP source routing 0 O0OOO.00 ODOOO
#0000 00 0D OO0OO0O. TRUE (router) FALSE (host)

#

net.ipv4.conf.all.accept source route = 0

#net.ipv4.conf.all.send redirects=0

#net.ipv4.conf.all.accept redirects=0

# DOS OO O OOO IP Spoofingd Source Route O OOOO OOOODO.
H#HUOOUOOODO OOOOO OO0 OO0OO0O0O OO0 OO0 OO0 0 o000 ooo ooo oo oo od.
H#HUOOOO OO onUO OOOOOO.

# RFC1820 OO IP spoof DODOOO OO(@MO 2200 0O0)

#

net.ipv4.conf.eth0.rp filter =1

net.ipv4.conf.lo.rp filter =1

net.ipv4.conf.default.rp filter =1
net.ipv4.conf.all.rp filter =1

# Log Spoofed Packets, source Routed Packets, Redirect packetes
# ip0 00 ODOD0OOOD ODODOO DO OD0OO ODO0Od

#

net.ipvé4.conf.all.log martians =1

H#OO OOO OOO OO0
kernel.shmmax=3800000000

H#OOOO OOO OO

#00:{000 00 SEM ODMOOSEMOOO OO }{SEMOPOD O OO OOPO MO OO OO}
#OO:{0O0SEMODOODOO}y={00 00 O} x {000 OO SEM O} (DB2 DDOOOO O
)

kernel.sem=1000 32000 32 512

#UO0UOOO OOO OO0 OO
kernel.msgmni = 1024

DHOOO0DO OO @O,00000) # vi/letc/sysctl.conf
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net.ipv4.tcp_sack = 0 net.ipv4.tcp_rmem = 4096 87380 16194304 net.ipv4.tcp_wmem = 4096 87380
16194304

net.core.rmem_max = 16194304 net.core.wmem_max = 16194304 net.core.rmem_default = 87380
net.core.wmem_default = 87380

net.core.optmem_max = 87380 net.core.netdev_max_backlog = 300000 net.ipv4.tcp_adv_win_scale
=1

# sysctl -p

2)offload 00 OOOO (DO, 0000O0O) # ethtool -K eth0 gso off # ethtool -K eth2 gso off #
ethtool -K eth0 Iro off # ethtool -K eth2 Iro off
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