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kickstart OO0 OO OO

Iso0d0dn oogn

00 00 Legacy 0O0O OODO OOO OOOO. /isolinux/isolinux.cfg OO OO OO OO

000 inst.ks=cdrom:/mysettings.ks 0 OO mysettings.ks O OO OO0 kickstart O
OO0 IsoO /ODOO ODODOOO O0O.

label linux

menu label ~Install Rocky Linux 9.5

kernel vmlinuz

append initrd=initrd.img inst.stage2=hd:LABEL=Rocky-9-5-x86 64-dvd quiet
inst.ks=cdrom:/mysettings.ks

0000 EFI0O0O0 ODO0ODO OO0 OO0 OOOO. /EFI/BO0OT/grub.cfg00 OO0 OO OO0

00 inst.ks=cdrom:/mysettings.ks 0 OO mysettings.ks O OO OO0 kickstart OO
00 ISoO /OO0 DODOOO O0O.

### BEGIN /etc/grub.d/10 linux ###
menuentry 'Install Rocky Linux 9.5' --class fedora --class gnu-linux --class
gnu --class os {

linuxefi /images/pxeboot/vmlinuz inst.stage2=hd:LABEL=Rocky-9-5-x86 64-
dvd quiet inst.ks=cdrom:/mysettings.ks

initrdefi /images/pxeboot/initrd.img

}

O0000 000 kickstart O [
O00 000000 Ooog kickstartoOoo Q.

# Keyboard layouts

keyboard --xlayouts='us'

# System language

lang en US.UTF-8 --addsupport=ko KR.UTF-8

# SELinux configuration
selinux --disabled

%packages

@ minimal-environment
@Core

@Standard

vim
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unzip

wget
psmisc
sysstat
net-tools
tar
bash-completion
telnet
bind-utils
traceroute
tuned
chrony
nfs-utils
%send

timesource --ntp-disable
# System timezone
timezone Asia/Seoul --utc

# Root password

#rootpw --iscrypted

$6$BtR.Du9aLQ4TTwQws$. lyVLOQo1JrZGa4I4n1k6NgZHFUTzPWcOwrn4r4JFGEUKGWj5cYsalcl
QgfuaG5H8M2VFbeC/YknXjYHdcr/pl

#user --groups=wheel --name=lds --
password=$6$JaadgvCGplyD9Zcy$oKUWX/6xr/IRXV4UZ]jeBOTqyvdlTn518fDtD/eDZK. z5yW
hQiqe/M5Dq7rvR4JFeiOqblfSAdjRmIOU.7d1lAO --iscrypted --gecos="1lds"

%spost --log=/root/kickstart-post.log

HHHBHH B AR R AR R AR R

# Disable and stop firewalld

systemctl stop firewalld

systemctl disable firewalld

systemctl mask firewalld

echo "Firewalld service has been stopped and disabled."

echo "Starting RHEL 9 Security Hardening Post-Install Script"

#---21.00 000 00 ---
echo "Applying Account and Access Control settings..."

#212. 0000 000 OO0
#UOO OO OOO OO OOoO0OO,000 000 ooOood.
#00 000,00 0000000 OoOoOoOgo.
if grep -q ""™# minlen" /etc/security/pwquality.conf; then
sed -i 's/™# minlen =.*/minlen = 9/' /etc/security/pwquality.conf
elif ! grep -q ""minlen" /etc/security/pwquality.conf; then
echo "minlen = 9" >> /etc/security/pwquality.conf
fi
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if grep -q ""# dcredit" /etc/security/pwquality.conf; then

sed -i 's/™# dcredit =.*/dcredit = -1/' /etc/security/pwquality.conf
elif ! grep -q "~dcredit" /etc/security/pwquality.conf; then

echo "dcredit = -1" >> /etc/security/pwquality.conf
fi

if grep -q "~# ucredit" /etc/security/pwquality.conf; then

sed -i 's/™# ucredit =.*/ucredit = -1/' /etc/security/pwquality.conf
elif ! grep -q "“ucredit" /etc/security/pwquality.conf; then

echo "ucredit = -1" >> /etc/security/pwquality.conf
fi

if grep -q "~# lcredit" /etc/security/pwquality.conf; then

sed -i 's/™# lcredit =.*/lcredit = -1/' /etc/security/pwquality.conf
elif ! grep -q ""lcredit" /etc/security/pwquality.conf; then

echo "lcredit = -1" >> /etc/security/pwquality.conf
fi

if grep -q ""# ocredit" /etc/security/pwquality.conf; then

sed -i 's/™# ocredit =.*/ocredit = -1/' /etc/security/pwquality.conf
elif ! grep -q ""ocredit" /etc/security/pwquality.conf; then

echo "ocredit = -1" >> /etc/security/pwquality.conf
fi

#213.00 00 OO0 OO
#0000 000 OO OODOO OO (O: sssd)

authselect select sssd --force
# faillock OO OOO
authselect enable-feature with-faillock

# /etc/security/faillock.conf OO
# deny: 00 0OOO (O:50)
if grep -q "~deny\s*=" /etc/security/faillock.conf; then
sed -i 's/"deny\s*=.*/deny = 5/' /etc/security/faillock.conf
else
echo "deny = 5" >> /etc/security/faillock.conf
fi

# unlock time: OO OO OO(O) (0:6000 = 100)
if grep -q ""unlock time\s*=" /etc/security/faillock.conf; then
sed -i 's/”unlock time\s*=.*/unlock time = 600/'
/etc/security/faillock.conf
else
echo "unlock time = 600" >> /etc/security/faillock.conf
fi

# even deny root: root ODOO0O OO OO OO
if ! grep -q "~even deny root" /etc/security/faillock.conf; then
# 00 000 even deny rootl OO0 OO O0O,000 OO
if grep -q "“#\s*even deny root" /etc/security/faillock.conf; then
sed -i 's/"#\s*even deny root/even deny root/'
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/etc/security/faillock.conf
else
echo "even deny root" >> /etc/security/faillock.conf
fi
fi

# silent: 00 OO0 O0OOO ODOOO0O OO0 OO0 OO (@O O0O)
if ! grep -q ""silent" /etc/security/faillock.conf; then
if grep -q ""#\s*silent" /etc/security/faillock.conf; then
sed -i 's/"#\s*silent/silent/' /etc/security/faillock.conf
else
echo "silent" >> /etc/security/faillock.conf
fi
fi

#2.1.6. root 0O su OO
# /etc/pam.d/su OO OO pam wheel.so OO0
#O0O OUOO OO 0000 OO0 OoooO0O oOoo oo oo
if grep -q ""#\s*auth\s*required\s*pam wheel.so use uid" /etc/pam.d/su; then
sed -1 's/”#\s*\(auth\s*required\s*pam wheel.so use uid\)/\1/'
/etc/pam.d/su
#00 000 OO0 OO0 (OOO0O0 include OO0 OO OO)
elif ! grep -q ""\s*auth\s*required\s*pam wheel.so use uid" /etc/pam.d/su;
then
sed -i '/”auth\s*include\s*system-auth/i auth required
pam wheel.so use uid' /etc/pam.d/su
fi

# /usr/bin/su OO OO OO
chgrp wheel /usr/bin/su
chmod 4750 /usr/bin/su

#21.7.0000 00O 00O OO (login.defs)
# /etc/login.defs O0O0O PASS MIN LEN OO 90 OO (pwquality.confO minlend O
Ooo)
if grep -q "~PASS MIN LEN" /etc/login.defs; then
sed -i 's/”PASS MIN LEN.*/PASS MIN LEN 9/' /etc/login.defs
else
echo "PASS MIN LEN 9" >> /etc/login.defs
fi

#218.0000 00 0000 OO (login.defs)
# /etc/login.defs OO O PASS MAX DAYS OO 9000 OO
if grep -q "7"PASS MAX DAYS" /etc/login.defs; then
sed -1 's/”PASS MAX DAYS.*/PASS MAX DAYS 90/' /etc/login.defs
else
echo "PASS MAX DAYS 90" >> /etc/login.defs
fi
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# (OO 00) KickstartD OO0 OO0 O0OOOO OO OO (UID 1600 O0O)

# for user in $(awk -F: '($3 >= 1000 && $1 != "nobody" && $1 !'= "nfsnobody")
{print $1}' /etc/passwd); do

# chage -M 90 $user

# done

#219.0000 OO0 0000 OO (login.defs)
# /etc/login.defs O OO PASS MIN DAYS OO 10 OO
if grep -q "7~PASS MIN DAYS" /etc/login.defs; then
sed -i 's/”PASS MIN DAYS.*/PASS MIN DAYS 1/' /etc/login.defs
else
echo "PASS MIN DAYS 1" >> /etc/login.defs
fi

# (OO 00) Kickstart OO0 OO OOODOO OO OO (UID 10600 OO)

# for user in $(awk -F: '($3 >= 1000 && $1 !'= "nobody" && $1 != "nfsnobody")
{print $1}' /etc/passwd); do

# chage -m 1 $user

# done

# 2.1.15. Session Timeout OO

# /etc/profile.d/custom env.sh OO OO

cat <<'EOF' > /etc/profile.d/custom env.sh
#!/bin/sh

# Shell history settings

# Session Timeout
export TMOUT=600
# readonly TMOUT

#UO00O0O0O ODODDO 000 000 OO
export HISTSIZE=5000

#0000 000 000 OO OO0 (0:2025-06-06 15:30:00 )
#0000 000 OD0O0OD OO0 oob oo ooooo.
export HISTTIMEFORMAT="%F ST '

#0O00OO0O OO 0o
# ignoreboth: OO OO0 OO0 OODOOC ODOOOO,

H oot oo ooo ob o0 oodoo ob oo oo ooooao.
# export HISTCONTROL=ignoreboth
EOF

#UO0UO0O ODOOO OO0 OO0 OO O0o
chmod 644 /etc/profile.d/custom env.sh

#---22.00000,0000 0 00 ---
echo "Applying Filesystem, Directory, and Permission settings..."

# 2.2.5. /etc/hosts OO OO0 O OO OO
#chown root:root /etc/hosts
#chmod 644 /etc/hosts
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# 2.2.6. /etc/rsyslog.conf OO OO0 O OO OO

chown root:root /etc/rsyslog.conf

chmod 640 /etc/rsyslog.conf

# find /etc/rsyslog.d/ -type f -exec chmod 640 {} \;

# find /etc/rsyslog.d/ -type f -exec chown root:root {} \;

# 2.2.8. SUID, SGID OO OO (at ODODO SUID ODDO OODO)

# /usr/bin/at O SUID OO (atd ODOOO0O OO0OO0OO OOO,000 OO0 OO0 ODOOO
0oo)

# if [ -f /usr/bin/at ]; then

# chmod u-s /usr/bin/at

# fi

# /sbin/unix_chkpwd O SUID OO0 O0OQOC OOOO OOO.0O0 OO.
# /usr/bin/newgrp O RHEL 9 OOOOO SUID O0ODO ODOODO.0O0O OO.

#0000O0O,000 ODOO O0OOO SUID/SGID OO OO OODOOD OO O OOOO.
#((OO O0OO ODODOOO ODoOOoo oa)

# echo "Searching for SUID/SGID files..." > /root/suid sgid check.log

# find / -xdev \( -perm -4000 -o -perm -2000 \) -type f -1s >>
/root/suid sgid check.log 2>/dev/null

# 2.2.12. UMASK OO OO (RHEL 9 00O 0022,00 O OO O0O)
# RHEL 9 OO umaskd 002200 0,00220 OO0 OO0 OO OO OOO.
#00 0000 umask 027 O O00OOCOO O O0O:

# echo "umask 027" > /etc/profile.d/custom umask.sh

# chmod +x /etc/profile.d/custom umask.sh

#

# # /etc/login.defs OO0 UMASK OO OO (pam umask OO0 O00O)
# if grep -q "7~UMASK" /etc/login.defs; then

# sed -1 's/”UMASK.*/UMASK 027/' /etc/login.defs
# else

# echo "UMASK 027" >> /etc/login.defs

# fi

# 2.2.16. cron 00 OO0 O OO OO
#0O0O cron 0O 0O 0OO0O0O OO OO
chown root:root /etc/crontab
chmod 600 /etc/crontab

chown -R root:root /etc/cron.d
chmod -R 700 /etc/cron.d
find /etc/cron.d/ -type f -exec chmod 600 {} \;

chown -R root:root /etc/cron.hourly
chmod -R 700 /etc/cron.hourly

find /etc/cron.hourly/ -type f -exec chmod 600 {} \; # OO 70000 OO OOO
0

chown -R root:root /etc/cron.daily
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chmod -R 700 /etc/cron.daily
find /etc/cron.daily/ -type f -exec chmod 700 {} \; # OO O0OOO O

chown -R root:root /etc/cron.weekly
chmod -R 700 /etc/cron.weekly
find /etc/cron.weekly/ -type f -exec chmod 700 {} \; # 00O 0ODOOO O

chown -R root:root /etc/cron.monthly
chmod -R 700 /etc/cron.monthly
find /etc/cron.monthly/ -type f -exec chmod 700 {} \; # OO0 00OOO O

# crontab OO0 OO OO

rm -f /etc/cron.deny

echo "root" > /etc/cron.allow

#UOOO OO OOO OO OO0

# echo "adminuser" >> /etc/cron.allow
chown root:root /etc/cron.allow

chmod 600 /etc/cron.allow

# /usr/bin/crontab OO OO (SUID OO, other OO O0O)
chown root:root /usr/bin/crontab
chmod 4750 /usr/bin/crontab

#---23.0000 0000 ---
echo "Applying Service and Network settings..."

# 2.3.2. $HOME/.rhosts, hosts.equiv OO OO

#0000 0000 .rhosts OO OO O OO

find /home -name .rhosts -type f -delete

find /root -name .rhosts -type f -delete # root OO OO

# /etc/hosts.equiv 00O OO
rm -f /etc/hosts.equiv

#233.00 IPO OO OO (firewalld) - Kickstart OO0 O00O0OO OO OO OO
# Kickstart OO0 OO (O0DO)

# firewall --enabled --service=ssh

#00 0 00000,00 zoneOO ssh OOODO OO zoneO drop (CIS O0O)

# firewall --default-zone=drop --service=ssh --zone=public # O0O,00 zone
aoo oo oo

# %post OO (OO:00 IP OO 192.168.1.0/24 000 SSH OO 0O0)
#0 00,00 OO0 ODODOO --service=ssh O OO0,
# public zoneOO ssh 0000 O0OOO OO0O trusted zoned OOOO OOO.

# 00O : public zoneOO ssh OO O, trusted ssh zone OO O OO OOO ssh OO
# firewall-cmd --permanent --zone=public --remove-service=ssh

# firewall-cmd --permanent --new-zone=trusted ssh

# firewall-cmd --permanent --zone=trusted ssh --set-target=ACCEPT

# firewall-cmd --permanent --zone=trusted ssh --add-source=192.168.1.0/24
# firewall-cmd --permanent --zone=trusted ssh --add-service=ssh

# firewall-cmd --reload # 00 OO0O0O O OO0 OOOO OO OO
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# 2.3.15. Postfix OO OO (Postfix OO O)
# Sendmail O0O0O0O UOOOO OO (-sendmail)
# Postfix OO O (O: dnf install postfix) OO OO OO

if rpm -q postfix; then

postconf -e "disable vrfy command = yes"

#0O00O OO0 00 00O (@oooO O ooo og)

# postconf -e "smtpd recipient restrictions = permit mynetworks,
reject unauth destination"

# systemctl restart postfix # 00O ODOOO O OO

fi

# 2.3.18. ssh OO0OO OO OO
Z###########################################################################
ﬁ#SSH OO0 0000 @Ooooo)
z###########################################################################
tho "Applying consolidated SSH security settings..."

# /etc/ssh/sshd config.d/ 00000 OO0 OO OO OO

SSHD CONFIG DIR="/etc/ssh/sshd config.d"

CUSTOM SSH CONFIG FILE="$SSHD CONFIG DIR/99-kickstart-hardening.conf" # OO
000 0o 99- prefix OO

mkdir -p "$SSHD CONFIG DIR"

#0000 000 00 SSHOO OO OO0 0OOOO.
#000 0000000000000 OO0 OOOOO0.
cat <<EOF > "$CUSTOM SSH CONFIG FILE"

# This file was generated by Kickstart and contains consolidated security
settings.

# [Root OO OO OO O0O]
PermitRootLogin no

# [.rhosts O hosts.equiv 00O O0O]
IgnoreRhosts yes
HostbasedAuthentication no

# [SSH ODOOO OO OO (CIS Benchmark OO OO 0O)]
ClientAliveInterval 300

ClientAliveCountMax 0

LoginGraceTime 60

MaxAuthTries 4

LogLevel VERBOSE

PermitEmptyPasswords no

PermitUserEnvironment no

UsePAM yes
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#[DODO DO OO ODODO O0O]
Banner /etc/issue.net

#@OOD OO)DODO OOO OO0 ODDOOO OO (OO0 OO OoOO0O Oo0)
# Ciphers aes256-ctr,aesl92-ctr,aesl28-ctr

# MACs hmac-sha2-512,hmac-sha2-256

# KexAlgorithms diffie-hellman-group-exchange-sha256

EOF

#U0O0O OO OO

chown root:root "$CUSTOM SSH CONFIG FILE"

chmod 644 "$CUSTOM SSH CONFIG FILE"

echo "Consolidated SSH settings applied to $CUSTOM SSH CONFIG FILE"

#

HAHHBHBH AR AR HHRHRHHBH AR R H BRI RH R BRI HRAHRH BB AR R AR R AR AR
##

# SSH 00O OO OO

#

HHHBHR AR HHBH R R ARG AR R B ARG AR AR R R ARG AR AR H R AR AR H AR R R AR AR R R AR AR AR
#it

# 2.3.20. at OO0 OO0 O OO OO

echo "Disabling atd service..."

# systemctlD O0OO0O atd O0OOO O0OOO O OCODOOO.

HUOOUOO OOOO OO0 OO OO0O0O O0O00O 0odo oo oo ooodao.
systemctl disable --now atd >/dev/null 2>&1 || true

echo "atd service hardening complete."

#at OO0 ODO0O OO
echo "Starting job scheduler security hardening..."

# --- at OO0 OO OO ---

if [ -x "/usr/bin/at" ]; then
echo "Configuring 'at' security..."
# at.deny D00 OO0 ODOOO at.allow OOO0O OO OO
rm -f /etc/at.deny

# at.allow OO0 OOO0O rootd OO
echo "root" > /etc/at.allow

chown root:root /etc/at.allow
chmod 600 /etc/at.allow

# /usr/bin/at 00O OO0 OO0 475000 OO (OO O OO O00O)
chmod 4750 /usr/bin/at
else
echo "'at' command not found, skipping 'at' configuration."
fi

#2322. 000 000000 OO
BANNER TEXT="
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e e B i
WARNING: This system is for the use of authorized users only.
Individuals using this computer system without authority, or in excess
of their authority, are subject to having all of their activities on
this system monitored and recorded by system personnel.

In the course of monitoring individuals improperly using this system,
or in the course of system maintenance, the activities of authorized
users may also be monitored.

Anyone using this system expressly consents to such monitoring and
is advised that if such monitoring reveals possible evidence of
criminal activity, system personnel may provide the evidence of such
monitoring to law enforcement officials.

HHIH AR S

HOoH R H OH OH R HH OHH R H
H H R HHHHHHHHHH

echo "$BANNER TEXT" > /etc/motd
echo "$BANNER TEXT" > /etc/issue
echo "$BANNER TEXT" > /etc/issue.net

#---24.00 000,00 -
echo "Applying Logging, Auditing, and Patching settings..."

#241. 00 0000 OO

#echo "Applying latest security patches..."

#dnf update -y

# (OO O00) dnf-automatic OO

# dnf install -y dnf-automatic

# sed -i 's/"apply updates =.*/apply updates = yes/' /etc/dnf/automatic.conf
# 00

# systemctl enable --now dnf-automatic.timer

#243.000 00 OO (rsyslog, auditd) - OO OO

# echo "authpriv.* /var/log/auth.log" > /etc/rsyslog.d/custom-auth.conf

# dnf install -y audit; systemctl enable --now auditd

# echo "-w /etc/passwd -p wa -k passwd changes" > /etc/audit/rules.d/audit-
custom.rules

# augenrules --load

#---000 000 (OO0 OODODO OO0 OO og)---
echo "Restarting services..."

# systemctl restart sshd
# systemctl restart rsyslog
# if rpm -q postfix; then systemctl restart postfix; fi

# if rpm -q auditd; then service auditd restart; fi # auditdO service O0OO
ad o
# firewall-cmd --reload # OO0 OO OO

echo "RHEL 9 Security Hardening Post-Install Script Finished."
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