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e ClickJackingOOOOOO ODO0OOO OO X-Frame-OptionsOOO HTTPO OO OOOO
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0O

000 JBoss EAP 700 X-Frame-Options, X-XSS-Protection, X-Content-Type-Options,
Content-Security-Policy O Strict-Transport-Security 000 O00O0O ODOO0ODO.O00O
Ugddoouoo.obodo oo 0ob oo oob b oo oooogao.

XMLOO OO

standalone.xml OO domain.xmlO undertow subsystemO 00O <filters>0O 00O OO O
oo ooogod

<response-header name="x-frame-options" header-name="X-Frame-Options"
header-value="SAMEORIGIN" />

<response-header name="x-xss-protection" header-name="X-XSS-Protection"
header-value="1; mode=block"/>

<response-header name="x-content-type-options" header-name="X-Content-Type-
Options" header-value="nosniff"/>

<response-header name="content-security-policy" header-name="Content-
Security-Policy" header-value="default-src https:"/>

<response-header name="strict-transport-security" header-name="Strict-
Transport-Security" header-value="max-age=31536000; includeSubDomains;"/>

undertow subsystemd OO <host>0 OO OO OO0 OOQOOO.

<filter-ref name="x-frame-options"/>
<filter-ref name="x-xss-protection"/>
<filter-ref name="x-content-type-options"/>
<filter-ref name="content-security-policy"/>
<filter-ref name="strict-transport-security"/>
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JBoss CLICD O OO0 OO

/subsystem=undertow/configuration=filter/response-header=x-frame-
options:add(header-name="X-Frame-Options",6 header-value="SAMEORIGIN")
/subsystem=undertow/configuration=filter/response-header=x-xss-
protection:add(header-name="X-XSS-Protection", header-value="1; mode=block")
/subsystem=undertow/configuration=filter/response-header=x-content-type-
options:add(header-name="X-Content-Type-0Options",6 header-value="nosniff")
/subsystem=undertow/configuration=filter/response-header=content-security-
policy:add(header-name="Content-Security-Policy", header-value="default-src
https:")
/subsystem=undertow/configuration=filter/response-header=strict-transport-
security:add(header-name="Strict-Transport-Security", header-value="max-
age=31536000; includeSubDomains;")
/subsystem=undertow/server=default-server/host=default-host/filter-ref=x-
frame-options:add()
/subsystem=undertow/server=default-server/host=default-host/filter-ref=x-
xss-protection:add()
/subsystem=undertow/server=default-server/host=default-host/filter-ref=x-
content-type-options:add()
/subsystem=undertow/server=default-server/host=default-host/filter-
ref=content-security-policy:add()
/subsystem=undertow/server=default-server/host=default-host/filter-
ref=strict-transport-security:add()

oo

e content-security-policy OO0 OO0 OO0 OO0 OO0 O00O0O O0OO0O OOOOO O
0.0 0b0b0bbbb 000 oo bbb oo oo ob oo oooo o
O000.0000000 000 0004 Content-Security-Policy-Report-Only:
policy 0 0OODOODO OO.

oo

e https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
e https://access.redhat.com/solutions/3026641
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