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DPI(Deep Packet Inspection) [0 [J

Juogdo

https://secretsni.kilho.net/ - SecretSNI(C 0O O)
https://github.com/ValdikSS/GoodbyeDPI - GoodbyeDPI
https://github.com/Include-sys/GUI-for-GoodbyeDPI - GoodbyeDPI-GUI
https://safevisit.org/ko - SafeVisit

0000 : https://terzeron.com/confluence/pages/viewpage.action?pageld=34734083

Windows O 00 GoodbyeDPIO GUI for GoodbyeDPI OO OO ODOOO OOO DPIO OO
0oodoo

LnuxOOO OO DPIOD OO0 O OO OO0 OOO,MTUO ODOOO OO, zapret OO0
000 notsodeepll DOO U0 U0 ODDOODOD O OO DODOOOO OODOO OODOO O
notsodeepld zapret O OO OO OO iptablesO 00O OO0 ODOO0O OO
zapretl OO0 00000 ODODOODO ODOOO OO0 OO0 OOO OOO

MTUOO OO

e U0 0O0OLOD DUO0OD OO OO OUDLDODUODODOLOD OO
e JOMIUDOODO 22000 400000 OO0 ODOODO0 ODODO OO ODOO ODOO O
o https://www.clien.net/service/board/cm_mac/131587620 OO0 OO0 OO0 OOOO
OOMIUOO O0O0O OO0O0OO0 000,00 OD0b0 DO OO0 OobDOo 22000 OO
OO0 O0O0ogDbPIO0 0O OD0O
e 0 0O0OOODOO O
ocJODO O0DD ODODOOO MTUOODDO

notsodeepld O OO OO

| notsodeepd OOOUOO OOOO OOODO OOO OOO
&L 000000 ooOooo oo.

O O : https://github.com/farukuzun/notsodeep

guoooo oot gg

# Debian OO
sudo apt-get install libnetfilter-queue-dev libc6-dev

# RedHat OO
yum install libnetfilter queue-devel compat-glibc
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git clone https://github.com/farukuzun/notsodeep.git
cd notsodeep

make

sudo nohup ./notsodeep &

iptables 00 OO

iptablesd TCP connection handshakedl OO OO NFQUEUEO O OOODOO notsodeepd O
o0 0 o000 oo oobo ooo

sudo iptables -A INPUT -p tcp --tcp-flags SYN,ACK SYN,ACK --sport 443 -j
NFQUEUE --queue-num 200 --queue-bypass

sudo iptables -t raw -I PREROUTING -p tcp --sport 80 --tcp-flags SYN,ACK
SYN,ACK -j NFQUEUE --queue-num 200 --queue-bypass

00 oooo oobo obooob, -sO000oUoOO0O OO PO DODO O DOOODOOODOO
O00 OO0 OO0 notsodeepd 0 ODODO0OD0O0O OO OO0 ODO0O DODOOO OO OO0 OOO O
RN

sudo iptables -I INPUT -s <OOOIP> -p tcp --tcp-flags SYN,ACK SYN,ACK --
sport 443 -j ACCEPT

-AO0 0D -I0O0O0 0000 0O0O OO0 00D O0DbOOobODO0D OO0 OoDbOo

firewalld rule

firewall-cmd --permanent --direct --passthrough ipv4 -I INPUT 1 -p tcp --
tcp-flags SYN,ACK SYN,ACK --sport 443 -j NFQUEUE --queue-num 200 --queue-
bypass

firewall-cmd --permanent --direct --passthrough ipv4 -t raw -I PREROUTING 1
-p tcp --sport 80 --tcp-flags SYN,ACK SYN,ACK -j NFQUEUE --queue-num 200 --
gueue-bypass

firewall-cmd --reload

oodd gd

cd /tmp
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git clone https://github.com/farukuzun/notsodeep.git

cd notsodeep

make

cd ..

sudo su

cp -R notsodeep /opt

cp /opt/notsodeep/notsodeep.service /etc/systemd/system/

systemctl enable notsodeep.service

iptables -A INPUT -p tcp --tcp-flags SYN,ACK SYN,ACK --sport 443 -j NFQUEUE
--queue-num 200 --queue-bypass

iptables -t raw -I PREROUTING -p tcp --sport 80 --tcp-flags SYN,ACK SYN,ACK
-j NFQUEUE --queue-num 200 --queue-bypass

apt install iptables-persistent

netfilter-persistent save

zapretll OO0 OO @O)

A\ zapretD 00000 DOO0ODD OO0 DOOO0D OOO
4+ 000O0DDO0O0ODO0 00O goodbyedpil OO0
0000000000 O00O00Ooo.

O 0O : https://github.com/bol-van/zapret

00 000 debian 110000 OO0 OOOOO.
00 ood oo
root@dpi:~# apt install vim unzip git curl wget

zapret U OO OO cloned O

root@dpi:~# git clone https://github.com/bol-van/zapret

Cloning into 'zapret'...

remote: Enumerating objects: 4171, done.

remote: Counting objects: 100% (782/782), done.

remote: Compressing objects: 100% (416/416), done.

remote: Total 4171 (delta 370), reused 769 (delta 365), pack-reused 3389
Receiving objects: 100% (4171/4171), 41.13 MiB | 8.24 MiB/s, done.
Resolving deltas: 100% (2208/2208), done.
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ISPO O

OO0 OO0 ODOO0OISPOO OO0 ODOO0OO0 ODO ODOD O0O0.00 zapretOOOO ODODODOO O
00 OO blockcheck.shD 00000 OO0 OODOD D00 DOOOO.

root@dpi:~# cd zapret/
root@dpi:~/zapret# ./install bin.sh

x86 64 is OK

installing binaries

linking : ../binaries/x86 64/ip2net => /root/zapret/ip2net
linking : ../binaries/x86 64/mdig => /root/zapret/mdig
linking : ../binaries/x86 64/nfqws => /root/zapret/nfq
linking : ../binaries/x86 64/tpws => /root/zapret/tpws

#AA# O OO ISPOD OO/00 OO0 OOO OOOO.
root@dpi:~/zapret# ./blockcheck.sh

* SUMMARY

ipv4 xvideos.com curl test http : tpws --hostcase

ipv4 xvideos.com curl test http : nfqws --hostcase

ipv4 xvideos.com curl test https tlsl2 : working without bypass

press enter to continue

O00 00 OO0 Oooo0 ogIspPO0O warningdD 0000 000 OODOO ODOOO OO.0 0O
000 xvideos.comUO OO0 O OOOO.SUMMARYD O0OOO tpws —hostcased nfqws
—hostcased 00 OO0O0O ODOO OOOO.

O

00 00 o000 oo 0o oooo oo oooo.
root@dpi:~/zapret# ./install easy.sh

U0 00 dooob b oo oo ooobobo bo.
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