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Apache HTTPD U DO OO OO

Method [0 [
doodoono oo go

<Location "/*">
<LimitExcept GET POST>
Order deny,allow
Deny from all
</LimitExcept>
</Location>

Apache httpd logfile permission(umask)

000 D000 D00 000 00000 6440 DODO.0D00 OODODO ODO OO umaskd 0022
0000000 0000.000 0000 D000 000 odumaskDD ODODOOD ODOOO OO
go.

oo bbb oo oo bbb oo oo bbobobtb oo oo bbb oo ooon
g ogd.

rom U0 0JOoogg

romO0000 O00OOO0O0O /etc/sysconfig/httpd D00 OO0 OO0 ODOO0O OO.
umask 0027

envvars [J [ [J

rom0 OO0 00000 000000 O OO0 O0O0O0O.apachedd 00000 apachectlOO O
OenvwarsOOO ODO0O0O ODODO ODO0OO.(@O DOOODO)

# pick up any necessary environment variables

if test -f /APP/httpd-2.4.39/bin/envvars; then
. /APP/httpd-2.4.39/bin/envvars

fi

OO0OOenvwarsOOO OO0O0O OO0 O0OOOO envvars OO0 OO umaskOOO OOOOO
guo.
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umask 0027 #<- 000 400 0OODO OO0 O0O.
apachectl D00 OOODO OO

00 apachectlOOOO OO envvars OO0OO0 OO0 OO0 (RedhatJBCS(Jboss core services)
O 000000 OO)apachectlO0 OO0 D000 umaskd OO ODOOO O0O.

umask 0027 #<- 00O0O0O0O OO0 4000 DOOO.

00 00000 00 00000 00 0000 oogo wmaskODD O0OO0 OODO OO.

Host Header Poisoning / Injection
HTTP HostHeader OO OO0 O0OODO ODOOD DOD OO ODOODOO OO. www.example.com
0 example.comO OO0 OO0 OO
e Apache HTTPD O O[O
RewriteEngine On

RewriteCond %{HTTP_HOST} !'”~(www.example.com|example.com)$ [NC]
RewriteRule .* - [F]

OO0 VirtualHost 0O OO OO0 OO0O0O0 O0O0O0O0 OO0 OOO0O0OO OO0OO.

<VirtualHost default :*>
DocumentRoot /www/default
</VirtualHost>

e JBoss EAP7 0 00O Undertow OO 0000 expression-filterD OOOOOO

/subsystem=undertow/configuration=filter/expression-filter=host-
checker:add(expression="not(equals(%{i,Host}, www.example.com) or
equals(%{i,Host}, example.com)) -> response-code(403)")
/subsystem=undertow/server=default-server/host=default-host/filter-ref=host-
checker:add

OO0 xm OO0 D00 OOOO.

<subsystem xmlns="urn:jboss:domain:undertow:3.1">
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<buffer-cache name="default"/>
<server name="default-server">

<host name="default-host" >

<filter-ref name="host-checker"/>
</host>
</server>
<filters>

<expression-filter name="host-checker"
expression="not(equals(%{i,HOST}, www.example.com) or equals(%{i,HOST},
example.com)) -> response-code(403)"/>
</filters>
</subsystem>

e JBoss EAP 601 00 rewrite00 OO0OO OOODOOO

<subsystem xmlns="urn:jboss:domain:web:2.1" default-virtual-server="default-
host" native="false">
<connector name="http" protocol="HTTP/1.1" scheme="http" socket-
binding="http"/>
<connector name="ajp" protocol="AJP/1.3" scheme="http" socket-
binding="ajp"/>
<virtual-server name="default-host" enable-welcome-root="true">
<alias name="localhost"/>
<alias name="example.com"/>
<!-- added -->
<rewrite pattern=""/(.*)$" substitution="-" flags="F">
<condition test="%{HTTP:HOST}"
pattern="!(www.example.com|example.com)" flags="NC"/>
</rewrite>
</virtual-server>
</subsystem>

Jodad

e https://access.redhat.com/solutions/3166341
e https://access.redhat.com/solutions/3057511

Content-Security-Policy (CSP)

000 Content-Security-Policiy (CSP) OO0 HTTPODO ODOOO CSPOOD OO ODOOO
0 0.CSPO Same-0Origin-Policy(SOP) 0 00O O 0OODO OO0 ODODODO.CSPO ODOO O O
0000 udno oo oo gouo, oo oo oo oo ooooo ooooo ogao
000 ooo.0oo0 0 ooono oo oo oooou0 oooo ooooo oboogad
o0 o000 o oooo.00 o0 oo oo ob 0o oo oo oo o ooa, o
O00 000 00 000 000000 D0O0O00D.00 00bOo ooodg Content-Security-
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Policy0O0O O00O0 OO0 O OO O0ODODO OODOOD OO OOD OOO O0O0O.

gooo

<IfModule mod headers.c>

# 000 Content-Security-Policy OO0 O0OOD0O OO0OO0O ODOOO OO0OODODO OOO
0 Content-Security-Policy OO0 O0DOO0O ODOO0O.00 D OO0 OO DOOODO OO OO
00 000 00 ooodooo oo oo ooo oo ooooo.

Header set Content-Security-Policy "default-src 'self'"

#O0O OOOO OOOOOO oo oo oooood.
Header set Content-Security-Policy "default-src 'self' *.mydomain.com"

U0 ooooo oboo ob O

#UO00OUOO OO0 O o0ooOOobObOO bOobOOo0 oo b oo
RN U0 oobbdoo booo o

ooo.0o0,000 0o oobodo oooo oog
O0oodo oobo oo ooooo.
Header set Content-Security-Policy-Report-Only "policy"

U ogd
ub od

#0O0O OOOO OO O00O0 ooo0oOo ooobo ooooo.

Header set Content-Security-Policy "default-src 'self'; img-src
*.cloudflare.com; script-src 'self' www.google-analytics.com
*.cloudflare.com"

</IfModule>

goon

e https://content-security-policy.com/
e https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy

X-Content-Type-Options

O00 XOOO OO0 OO0 0000 HTTPOO OO0 OO nosniffO0OO0O OOO X-Content-
Type-Options 000 OO DOOOOO.nosniffOO0O0O MIMEOO ODOOO OOOO. MIMEO
0 JodoooMMEOOD OO0 OD OOO0DO ODODOOO O,0000O0MIMEDDOO DDOOO O
000000 O0o0Oo0dd.O0000 0oob0 Oob ooobo Do oDoOo MIMEOOO MIMEOO O
oo0O0b o0 oo MMEDOO OO0 OO0 O0O0OOOODODOOO DOOO OOD OODO OOao
0oo0.00 0o oood oo o0 0 oo oo oo ooo o ooooo
00 0000000000 00O O0OD0bOO0.00 0000 ODOOO HTTPOD OOO0DO OO
nosniffd X-Content-Type-Options OO0 ODODOOO OOO.

goog

<IfModule mod headers.c>
Header set X-Content-Type-Options nosniff

https://atl.kr/dokuwiki/ Printed on 2025/12/06 11:00


https://content-security-policy.com/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy

2025/12/06 11:00 7/10 Apache HTTPDO OO OO OO

</IfModule>

goog

e https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Content-Type-Options
X-Frame-Options

O00 XOOO OO0 0000 HTTPODO ODODO OO X-Frame-Options OODO OO0 OOO OO
OO0 000000, X-Frame-Options OO0 frame, iframe, object 00 OO0 OOOO0 OOOO
O 00000 000 0D0000.0000 oOoD0DO0 ooog frame, iframe OO object OO O
O o0o0ooo00 00000 o000 0 ogoo.0ooo0d0 oo oo oooo ooo ooo
0 0000000000000 0000000.0000 0000 0000 000 OoOoooao
0000 0000 000 00000.00 0000 0000 HTTPODO OO0O0OO OO0 OO0 OO

X-Frame-Options OO0 ODOOOO OOO.

goog

<IfModule mod headers.c>
Header set X-Frame-Options DENY
</IfModule>

goog

e https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options

X-XSS-Protection

000000 00 OO (Deprecated)D 00 OO OO0 O
’l goboboo oobooooboo.0obb 000 oog o oo
 , UOO0OOO0OODOOLOOOOO OO OO b0 ooooo.

oo cCSspO000 O ODOO ODDOO ODOO DOOOO O

odb.0db0 o boo b0 oo ooo.

O00O XSSODO 00 0000 HTTPOO ODOOO X-XSS-ProtectionOOOD OODO OOO OO
OO0 00 00 0000000, X-XSS-ProtectionODOO O OO0 OO0 O0ODO OOOO OO O,

oo obb oboooo.booo o b0 doob oo oo oo oobb ooo
oo odooob.0bobboo oo oob oobobo,bbo b0 bbooo oo ba
O 0O00O0O0ooooObOoodob.0b0bo0ob0 boobo b OooOobOoOObD bDboo Oooog X-

XSS-Protection OO0 O0OO0O O OO 600 O0OOO OOO.
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<IfModule mod headers.c>
Header set X-XSS-Protection "1; mode=block"
</IfModule>

goon

¢ https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-XSS-Protection

CSRF (Cross-Site Request Forgery)

U odggoooob oobo bbb ob oob bbb obbo bbooobb bbb bboo ba
OO0 000 0000 O0O0.SameSite0000 OO0 OO OD0 ODO OODOO ODOOD OO O

OO0 0000 O0000.0000000000O(CSRA0 D000 OO0 ooooo ooooo.o
OO0 O 00O OO(CSRF)O OO OO SameSiteD LaxO Strict 0000 OO0 ODO0O0O.00 OOO
800000 O0ODOD UOODO SameSiteOD O OO OO NoneOD LaxD OO0 OODOODO.000O
NoneODO OOODO OO0 OODO SecureD OO OO ODOOO ODO.

gooo

<ifmodule mod headers.c>
# noned O OO0 OO
Header always edit Set-Cookie (.*) "$1; Secure; SameSite=None;"

# strictd ODOO OO
Header always edit Set-Cookie (.*) "$1; SameSite=strict"
</ifmodule>

00 oo

00 000 0000 0000 0000 0000.000 0000 atl.krod OOOOO Google
AnalyticsO D0 000 000 O0O0ODO O0ODOO OO0 O0O.

<IfModule mod headers.c>

# 1. CSRF OO OO OO (SameSite Cookie Attribute)

#00000000 0OD0O0O OO OO0 SameSite=Lax OO0 ODOOOO.
# 'Lax'0D OOODO CSRF OO0 OOOODO, GET OO0 OO ODOO O OODOOOOO
oo ogooo ooooo.

https://atl.kr/dokuwiki/ Printed on 2025/12/06 11:00


https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-XSS-Protection

2025/12/06 11:00 9/10 Apache HTTPDO OO OO OO

# 'Strict'0 OO0 0D O0ODOO,00 O0ODOOO O O0O0ODO OODO OO OO0 O OO

g0 0o o ogbo odgogog.
Header edit Set-Cookie ~(.*)$ "$1; SameSite=Lax"

# atl.kr OO0O0O Google Analytics(GA4) OOO ODOOO ODOO ODOOOO.
Header set Content-Security-Policy "default-src ‘'self'; \
script-src 'self' https://www.googletagmanager.com
https://www.google-analytics.com; \
style-src 'self' 'unsafe-inline'; \
img-src 'self' data: https://www.google-analytics.com
https://stats.g.doubleclick.net; \
connect-src 'self' https://*.google-analytics.com; \
font-src 'self'; \
object-src 'none'; \
frame-ancestors ‘'self'; \
form-action 'self'; \
base-uri ‘'self'; \
upgrade-insecure-requests;"

#3.00 00 00 oo

#0000 (Clickjacking) OO (O O0O0OO0DO 0O0ODO)
Header set X-Frame-Options SAMEORIGIN

# MIME OO OO0 (Sniffing) OO
Header set X-Content-Type-Options nosniff

# HSTS (Strict-Transport-Security): OO OOO HTTPSO OO
Header set Strict-Transport-Security "max-age=31536000;
includeSubDomains; preload"”

# Referrer-Policy: OO0 O0OOOO OO
Header set Referrer-Policy "strict-origin-when-cross-origin*

# Permissions-Policy: O0OOO OO OO OO
Header set Permissions-Policy "geolocation=(), midi=(), camera=(),

microphone=()"
</IfModule>

Jogd

e https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Set-Cookie#samesitesamesite-valu
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