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/etc/profile.d/cmd log.sh

#1/bin/bash
function logging

{
#stat="¢?"
cmd=$(history|tail -1)
srcip="who -m | awk -F'(' '{print $2}' | awk -F')' '{print $1}'"
if [ "$cmd" !'= "$cmd old" ]; then
#logger -p local6.info "[2] STAT=$stat"
logger -p local6.info "PID= $$, SRC=$srcip, PWD=$PWD, CMD=$cmd"
fi
cmd old=$cmd
}

trap logging DEBUG

0000 00000 000 00 00.00 0000000 00 OOmessages 00 syslogd O
b oo.0og g0 ogobb o oo oo oooo.

PROMPT COMMAND OO OO

A O, 0 OO0 SSH/TelnetD D OO0 OODO0O OO OOOOO
/e OOCLOOOOO OOOO XwindowsOOOOO OO0O0O
ooo.

N I I A Y

/etc/profile.d/command-logging.sh

#!/bin/bash

# Script to log user commands to syslog

export PROMPT COMMAND='history -a; logger -p local6.info -t bash-commands
"USER=$USER IP=$(who -m | awk "{print \$5}" | tr -d "()") PwD=$PWD
CMD=$(history 1 | sed "s/~[ 1*[0-9]\+[ ]1*//")"'
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#UO0U0OOOO OO OO0 OO
chmod +x /etc/profile.d/command-logging.sh
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000 OO0 /var/log/command.logd OO OO.

/etc/rsyslog.d/command-1logging.conf

# Rule for command logging
local6.* /var/log/command.log
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