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웹서버

웹 일반

WebCache / Proxy보안 점검

HAProxy TLS/SSL
DSR 구성시 고려사항

HTTP Response Status Code
수집 로봇 관련 설정

Apache HTTPD

Apache HTTPD 보안취약점 점검

Apache HTTPD 로그 분석

Apache HTTPD compile
Apache HTTPD MPM 지시어

IndexOptions

https://raymii.org/s/tutorials/Strong_SSL_Security_On_Apache2.html
https://ssl-config.mozilla.org/

php.ini 를 변경해도 반영되지 않는현상

참고사항

TLSv1.3 은 Apache HTTPD 2.4.36 이후버전부터 지원됩니다.

http://www.apache.org/dist/httpd/CHANGES_2.4
TLSv1.3 은 현재 RHEL 8 이상에서만 지원됩니다. https://access.redhat.com/solutions/4615861

Tip & Tech

RHEL 에 패키지 설치한 Apache httpd의 기본 prefork MPM 을 변경하는 방법

Apache HTTPD with Static PCRE compile
Apache authentication with authn_dbd
Apache logrotate
Apache X-Forwarded-For
Apache referer log
Access log에 "OPTIONS * HTTP/1.0" 가 기록되는 이유

Access log에 "STATUS / HTTP/1.1" 200 55 "-" "ClusterListener/1.0" 가 기록되는 이유

mod_cluster 연동 예제

websocket 설정 방법

브라우저별 WebSocket 최대 연결 개수

HTTPS redirect
헤더 및 파라메터 사이즈 관련

https://atl.kr/dokuwiki/doku.php/webcache_proxy
https://atl.kr/dokuwiki/doku.php/%EB%B3%B4%EC%95%88_%EC%A0%90%EA%B2%80
https://atl.kr/dokuwiki/doku.php/haproxy
https://atl.kr/dokuwiki/doku.php/tls_ssl
https://atl.kr/dokuwiki/doku.php/dsr_%EA%B5%AC%EC%84%B1%EC%8B%9C_%EA%B3%A0%EB%A0%A4%EC%82%AC%ED%95%AD
https://atl.kr/dokuwiki/doku.php/dsr_%EA%B5%AC%EC%84%B1%EC%8B%9C_%EA%B3%A0%EB%A0%A4%EC%82%AC%ED%95%AD
https://atl.kr/dokuwiki/doku.php/http_response_status_code
https://atl.kr/dokuwiki/doku.php/%EC%88%98%EC%A7%91_%EB%A1%9C%EB%B4%87_%EA%B4%80%EB%A0%A8_%EC%84%A4%EC%A0%95
https://atl.kr/dokuwiki/doku.php/apache_httpd_%EB%B3%B4%EC%95%88%EC%B7%A8%EC%95%BD%EC%A0%90_%EC%A0%90%EA%B2%80
https://atl.kr/dokuwiki/doku.php/apache_httpd_%EB%B3%B4%EC%95%88%EC%B7%A8%EC%95%BD%EC%A0%90_%EC%A0%90%EA%B2%80
https://atl.kr/dokuwiki/doku.php/apache_httpd_%EB%A1%9C%EA%B7%B8_%EB%B6%84%EC%84%9D
https://atl.kr/dokuwiki/doku.php/apache_httpd_%EB%A1%9C%EA%B7%B8_%EB%B6%84%EC%84%9D
https://atl.kr/dokuwiki/doku.php/apache_httpd_compile
https://atl.kr/dokuwiki/doku.php/apache_httpd_mpm_%EC%A7%80%EC%8B%9C%EC%96%B4
https://atl.kr/dokuwiki/doku.php/apache_httpd_mpm_%EC%A7%80%EC%8B%9C%EC%96%B4
https://atl.kr/dokuwiki/doku.php/indexoptions
https://raymii.org/s/tutorials/Strong_SSL_Security_On_Apache2.html
https://ssl-config.mozilla.org/
https://atl.kr/dokuwiki/doku.php/php.ini_%EB%A5%BC_%EB%B3%80%EA%B2%BD%ED%95%B4%EB%8F%84_%EB%B0%98%EC%98%81%EB%90%98%EC%A7%80_%EC%95%8A%EB%8A%94%ED%98%84%EC%83%81
https://atl.kr/dokuwiki/doku.php/php.ini_%EB%A5%BC_%EB%B3%80%EA%B2%BD%ED%95%B4%EB%8F%84_%EB%B0%98%EC%98%81%EB%90%98%EC%A7%80_%EC%95%8A%EB%8A%94%ED%98%84%EC%83%81
http://www.apache.org/dist/httpd/CHANGES_2.4
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https://atl.kr/dokuwiki/doku.php/rhel_%EC%97%90_%ED%8C%A8%ED%82%A4%EC%A7%80_%EC%84%A4%EC%B9%98%ED%95%9C_apache_httpd%EC%9D%98_%EA%B8%B0%EB%B3%B8_prefork_mpm_%EC%9D%84_%EB%B3%80%EA%B2%BD%ED%95%98%EB%8A%94_%EB%B0%A9%EB%B2%95
https://atl.kr/dokuwiki/doku.php/rhel_%EC%97%90_%ED%8C%A8%ED%82%A4%EC%A7%80_%EC%84%A4%EC%B9%98%ED%95%9C_apache_httpd%EC%9D%98_%EA%B8%B0%EB%B3%B8_prefork_mpm_%EC%9D%84_%EB%B3%80%EA%B2%BD%ED%95%98%EB%8A%94_%EB%B0%A9%EB%B2%95
https://atl.kr/dokuwiki/doku.php/rhel_%EC%97%90_%ED%8C%A8%ED%82%A4%EC%A7%80_%EC%84%A4%EC%B9%98%ED%95%9C_apache_httpd%EC%9D%98_%EA%B8%B0%EB%B3%B8_prefork_mpm_%EC%9D%84_%EB%B3%80%EA%B2%BD%ED%95%98%EB%8A%94_%EB%B0%A9%EB%B2%95
https://atl.kr/dokuwiki/doku.php/rhel_%EC%97%90_%ED%8C%A8%ED%82%A4%EC%A7%80_%EC%84%A4%EC%B9%98%ED%95%9C_apache_httpd%EC%9D%98_%EA%B8%B0%EB%B3%B8_prefork_mpm_%EC%9D%84_%EB%B3%80%EA%B2%BD%ED%95%98%EB%8A%94_%EB%B0%A9%EB%B2%95
https://atl.kr/dokuwiki/doku.php/rhel_%EC%97%90_%ED%8C%A8%ED%82%A4%EC%A7%80_%EC%84%A4%EC%B9%98%ED%95%9C_apache_httpd%EC%9D%98_%EA%B8%B0%EB%B3%B8_prefork_mpm_%EC%9D%84_%EB%B3%80%EA%B2%BD%ED%95%98%EB%8A%94_%EB%B0%A9%EB%B2%95
https://atl.kr/dokuwiki/doku.php/apache_httpd_with_static_pcre_compile
https://atl.kr/dokuwiki/doku.php/apache_authentication_with_authn_dbd
https://atl.kr/dokuwiki/doku.php/apache_logrotate
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SSL인증서 적용시 Password자동입력

Let's Encrypt(CertBot) SSL with HAProxy
크롬 - 안전하지 않은 정보를 제출하려 함

Site ACL 적용

mod_cluster with JBoss EAP

VirtualHost별 mod_cluster 연동방법

Can't update or insert host alias 오류 해결방법

NGINX

https://whatisthenext.tistory.com/123
https://extrememanual.net/9976

참고링크

SSL 보안관련 설정

https://wiki.mozilla.org/Security/Server_Side_TLS
https://ssl-config.mozilla.org/
https://hynek.me/articles/hardening-your-web-servers-ssl-ciphers/

SSL 설정 점검 사이트

https://www.ssllabs.com/ssltest/index.html

UI Framework

해외 제작 프레임워크

http://getbootstrap.com/
http://foundation.zurb.com/
http://purecss.io/
https://getuikit.com/
https://dev.office.com/fabric

국내 제작 프레임워크

https://www.axisj.com/
http://jui.io/

https://atl.kr/dokuwiki/doku.php/ssl%EC%9D%B8%EC%A6%9D%EC%84%9C_%EC%A0%81%EC%9A%A9%EC%8B%9C_password%EC%9E%90%EB%8F%99%EC%9E%85%EB%A0%A5
https://atl.kr/dokuwiki/doku.php/ssl%EC%9D%B8%EC%A6%9D%EC%84%9C_%EC%A0%81%EC%9A%A9%EC%8B%9C_password%EC%9E%90%EB%8F%99%EC%9E%85%EB%A0%A5
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https://atl.kr/dokuwiki/doku.php/ssl%EC%9D%B8%EC%A6%9D%EC%84%9C_%EC%A0%81%EC%9A%A9%EC%8B%9C_password%EC%9E%90%EB%8F%99%EC%9E%85%EB%A0%A5
https://atl.kr/dokuwiki/doku.php/let_s_encrypt_certbot_ssl_with_haproxy
https://atl.kr/dokuwiki/doku.php/%ED%81%AC%EB%A1%AC_-_%EC%95%88%EC%A0%84%ED%95%98%EC%A7%80_%EC%95%8A%EC%9D%80_%EC%A0%95%EB%B3%B4%EB%A5%BC_%EC%A0%9C%EC%B6%9C%ED%95%98%EB%A0%A4_%ED%95%A8
https://atl.kr/dokuwiki/doku.php/site_acl_%EC%A0%81%EC%9A%A9
https://atl.kr/dokuwiki/doku.php/site_acl_%EC%A0%81%EC%9A%A9
https://atl.kr/dokuwiki/doku.php/virtualhost%EB%B3%84_mod_cluster_%EC%97%B0%EB%8F%99%EB%B0%A9%EB%B2%95
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