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finger0O0O OOODO

0000 Finger(ODOO OO OD O0ODO)O 0O0DO0 0OO0OD ODOO OO ODOOD ODOO ODOO

oo bbb b0 oobbbbbb oo oo bbbb o oo b oo Dooon
0o oo ooobob obobo bbb bo bbo bbb ob obobbo bboo boob oo
0gogoodgo ooooob o

¥ Finger(OOO OO OO ODOO):whoOOOD OO0 OO0 OO0 0OO0O0OD OO0 OO0 OOOODO
000 0O 00 finger000 000 OO0 OO00 OO0 OO0ODOO OO0 OODOO DOOO OO
U0 o0 o0 oodb b oobboo bo bbb bboo boo

good

rhel inetdd OO

#cat /etc/inetd.conf
#finger stream tcp nowait bin /usr/lbin/fingered

fingerd DO OO OO

Step 1) /etc/inetd.conf OO0 O finger OO0 OO #O0O0@ODOO)

(0O 0O) finger stream tcp nowait bin /usr/lbin/fingered fingerd
(0O O) #finger stream tcp nowait bin /usr/lbin/fingered fingerd

Step2)inetd 000 OO0O

#ps -ef | grep inetd
root 141 1 0 15:03:22 ? 0:01 /usr/sbin/inetd -s
#kill -HUP [PID]

rhel xinetdO 0O O

#ls -alL /etc/xinetd.d/* | egrep "echo finger"

finger0O0O0O OO0 OO OO OO

Stepl)viOOODO OODOO /etc/xinetd.d/finger 00O OO Step2)000 OO OO (Disable
=yes0)

service finger

{
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O

socket type = stream

wait = no

user = nobody

server = /usr/sbin/in.fingerd
disable = yes

Step3)xinetd OO0 ODOO

#service xinetd restart

Anonymous FTP O OO0

o000 OOooo FfPODOD OO FTPOOO ODODO O0OO ODODO O0ODLDOD DOOD DO
good o

OO000 Anonymous FTP(O O FTP)O OO O anonymous OO 00O OO0 O ODDOOOO OO OOO
O000 000 0000 0000 localexploitd O0O0OO D000 OO0 OO0 OOOO O

good

Od FTP

/etc/passwd 00O OO ftpO 0O anonymous OO0 OO0 OO OO

#userdel ftp

ProFTP

conf/proftpd.confO 00O anonymous OO OO O User,Useralias 00O O0OO0O
(proftpd.conf OO0 OO0 ODO0O0O ODOOO O0O0O)

<Anonymous ~ftp> <- Anonymous 00O O[O

# User ftp <- anonymousO OOO0O OO

Group ftp

# UserAlias anonymous ftp <- OO0 OOOO OO
</Anonymous>

vsFTP
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vsFTP O O O 0O (/etc/vsftpd/vsftpd.conf OO, /etc/vsftpd.conf)O O

anonymous enable=N0 OO

0000 https://access.redhat.com/solutions/2048173

rU0 000 ooon
0000 rr-command 000 OO0 OO OO0 NETBackupOO ODDOOO O OO0 DOOOOO DO
ug,b0obobbfbobbdd0 boob oo oo boobob oboboo b

0000 rsh, rlogin, rexecOO rcommandd O0OO0O0O 0000 0000 OO0 OO0 OO,0 OO
Oog ooo ggo

O 000 rsh, rlogin, rexec (shell, login, exec) OO OO OO

#1ls -alL /etc/xinetd.d/* | egrep "rsh|rlogin|rexec" | egrep -v
"grep|klogin|kshell|kexec"

Stepl)vidOOO OOOO /etc/xinetd.d/ OO OO O rlogin, rsh, rexec 00O OO

Step2)000 OO OO (Disable =yes 0 0) » /etc/xinetd.d/rlogin O O e /etc/xinetd.d/rsh 00 «
/etc/xinetd.d/rexec O O

service rlogin

{
socket type = stream
wait = no
user = nobody
log on success += USERID
log on failure += USERID
server = /usr/sdin/in.fingerd
disable = yes
}

Step 3)xinetd DO O OO0O

#service xinetd restart

r-command OO0 OO OO ($HOME/.rhosts, hosts.equivO O OO OOO0O O0O) Step 1) r command
O00 0000 000 O 00 OO0 -.rhosts, hosts.equivO OO OO0 OOO0O hosthame(IP) OO
IPOODO OO IPOOO OO -.rhosts, hosts.equivO OO OOOO 600000 OO -000

TCP Wrapperl OO ODO OO0O ODOOO PO DOODO DO OO OO
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rlogin, rshell, rexec 0 000 backup, 00000 OO0 000 OO0 0000 OO0O0O OO0 OQOOO O
0000 0000 0000 000 00 (/etc/hosts.equivOd O O OO0OO0 OO OO .rhostsd0O

oo obdoobodb oo 0o bbb oo -bbo bboo o0 boUb oo oOoo
000 0000 oo ogbo oo)

0000 https://access.redhat.com/solutions/7321

cronJl U000 O ODOOO

goggdg obbbcondd OO0 0000 0ODOOLOO 000 oo bbb oooo o

O00OO0 root0 OODODOOODO crontab0000 OO0 O 0O0O0O D OO,000000000
g bbb oo oo bbb oo oog b oo

good

cron00 OO Jetc/crontab« 00000 OOO0O OO Jetc/cron.hourly « 0000 OO0 OODOO O
O /etc/crondaily « 000 OO0 OOOO OO Jetc/cronweekly « OO0 OO0 O0OOO OO
Jetc/cron.monthly « 0 OO0 OO OOO0O OO /etc/cron.allow «crontab 000 OO OO0
Jetc/cron.deny «crontab OO0 OO OO0

gogg

Stepl)crontab0 00 ODODOO OO OO (crontabd0 0O OODO OSO OO0 O0O) % crontab O
OO0 SuUIDO 0000 oooosuibdo OO

# 1s -1 /usr/bin/crontab
# chmod 750 /usr/bin/crontab

Step2)cron00 OOOO OODO O OO OO

# chown root <cron OO O0O=>
# chmod 640 <cron OO O0O=>=

Bcontab00O0O0 ODO0DODOOO OOODO OO Stepl) /etc/cron.d/cron.allow O
/etc/cron.d/cron.deny 000 OO0 O OO OO

#chown root /etc/cron.d/cron.allow
#chmod 640 /etc/cron.d/cron.allow
#chown root /etc/cron.d/cron.deny
#chmod 640 /etc/cron.d/cron.deny

Step 2) /etc/cron.d/cron.allow O /etc/cron.d/cron.deny 000 OO0 OO
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# cat /etc/cron.allow (crontab OO0 OO0 OOOO OOO O0O)
# cat /etc/cron.deny (crontabl OO0 OO0 ODOOO0 OOO O0O)

Dos U0 OO0 O0OO ODDOOO

0000 000 0000 00000 D000 OO 000 echo, discard, daytime, chargen, ntp,
snmpd OOOO OO0

0000000000 00000 00000000000 OoDS(D00 OO ooy oog o
uof

0000 LINUX (xinetd O O)

Stepl)viODOODO OOOO /etc/xinetd.d/ OO OO O echo, discard, daytime, chargen O O O
O

Step2) 000 OO OO (Disable=yesd )

* /etc/xinetd.d/echo O O (echo-dgram, echo-stream) ¢ /etc/xinetd.d/discard O
0 (discard-dgram, discard-stream) ¢ /etc/xinetd.d/daytime O O (daytime-dgram, daytime-
stream) ¢ /etc/xinetd.d/chargen O O (chargen-dgram, chargen-stream)

service echo
{
disable = yes
id = echo-stream
type = internal
wait = no
socket type = stream

Step 3)xinetd DO O OO0O

#fservice xinetd restart

NFSOODO ODO0OO
OO0OONSOOODO O OO0 00D OO0 D00 oboo oboo obo o bobobo oo
oot bobobb bbb b oobob oobo bbb ob ooo

OO0OONFSOOODO OO0 0000 000O0bO0O D000 Obo0ob0 boo obooo booo
g oo obbb oo bbb bbb ooodo oo
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0000 NFSOODO OO OO0 (NFSODO SIbO0O)

#ps -ef | egrep "nfs|statd|lockd"
root 3809 3721 0 08:44:40 ? 0:00 /usr/lib/nfs/nfsd

Step 1)NFSO OO OO OO

#systemctl stop nfs
#systemctl disable nfs
#kill -9 [PID]

Step2) 00 O0O0ODO OO0 0OO,0000 00 OO

1.00 00

#1ls -al /etc/rc.d/rc*.d/* | grep nfs

2.00 OO

#mv /etc/rc.d/rc2.d/S60nfs /etc/rc.d/rc2.d/ S60nfs

NFSOO OO

goodg obobbb bbb oo bbb ooo

gooo ood
goo,00d

gooo oo

o ogn ug g
U oogb oobob obood

O000 ODO0OO0ONSOODO ODODO0OO0 OO OONFSODODODO OO0 O DOOb ObO Dboo
OO0 DO0OO,everyone I D000 OO0 OO0 ODOO OO /etc/exportsO OO

Step 1) /etc/exports 00O OO0 OO0 ODOOO OO

(O) #/stand hostl(OO IPOO) host2

Step2) 000 OO0 O O0OOOO OO nobody OO

# vi /etc/export
# /stand hostl (root squash)

0 OU0O00 0000000000 0000 “insecure"00d OO OO

Step3.NFSOODO OO0
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#/etc/exportfs —u
#/etc/exportfs —a

automountd 0 O

0000 OO OO000 automountd O OO RPC(Remote Procedure Call) OO O OO O0OOO O
do0d 0db0 0o b0 oo b obob oooog oo

0000 00 0000 oboo oob bgbodreotd 00 ODOD O OOO,00000O0
automountd D000 O0O0ODO ODO0O OO0 OO0 O OO

good

automountd OO0 OO OO

#ps -ef | grep automount(or autofs)

root 1131 1 0 jun 15 ? 32:11 /usr/sbin/automountd
Step 1) automountd OO0 OO OO

#kill -9 [PID]

Step 2) 00O O0OOO OO OO,0000 OO OO

1.00 OO0

#ls -al /etc/rc.d/rc*.d/* | grep automount(or autofs)
2.00 OO0

#mv /etc/rc.d/rc2.d/S28automountd /etc/rc.d/rc2.d/ S28automountd

RPCOO0O OO

0000 000 00DO0@O 0OoooOg,bes, 0000 O)o ODOOORPCOODOD DOODO OO
gooo obog bog o

0000 OO0 O0OOOO(BufferOverflow), Dos, 0000 OO0 O0O0O0O OOOO RPCOODODO OO
Oo0OdbOOdroot0D0 OO O OD0ODOO OO0 OO0 ODOOODODOD ODOODO O

O 0OO0O00 RPCOOO: rpc.cmsd, rpc.ttdbserverd, sadmind, rusersd, walld, sprayd, rstatd, rpc.nisd,
rexd, rpc.pcnfsd, rpc.statd, rpc.ypupdated, rpc.rquotad, kems_server, cachefsd

good

LINUX (inetdD O 0O) Step 1) /etc/inetd.conf 0000 OO OO #OO@OODO)

(OO O) rpc.cmsd/2-4 dgram rpc/udp wait root /usr/dt/bin/rpc.cmsd rpc.cmsd
(0O O) #rpc.cmsd/2-4 dgram rpc/udp wait root /usr/dt/bin/rpc.cmsd rpc.cmsd

Step2)inetd0 00 OOO
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#ps -ef | grep inetd
root 141 1 0 15:03:22 ? 0:01 /usr/sbin/inetd -s
#kill -HUP 141

LINUX (xinetdd O O)Stepl)vidO OO OOOO /etc/xinetd.d/ D000 OO OOOO RPCO
00 00 00 Step2)000 OO OO (Disable=yesO0)

service finger

{
disable = yes
socket type = stream
wait = no

-o0o oo -

}

Step 3)xinetd DO O OO0O

#service xinetd restart

NIS, NIS+ O [

OO00O0 OO0OODOONSOOOO O0ODOO OO0 OoOOoONS+O0O0OO0 DOoObOOo oobO boo
oo oooboog o

O000 000 OO0 OODOONISO ODO0DO0 OO0 ooogb oogoboreotd ODOO ODODO
00 0000 00 0O 00O bOO0obOO OONSO OODDOO0 0O Oob boboooooob oo bo
OO0 O0O0O0O OO NISODO NIS+O O0OODb oo boo

OO0OONIS,NIS+000 00O 00

#ps -ef | egrep "ypserv|ypbind|ypxfrd|rpc.yppasswdd |rpc.ypupdated”
root 3809 3721 0 08:44:40 ? 0:00 /usr/lib/nis/ypserv

Step 1)NFSO OO OO OO

#kill -9 [PID]

Step2)00 ODO0OO OO0 OO,000000001.0000
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#ls -al /etc/rc.d/rc*.d/* | egrep
"ypserv|ypbind|ypxfrd|rpc.yppasswdd|rpc.ypupdated”

2.00 00

#mv /etc/rc.d/rc2.d/S73ypbind /etc/rc.d/rc2.d/ S73ypbind

titp, talk OO0 OO0O0O

goobo obdgo bog oodb oobb obhbodb o0ob oob o boob oo oo
0gob0 oo 0o b0 bbb bbb bbb bbb oo bo oo
good

Linux [inetd] OO OO0 OO0 OO OO

#cat /etc/inetd.conf | grep “tftp|talk|ntalk"
tftp dgram udp6 SRC nobody /usr/sbin/tftpd tftpd -n

Stepl)viOOODO OODOO "/etc/inetd.conf“ 00 OO

#vi /etc/inetd.conf

Step 2) tftp, talk, ntalk OO0 OO OO

#tftp dgram udp6 SRC nobody /usr/sbin/tftpd tftpd -n
#talk dgram udp wait root /usr/sbin/talkd talkd
#ntalk dgram udp wait root /usr/sbin/talkd talkd

Step3)inetd 00 OO0O

#kill -HUP [inetd pid]

Linux [xinetd] tftp, talk, ntalk OO0 OO0 OO OO

#vi /etc/xinetd.d/tftp
#vi /etc/xinetd.d/talk
#vi /etc/xinetd.d/ntalk
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Stepl)viOOODO OODO0O /etc/xinetd.d/ OO OO O tftp, talk, ntalk OO OO

Step2) 000 OO OO (Disable=yesO0) /etc/xinetd.d/tftp 00 /etc/xinetd.d/talk
00 /etc/xinetd.d/ntalk OO

service tftp

{
socket type = dgram
protocol = udp
wait = yes
user = root
server = /usr/sbin/in.tftpd
server _args = -s /tftpboot
disable = yes

Step3)xinetd D OO OOO

#service xinetd restart

Sendmail 00 OO

0000 Sendmail 000 OO OO0 OO0 0 OOO0 OO OOODDOOODOOOOODOOO
Sendmail OO OO OO

0000 0000 OO0 Sendmail 000 OO OO ODOOOO (BufferOverflow) D00 OO0 OO0
o oo ogoboobobooboo oo

EEERERN

l.Sendmail 000 OO OO OO

#ps -ef | grep sendmail

2.Sendmail 00O OO

#telnet localhost 25

Sendmaill 000 OO OO0 O OO OO O, http://www.sendmail.org/ OO, 0 OSOD0O0O OO0 OO
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g

gud g oo oo

goobo oo ob obboo bbog b obooooboobo oo

oooo SMTPOO0 OO0 OO0 ODOOO OD OO0,0D000 DOODO0O OO ODODOOD OO
OO0 OO0 DOOO0ODOO besOODO ODOO OO OO

OooooSMTPOOO OO0 OO0 DO ODOO OO OO OO

#ps -ef | grep sendmail | grep -v "“grep"
#cat /etc/mail/sendmail.cf | grep "R$\*" | grep "Relaying denied"
R$* $#error $@ 5.7.1 $: "550 Relaying denied"

Stepl)vidODOO OOOO /etc/mail/sendmail.cf OO /etc/sendmail.cfOO OO OO

Step2)000 OO OO OO

(00O O) #R$* $#error $@ 5.7.1 $: "550 Relaying denied"
(00O O) R$* $#error $@ 5.7.1 $: "550 Relaying denied"

Step 3) O O IP, domain, Email Address 0 00000 OO sendmail00 OO0 OO0 (OO0 OO0
0)

#cat /etc/mail/access

a)

localhost.localdomain RELAY
localhost RELAY

127.0.0.1 RELAY

spam.com REJECT

Step4) 000 OO0 OOODO OO DBODO OO

#makemap hash /etc/mail/access.db < /etc/mail/access

O0o0o00d Sendmail OO OO

O000 000000 qOOD0 0000 Sendmail00 O O0OOO0 OD0OOOOdrop0O0 O OO O
O00000OoOoSMTPOOD OO OO0 ODOOO DO ODODOO qOO0O ODOODO ODOOd,

Sendmail 000 000 0000 O0ODOOOdrop00 O OO OO0DOODOSMTPOOO OODO OO
OO0 0000000 SMTPOOO OO OO O restrict.qrun 00O OO #ps -ef | grep sendmail | grep
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-v “grep” #grep -v '~ *#' Jetc/mail/sendmail.cf | grep PrivacyOptions Step 1) viD O OO 0O OO
sendmail.cf 00O O OO Step 2) O PrivacyOptions= 00 OO0 restrictgqrun 00 OO (U0 O)O
PrivacyOptions=authwarnings, novrfy, noexpn (O O 0O ) O PrivacyOptions=authwarnings, novrfy,
noexpn, restrictgrun Step 3. Sendmail D OO OO0

DNS OO OO OO

0000 0000 0000 OO BINDOOD ODODD ODODO O O0ODOO ODDOO(2016.0100
9.103-P2) 000 DOO0ODOO ODOODO ODO,00 OOO0OO(BufferOverflow) 0 DNSOO OO O
0000000 000 O000DNSODODO OO O BINDOO OO #ps -ef | grep named named -v

“DNS"O0000 D000 OO0 OO0 OO0 DO “DNS"O0OD0 OO O BINDOD DO 0D DOO OO
goboog bo oo obboo bood

DNS Zone Transfer 0 O

O000 D000 00 Oooooo ZoneTransferd O0OO0DO0 O0DOO 00,000 OO0 O OO
O00 000 0000 00000 0000 ZoneTransferd OO0 ZonedOODO DOOO OOO
00,000 00,0000 00 000000000000 0O00OO0O0O00O0DNSOOO OO0 O
/etc/named.conf O O O allow-transfer O xfrnets O O #ps -ef | grep named | grep -v “grep” #cat
/etc/named.conf | grep 'allow-transfer' #cat /etc/named.boot | grep “xfrnets” < DNSO OO0 OO0
000 OO0 >DNSO0OO OO OO (DNSOD SIDO0O) #ps -ef | grep named root 3809 3721 0
08:44:40 7 0:00 /usr/sbin/in.named “DNS”" 0000 ODO0OO OO OO O0OO OO OO #kill-9[PID]

guoo gooo oo gd

ool oooo oo oo 0o o0 oo o0 0o oo oo oobuo o oooo o
00000 000 00O OO 00 00,0000b0 00bbOO0o 000 o0o0oO0oweBOoO od O
000 00000 0000 0D000,000000 0000000 00 000 0000 Indexes
OO0 OO0 OO0 OO0 #vi/[Apache_home]/conf/httpd.conf Options Indexes FollowSymLinks 00 OO0
000 “Indexes" 000 OO0 OO0 000 OO0D0O0O0OO OO OO OO0 OO Stepl)vioOOoO
0000 /[Apache_home]/conf/httpd.conf O O O O #vi/[Apache_home]/conf/httpd.conf Step 2) O O
O00 00000 OptionsOOOODO IndexesOO OO (DO O)OptionO OO0 Indexes 00O
OO000 OO0 <Directory /> Options Indexes FollowSymLinks AllowOverride None Order allow, deny
Allow from all </Directory> (0O O O)Option DO OO Indexes OO OO -IndexesO O O OO
<Directory /> Options Indexes 0 O (O O -Indexes) AllowOverride None Order allow, deny Allow from
all </Directory>

oot 0o oooo oo on

0000 ApacheO OO root 0000 O0O0DOO OO0 O0D0 D000 ODOODOODO OOODO OO O
0000 00 000 0oo0o O obbb oo ooo root00 DO ODODODODO OOO
00,0000 0000 00dd0d oo Db ood root0 00 OO ODOO ODOOO OO OO
Oroot000 OO0 0O 0O OO0 OOO0O ApacheO O OO O0O(Userd Group) OO #vi
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/[Apache_home]/conf/httpd.conf User [root0) OO OO OOO]Group[rootd OO OO O00OO]100
O00 000 0000 OO0 00 000 0000000 OO0 000 OO0 Stepl)O0O User&
Group OO User& Group OO O rootd OO OO ODOOO OO O ODODODO OO OOODDOOO O
O0000 O 00 OO0 UserfrootD OO OO OOO]Group[rootd OO OO OODO]Step 2)
Apache OO O OODO

guodo oo gooo oo gda

o000 00 o0 oo 0000 oo0do o0 oogoo oo oo o000 ooodg oo o
00dodooodooon ool oo oo oooo oo o0 oo ooooo oag d
o000 oooob oo o000 oo oo ooo oo Ooboo ooo oood
0000 AllowOverride 0 0O 0O Authconfig 00O OO #vi/[Apache_homel/conf/httpd.conf

AllowOverride None “AllowOverride” OO0 “None”00 OO0 OO OO0 O0DOO0OOO OO OO
OO0 OO0 Stepl)viODDO OO OO OO /[Apache_home]/conf/httpd.conf 00 OO #vi
/[Apache_home]/conf/httpd.confStep2) D00 OO OO0 OO AllowOverride 00 O OO AuthConfig
OO0 00O (00O O)AllowOverride D OO0 NoneOOO OOO0O OO <Directory
“/usr/local/apache2/htdocs”> AllowOverride None Allow from all </Directory> (O O 0O ) AllowOverride
0000 AuthConfigO OO OO OO OO <Directory “/usr/local/apache2/htdocs”> AllowOverride
AuthConfig Allow from all </Directory> Step 3) 000 OO0 OO0 OOOOO .htaccessO O OO
(00 OO OO)AuthName“00 00 OO0 O0O" AuthType Basic AuthUserFile
Jusr/local/apache/test/.auth Require valid-user 0 O 0 OO AuthName OO OO0 OOOO0O OO
OO0 0000 O0O)AuthType 00O OO (Basic OO, Digest) AuthUserFile O OO OO(@OO O OO
O0)O0O OO OO AuthGroupFileOO OO0 ODO(@O)Required 00 OODO ODOO OO,00
OO0 Stepd4) 000 OO0 OO0 OO0 O DODOO OO htpasswd -c /usr/local/apache/test/.auth
test New password: Re-type new password: Adding password for user test [root@localhost apache]#
Step5)000 OO0 OODO OOODO OOO Apached O OO0

goob goob oo oo

0000 Apache OO O 0000 O0O0OO O0O0OO OO0 ODOOO ODOOO O OOOO Apache
OO0 O htdocsO0O0OD0 OO0 OO0 ODO0O OODO OO0OOO0OO ODODOOO OOO OO0 O OO Od
000 D000 00 0O 0000 OO0 OO0 OO0 #ls-1d /[Apache_home]/htdocs/manual #Is -Id
/[Apache_home]/manual 00O OO0 0000 OO0 0O 00000 OD0OO0 OO0 OODO O0OOOOO
000000000 0D0O0000O000,000 000 ¢Stepl)#lsO0000 OO0 DOOO OO
OO0 O 00 OO0 #rm -rf /[[Apache_home]/htdocs/manual #rm -rf /[Apache_homel/manual Step 2)
#sOOOO O0O0O0O OO OO #ls-Id /[Apache_home]/htdocs/manual #ls -Id
/[Apache_home]/manual Step 3) 00000 O0O0OO OO0 O0OD0OO ODOOO ODDOOOO OO O
ggd

oot oo oo oo

O000 0000 000 O0,alieses000000 OO0 OO0 OO0 OO0 ODOOD O ODOOO
O OO0 O0O(DocumentRoot)d root D0 OO (D DOODO OO0 OO0 OD0O0O OOO OO0O O
O00 D000 root0000 OO0 ODOO ODDO OptionsO0O0O FollowSymLinks 00O OO OO
OO #vi/[Apache_home]/conf/httpd.conf Options Indexes FollowSymLinks 00 OO0 OO0 O0OO
00000 0000000000 D00 000000 Stepl)viODOOO OOOO
/[Apache_home]/conf/httpd.conf O O OO #vi/[Apache_home]/conf/httpd.conf Step 2) DO DO OO O
0000 OptionsO O OO0 FollowSymLinks 00O OO (OO O) Options OO OO FollowSymLinks O
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O

OO0 0000 OO <Directory /> Options Indexes FollowSymLinks AllowOverride None Order allow,
deny Allow from all </Directory> (O O 0O) Options 0 O O O FollowSymLinks OO OO -
FollowSymLinks 0O O O 0O O <Directory /> Options FollowSymLinks O O O O -FollowSymLinks
AllowOverride None Order allow, deny Allow from all </Directory>

gudoo oo oo o bbb oo

Oodno dodo oo oo oo oo 0 oouood obooo oo oooodg oo
g obobob oo oo bbb oo oo bbb oo U0 b oo oo
oo obobb 00 ooog bbb oo oo bbb oo oo b oo bbb ooo oon
gt odotdo ooo oo oo oo oo ouodo oo oo oo oood
LimitRequestBody 00 OO0 OO OO OO OO OO #vi/[Apache_home]/conf/httpd.conf

LimitRequestBody 5000000 (* OO0 O O0OO0O OOOS5MO OO0 00O OO0 0ODOO0O)OO OooOd
O00 0000 0000 000 D0D000000 00D 000 Ooog stepl)viDODoO ODODOO
/[Apache_home]/conf/httpd.conf O O O O #vi/[Apache_home]/conf/httpd.confStep 2) OO D0 OO O
0000 LimitRequestBody 00000 OO0 OO0O OO OO OO O) <Directory />
LimitRequestBody 5000000 (x “/" 0 00O OO OOO0O 5MO 0000 OO OO :byte) </Directory>

oot ooo oo

o000 0 0o oob b0 oo b0 0o 0obbo ooo oob booo ooo oo
00 00000 00 0000 0O O0D0bO 00 Ooooog oSO 0o ooooobo oob ooog o
U0 oo,0o0uod oodod on oo ooo oo oo oboobo oo oooo oon
O00 O 00 0000 DocumentRootll OO OODOO OO OO OO #vi
/[Apache_home]/conf/httpd.conf DocumentRoot "/usr/local/apache/htdocs” O O DocumentRoot
"[usr/local/apache2/htdocs” O O DocumentRoot ”/var/www/html“ DocumentRootd OO0 OO O OO
O000 00 00 000 0000000 OO0 000 ooo Stepl)vidOOO OD0OO
/[Apache_home]/conf/httpd.conf O O O O #vi/[Apache_home]/conf/httpd.conf Step 2) DocumentRoot
OO0 OO0 “/usr/local/apache/htdocs”, "/usr/local/apache2/htdocs”, "/var/www/html|“ 0 O OO0 O
O OO0 00000 O04d DocumentRoot“0OOO”

sshJOO0O OO

O000 0ODO00 000 SSHOOODODO 0000bOo oo0o0 O oboo/0000b bobD ooo d
O00 00000 00 00 O Telnet, FTPOO O0ODO0 OO0 OO0 ODO0O0O O0O0OO O0OO

O00/0000 000000000000 DO0O0D0 OO0 D000 Stepl)SSHOODO OO0 O
00 OO0 #service start sshd 0 0O, #service start sshStep2)SSHO OO OO0 OO 0O 0SOOOO
O0SSHOOO OO0 000 0OO0b O oOoo oo

ftp 000 OO

0000 OO0 O000 FTPOODD ODOD OOOO ODOOO0O ODODOO0O FTPOOODO OOOO
00000 0000 0bOoo@oo,00do0)b 0D OobbO OooOo OboOo booo ga
ftpO000 O0O0O0O OO OO #ps-ef | grep ftp vsftpd OO ProFTPO 00 OO OO (vsftpd, proftpd
00 SIDO0O) #ps -ef | egrep “vsftpd|proftp” root 3809 3721 0 08:44:40 ? 0:00 /usr/sbin/vsftpd O O
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OO0 “ftp" 000 OO0 0000 0000000 00 000 o0 vsftpdOO ProFTPOCO OO O
00 # service vsftpd(proftp) stop O O /etc/rc.d/init.d/vsftpd(proftp) stop O O kill -9 [PID]

ftp OO shell OO

O00O0 FTPOOO OO0 O 0000 ODODO ftp0O0O0 ODOOD ODO0OO0O OO0 ODOO OO OO
O0 00 00000 000 000 0000 00 0000 0000 00 oog g(Shell)o oDOO
O0,00000 00000 0000 ftp00 D000 OO0 O0O0OO0O OO0 ODOOO DOOO
ftpO000 OO /binffalse 00 OO #cat /etc/passwd ftp:x:500:100:Anonymous FTP
USER:/var/ftp:/shin/bash “passwd” 00 O OO0 O OO0 “/binffalse”"d OO0 OO0 OO0 OO0OO
O00 00 D00 000 Stepl)viOOOO OOOO “letc/passwd” 00 OO Step2)ftpO 00 O
O00D0D00 00 0O D000 /binffalse00 O OO (OO O) ftp:x:500:100:Anonymous FTP
USER:/var/ftp:/sbin/bash (O O 0O) ftp:x:500:100:Anonymous FTP USER:/var/ftp:/bin/false Step 3) #
usermod -s /bin/ffalse [0 O ID]O000 OO0 OO *Step20 000 OO0 OO OO0 Step30 usermod
ogudno oodo o oo

Ftpusers U0 OO0 O OO OO

O000 000000 fip000 OOO0O OO ftpusersd0 OO0 O OO0 O0OOOO ODO0OO
ftpusers0O 0O OOOO OO0 O0OOO0 OOODO OO OO0 O0O,0000FPOOOOOOO O
O0 0000 ftpusers0 00 OO0 ODOO0OOO0 OOOO OO #ls -al /etc/ftpusers #ls -al
[etc/ftpd/ftpusers rw-r—- root <ftpusers 0 0 > “ftpusers“ OO0 OO OO rootD ODOODO OO0 O
OO0 640000 00 DO DODOD DOODOODOO OO0 ODOO OO0 FTPODO O ftpusersd O OO
0O O FTP /etc/ftpusers O O, /etc/ftpd/ftpusers ProFTP /etc/ftpusers O O, /etc/ftpd/ftpusers vsFTP
[etc/vsftpd/ftpusers, /etc/vsftpd/user_list O O, /etc/vsftpd.ftpusers, /etc/vsftpd.user_list Step 1)
“letc/ftpusers” 000 OO0 O OO OO #ls -l /etc/ftpusers Step 2) “/etc/ftpusers” D00 OO0 O
OO0 OO (OO0 root, 0O 640) #chown root /etc/ftpusers #chmod 640 /etc/ftpusers % vsFTPO O
OO0 OO0 FTPODOOO OO (1) vsftpd.conf O O O O userlist_enable=YESO 0O O : vsftpd.ftpusers,
vsftpd.user list O O ftpusers,user list 000 OO0 O OO0 OO O OO (ftpusers, user listO OO
O00 0D 000 000 O00)(2)vsftpd.confO O OO userlist_ enable=NOO DO, 00 OO0 O
0O O0: vsftpd.ftpusers 00O ftpusers 000 OO0 O OO0 OO O OO (ftpusersO000 OO0 O
Oo00O ooo ooo)

Ftpusers U0 OO

0000 v rootO FTPODO OO0 ODOOO root0D 000 OO0 ODOOD OOD OO0 OO OOOO
FTPOOOO OO0 0 O0OO0ODOOO0 OODODOO OO OO ODODDOO ODDOO0OO0 OO0 ooo ooo g
O00D0OD0000 000 0000000 o0 D0O0DO ftpO OO vroot0 0000 OO OO OO
0 O #cat /etc/ftpusers #cat /etc/ftpd/ftpusers #root (0O OO ) OO, root OO OO O ProFTP #cat
/etc/proftpd.conf RootLogin on vsFTP #cat /etc/vsftp/ftpusers #cat /etc/vsftp/user list 0 O #cat
[etc/vsftpd.ftpusers #cat /etc/vsftpd.user list #root (OO O O) OO, root 00 OO0 root 0000
FTPOOO ODOOOD OO0 00 OO0 OO0 D00 O0DO0O0OD0DDOOO0 DO 000 000 <dd FTe
OO0 root00 OO OO OO >Stepl)viDOODO ODODOO ftpusers OO OO (“/etc/ftpusers” O
O “/etc/ftpd/ftpusers”) #vi /etc/ftpusers O O /etc/ftpd/ftpusers Step 2) ftpusers O O O root OO OO
00,0000 (WO O)#rootOd0O,root00 OOO (OO O)root<ProFTPO OO ROOTO O OO
>Stepl)viOOOO OOODO proftpd OO O O (“/etc/proftpd.conf”) O O #vi /etc/proftpd.conf Step
2) proftpd O O O O (“/etc/proftpd.conf”)00 O RootLogin off 1 0 (OO O) RootLoginon (OO O)
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RootLogin off Step 3) ProFTPO 00 OO0 <vsFTPO OO ROOTOO OO >Stepl)viDO OO O
000 ftpusers 0O OO (“/etc/vsftp/ftpusers” O O, “/etc/vsftpd.ftpusers”) #vi /etc/vsftp/ftpusers
Step2) ftpusers OO0 root 00 OO OO,0000 (OO O)#rootdO,root00 OO0 (OO O)
rootStep 3) vsFTP O OO OO0 % vsFTPO OO O OO FTPOOODO OO (1) vsftpd.confO OO O
userlist enable=YESO 0O O : vsftpd.ftpusers, vsftpd.user list O O ftpusers, user list (ftpusers,

user listO OO OO0 OO0 OOD OO0 ODOO)(2)vsftpd.conf O OO O userlist enable=NO O O,
OO0 000 OO O0: vsftpd.ftpusers O O ftpusers (ftpusers 000 OO0 ODO00O0 OO0 O00O0O)

atU0 OO0 OO0 odd

0000 o000 e«tdddd OO 0000 ObbbDb 000 oo bbb oooo o oooo
rootd] JO0OOOOODO atO00O0O0O OO0 O OO0 O OO,000000000000000
O000 000 000 000 0O 00 0000 Jetc/atallowe«atO00 OO OO0 /etc/at.deny «
at0 00 00 O0dd “cron"0000 OO0 ODOOO OO OO ODODOOOODOOOD OO OO0
000 Stepl)at000 ODOODOO OO0 OO (et0O00OD0 ODOD OSO ODOO OO0)yxat0O0OO
SUIDO D000 OODOO SUuIDOO OO #Is -l /usr/bin/at # chmod 4750 /usr/bin/at Step 2) cron O
00000 000 000 00 #chownroot<atOO OO>#chmod640<at00d ODO>mWatO
000 0000000 000D OO0 Step 1) “/etc/cron.d/at.allow” O “/etc/cron.d/at.deny” OO0 O
OO0 O OO OO0 #chown root /etc/cron.d/at.allow #chmod 640 /etc/cron.d/at.allow #chown root
/etc/cron.d/at.deny #chmod 640 /etc/cron.d/at.deny Step 2) “/etc/cron.d/at.allow” O
“letc/cron.d/at.deny” OO D OO0 OO #cat/etc/atallow (at 000 OO0 DOOO OO0 OO)
# cat/etc/atdeny (at OO0 OO0 ODODOO OO0O O0O)

SNMPO OO OO OO

0000 O00OO0OSNMPOOO D000 OO0 00 D000 D00 DOOD OO OO OO SNMPO
000 00000 O0dOo SNMPOOODO ODDO ODODODO OO OO OO ODODOOOOODDO O
OO0 0 00 0000 Step1)ps-ef|grepsnmpd OO root 2028 1 0 Nov 24 7 0:00
Jusr/sbin/snmpdm Step 2)snmp OO OO OO O OO0 OO #service snmpd stop

SNMPO OO ODODOODOOD ODODO OO

0000 Community String 00 O 00O Public, PrivateD OO0 O0O0O0 O0O0O0O OO OOOO
SNMPOODOD OO OO0 ODOO OO0 O OO0 00O Community StringD O0O0O0O 0000 OO
000 ODO0OO Community Stringdl DefaultD) public, privateD OO0 OO0 O0O0O,00 0O00OO
000 O Stringd 0000 O0OOD0 OO0 DO 0000 OO0 O0,000 00000000 OO0
OO0 00 ODosOOOD0O OO0 ODO OO0 ODOO ODO0O0O #vi/etc/snmp/snmpd.conf com2sec
notConfigUser default public 00O OO0 OO0 OO0 OOOOOO “public” 00O, "private“ 0 O OO
0000000000000 00 D000 000 Stepl)vidOOO OOOOSNMPOOOO OO
#vi [etc/snmp/snmpd.conf Step 2) Community String0 OO0 OO0 (0000 OO0 00O O0O) (@
O O) com2sec notConfigUser default public (O O O) com2sec notConfigUser default <O O O > Step
3)000 OO0 # service snmpd rstart
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gud oo ood bod

gboobo obogoobo bbb oo bboo boo boob oOo,bo 0o bboo0o oooo
oo obobdo oo boboo bobbo bbb bbb bbb o0b oob oobb Obh OB
OO0o0boooSUbO b 000 bbb bobobo b O Oobo bobo bob ooo ooo o

OO0OSO 000D 000D D0O0DO OO0 OO0 000 000D Stepl)00 ODOD0 ODODO O
O:vidoOOO "fete/motd“ 000 OO OO0 OO0 OO #vilete/motdDO OO0 OO Step 2)
TelnetOO OO:viOOODO "/etc/issue.net* 000 O O OO0 OO0 OO #vi/etc/issue.net O O
O00 00 Step3)FTPOO OO:viOOODO "fetc/vsftpd/vsftpd.conf* OO0 O O OO0 OO0 O
O #vi [etc/vsftpd/vsftpd.conf ftpd_banner=“00 OO0 O0O" Step4) SMTPO O OO:viODOODO
"letc/mail/sendmail.cf* 000 O O OO0 OO0 OO #vi/etc/mail/sendmail.cf O Smtp
GreetingMessage="“00 OO0 OO"Step5) DNSO O O0O:vidOODO "/etc/named.conf“ 00O O

O 0000 000 OO0 #vi/etc/named.confO 0 OO0 OO

NFSOODOO OO OO0

0000 00000 00 0000 00 00D 0oDDO OobOo0oOo OO NSsOOooD ooo ooo
000000000000 NSODDO ODOddD0 00 00 o000 oooob 0obooooo
O0 0000 0000 000000 00000 0D00D0 000 000 0o oo oooo #ls -al
Jetc/exports rw-r-r-root <nfs 0O OO0 OO>“NFS" 0000 ODO0OO0O OOO0O rootD OOODO O
00000644000 00 OO0 OO0 OODODOOO OO OO0O OO0 “letc/exports” OO0
O00 O 00 00 (000 root, 00 644) #chown root /etc/exports #chmod 644 /etc/exports

expn,vrfy 000 OO

O0O00 SMTPODOODO expn,vify00O0 OO0 OO0 000 OO0 OO0 O 0OO0OD0OO0 O0OOO OOO
000 00000 OO0ODO VRFY,EXPNOOOO OO0 OO0 OO0 OO0 OoOoooo o oog,
O000 000 000 00 0000 0000 noexpn, novrfy OO OO OO #vi
/etc/mail/sendmail.cf O PrivacyOptions= (noexpn, novrfy 0 O goaway 00 OO O 0O) % goaway OO
: authwarnings, noexpn, novrfy, noverb, needmailhelo, needexpnhelo, needvrfyhelo, nobodyreturn O
O00 0000 <O0O0 0O O>Stepl)viDODOO OOOO “/ete/mail/sendmail.cf” 000 O O
(O, AIXO /etc/sendmail.cf) #vi /etc/mail/sendmail.cf Step 2) “/etc/mail/sendmail.cf” O O O noexpn,
novrfy 00 OO (OO 0O) O PrivacyOptions=authwarnings (0O O) O
PrivacyOptions=authwarnings, noexpn, novrfy 0 0 goaway Step 3)SMTPO OO 000 <000 O
OO0 O>Stepl) 0000 OO0 OO #ps -ef | grep sendmail root 441 1 0 Sep19 ? 00:00:00
sendmail: accepting connections #kill -9 [PID] Step2) 000 OO0 O SMTPO OO ODOODO OOO
OSOD UO0O0O OO 00O 1.00 OO #Is -al fetc/rc*.d/* | grep sendmail 2. 00 OO #mv
/etc/rc2.d/S88sendmail /etc/rc2.d/ S88sendmail

Apache 0 00O OO OO

0000 HTTPODO,00000O0O0 Q0 OO0 OO O0OOO,0SOU0 00 U0OU0OUO0OUOoOO oo
O 0000 goob o0 ob oD oooob oo boo ob oo obobo oooboo ogoo
O000 000 O 00 0000 ServerTokens, ServerSignature 00 OO OO OO # vi

/[Apache_Home]/conf/httpd.conf ServerTokens Prod ServerSignature off “httpd.conf” 0 O OO
ServerTokens, ServerSignature 0 000 OO0 OO0 0000 OO0 OO0 OO0 0ODO0 O0DOO0ODOO O
000 OO0 Stepl)viOODOO OOOO /[Apache_home]/conf/httpd.confO 00 O O #vi
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O

/[Apache_home]/conf/httpd.confStep2) OO0 OO OO O OO ServerTokensO OO OO Prod OO
OO O ServerSignature Off DO OO Off U0 OO (DODO OO O0O) <Directory /> Options Indexes
FollowSymlinks ServerTokens Prod ServerSignature Off - 0 O 0O O - </Directory> ServerTokens [0 [
O00D0OD00D0 000000 OO0 Prodd OO OO ApacheMinD OO OO Apache/2.2.30S0 O
0 00 +0000 Apache/2.2.3 (CentOS) (DO D) FullO DOO OO OO Apache/2.2.3 (CentOS)
DAV/2 PHP/5.16
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