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https://www.cisecurity.org/ Center for Internet Security

NIST 800-53 (National Institute of Standards and Technology) OO OOO0OO0O OO0

STIG (Security Technical Implementation Guides) 00 OO0 OO OO OO0

DISA (Defence Information Systems Agency) OO0 ODOOO OO0

USGCB (United States Government Configuration Baseline) 00 OO OO OO OO

PCI-DSS (Payment Card Industry Data Security Standard) 00O 0O/0000 OO0 OO OO

CJIS (Criminal Justice Information Services) FBIO O 00O OO OO0 OO OO

e ANSSI DAT-NT28 - The National Cybersecurity Agency of France 0 00O O00OO OO OO (O
O Central Directorate for Network and Information Security (DCSSI))O OO OO

e ACSC (Australian Cyber Security Centre) Essential Eight 00 OO0 OO OO

e HIPAA (Health Insurance Portability and Accountability Act) D0 0000 OO0
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e https://www.ssllabs.com/
e https://www.immuniweb.com/
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e https://www.ipdeny.com/ipblocks/

e https://www.maxmind.com/en/geolite2/ D00 OO0O0O0 OOO0O OO
e https:/0 00000 O0ODO.ODO /destFile/ipv4.csv

e http://www.ip2nation.com/

firewalld O OOO0O OOIPOO OOO0O

#!/bin/bash
IP=$(curl https://www.ipdeny.com/ipblocks/data/countries/cn.zone)

for target in ${IP[*]}
do
firewall-cmd --permanent --add-rich-rule="rule family='ipv4' source

AllThatLinux! - https://atl.kr/dokuwiki/


https://www.cisecurity.org/
http://www.kisa.or.kr/public/laws/laws3.jsp
https://atl.kr/dokuwiki/doku.php/%EB%B3%B4%EC%95%88%EC%B7%A8%EC%95%BD%EC%A0%90_%EC%A0%90%EA%B2%80
https://atl.kr/dokuwiki/doku.php/apache_httpd_%EB%B3%B4%EC%95%88%EC%B7%A8%EC%95%BD%EC%A0%90_%EC%A0%90%EA%B2%80
https://atl.kr/dokuwiki/doku.php/apache_httpd_%EB%B3%B4%EC%95%88%EC%B7%A8%EC%95%BD%EC%A0%90_%EC%A0%90%EA%B2%80
https://atl.kr/dokuwiki/doku.php/was_%EB%B3%B4%EC%95%88_%EC%B7%A8%EC%95%BD%EC%A0%90_%EC%A0%90%EA%B2%80
https://atl.kr/dokuwiki/doku.php/was_%EB%B3%B4%EC%95%88_%EC%B7%A8%EC%95%BD%EC%A0%90_%EC%A0%90%EA%B2%80
https://www.ssllabs.com/
https://www.immuniweb.com/
https://www.ipdeny.com/ipblocks/
https://www.maxmind.com/en/geolite2/
https://한국인터넷정보센터.한국/destFile/ipv4.csv
https://한국인터넷정보센터.한국/destFile/ipv4.csv
https://한국인터넷정보센터.한국/destFile/ipv4.csv
http://www.ip2nation.com/

Last update: 2021/05/26 0O 0O _

09:05 0o https://atl.kr/dokuwiki/doku.php/%EB%B3%B4%EC%95%88_%EC%A0%90%EA%B2%807rev=1622019908

address="'$target' drop"
done

firewall-cmd --reload
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O 0O 0O O :http://open-scap.org
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0000 : http://openvas.org
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000 0D0000.000 OO0 GreenboneNetworks O OO0 OO0 OO O0OO0O OO0 2009 0
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OO0 0000000 O0O0O00 DOo00ooo Oopboo ODoo Oooo (NT)ODO S50 00 00
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OO0 OpenVASO OO OO0 O00O0OOOOO.0000 OO OOO GNU General Public License (GNU
GPL)OD OO0 DOOOO OODODOO.
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0000 : https://cisofy.com/lynis/
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