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root U0 OO OO OO

ub oono o

RHEL 6, 7

00 000 00 000D 00D 0000 OO0 0DDOO0d /ete/securettyODODO OOOO OOO
O00D0OD000 00000 O O0OD0O0O0.0000040 Red Hat Enterprise LinuxO /etc/securettyd O

Ugog b0 oobob obboo b booob oobbo b oob ooboo.b0b oobo
g oggbb oboboo boo bobbodb odb oo oD oUobb 0o Uo0o UUobD oOoo
goo.

echo > /etc/securetty

KDM,GDM O XDMO OO ODOOOO securetty 000 ODOOO0OO OO OO O0OOODOO.

auth [user unknown=ignore success=o0k ignore=ignore default=bad]
pam securetty.so

Ugobbooobb oo oo bbb oo,

/etc/pam.d/gdm
/etc/pam.d/gdm-autologin
/etc/pam.d/gdm-fingerprint
/etc/pam.d/gdm-password
/etc/pam.d/gdm-smartcard
/etc/pam.d/kdm
/etc/pam.d/kdm-np
/etc/pam.d/xdm

ooon
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/6/html-single/security guide
/index#s2-wstation-privileges-noroot

RHEL8 O D DUO0ODOO ttyOD OO0 O0O O0O0O0O OO securetty P AMODOD OODODO OODO
00000 Jetc/securetty U0 ODODO O OO RHELO O0OO0O0O OOOO. fetc/securettyll OO0 O
0 oogodooobb obboo bbb bbb b bbb bbb bboo b bbo bbo
000 0D000.000 000000000 0000 OO0 Jete/pamdO000O0 OO OOO

pam_securetty.so 000 OODOOO OO0 OOO0ODO O Jete/securetty 00O OOO0O OODO.

ooon
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/considerations_in_ad
opting_rhel 8/security_considerations-in-adopting-rhel-8#securetty security
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Root ssh login (00 [

RHEL 6, 7

SSHOOOUOO OO0 OO0 DODODOO0 OQoOOoOoSSsHOoOO od oo /ete/ssh/sshd _configO
ogooo oo oo obobooo.

#PermitRootLogin yes
PermitRootLogin no

good
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/6/html-single/security guide
/index#s2-wstation-privileges-noroot

RHEL 8

#PermitRootLogin yes
PermitRootLogin prohibit-password

PermitRootlogin 00O no-root 000 OO OO OO0O OO prohibit-password-root 000 OO0
o000 oo ooooobo ooad

oo
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/securing_netw
orks/index

oot ooo oo

RHEL 6

000 000000000000 00D0O0O0 800000 D0DOO0O0 fete/pam.d/passwd 000
I I A

password required pam cracklib.so retry=3 minlen=8 minclass=4

OO0 0000000 OO0 0000000 00000 fete/pamd/passwd 000 OO0 000 OO
oo ooooo.

password required pam_cracklib.so retry=3 maxsequence=3 maxrepeat=3

good
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/6/html-single/security guide
/index#sect-Security_Guide-Workstation_Security-Password_Security

RHEL 7

pam_quality 000 000000 /Jete/pam.d/passwd D00 OO0 000 OO0 00 O00O0OO.

password required pam pwquality.so retry=3

000000000 0o o000 oo oob s oo ooooda
Jetc/security/pwquality.confO0 00 OO0 OO0 ODO0OOOO.

minlen = 8

minclass 4

OO0 000000000000 000000000 0ogoao fete/security/pwquality.confd
U0 oo ogooog.

maxsequence = 3

maxrepeat = 3

ooon
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html-single/security guide

/index
00 0d dog o
RHEL 6

30 000 00 00 o0 0o obd0o oob 100 OO0 D0 ooobo OO ooooo
/etc/pam.d/system-auth O /etc/pam.d/password-0 authO OO OO0 OO0 OOO0O0O0O.

auth required pam faillock.so preauth silent audit deny=3
unlock time=600

auth sufficient pam_unix.so nullok try first pass

auth [default=die] pam faillock.so authfail audit deny=3

unlock time=600

b oobb 0obb b b oo oo oo oo boooo.

account required pam faillock.so
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OO0 000000 00 D000 DOoOoOdOg /etc/pam.d/system-auth O /etc/pam.d/password-auth O O
O pam_faillock 0 O 0O even_deny root D00 OOOOO.

auth required pam faillock.so preauth silent audit deny=3
even _deny root unlock time=600

auth sufficient pam unix.so nullok try first pass

auth [default=die] pam faillock.so authfail audit deny=3

even _deny root unlock time=600

account required pam faillock.so

oob obb Oobb bbb oo oo oo oooobo.

# faillock --user <username> --reset

oo
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/6/html-single/security_guide
/index#sect-Security_Guide-Workstation_Security-Account_Locking

RHEL 7

300 000 00 00 000 0Ob0 obd0o oo 100 OO0 D0 ooobo OO ooooo
/etc/pam.d/system-auth O /etc/pam.d/password-auth] authO OO O OO0 O0OO0OO.00.00
00ddo ool ooooon oo ooo.

1 auth required pam_env.so

2 auth required pam faillock.so preauth silent audit deny=3
unlock time=600 <- OO

3 auth sufficient pam unix.so nullok try first pass

4 auth [default=die] pam faillock.so authfail audit deny=3
unlock time=600 <- OO

5 auth requisite pam succeed if.so uid >= 1000 quiet success
6 auth required pam deny.so

b oobb 0obb b odb o0 oo oo oo boooo.

account required pam_faillock.so

OO0 000000 00 000 Ooogo /etc/pam.d/system-auth O /etc/pam.d/password-auth O O
0 pam faillock 0 00O even deny root 000 OO ODOO.
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auth required pam faillock.so preauth silent audit deny=3
even _deny root unlock time=600

auth sufficient pam _unix.so nullok try first pass

auth [default=die] pam faillock.so authfail audit deny=3

even deny root unlock time=600

account required pam_faillock.so

I I A e A T T

faillock --user <username> --reset

good
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html-single/security guide
/index#sect-Security Guide-Workstation Security-Account_Locking

guooo oo gd

fetc/shadow D00 OO0O0O OO0 OO OO Jete/passwd OO O O OO0 OO0 “X"00000 O
U

good
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/6/html-single/security _guide
/index

root 0 OO UIDO '0' OO

Jetc/passwd OO0 O UID(D OO OO O)OO rootO000O OO0 “UID=0"0 OO OO0 OO OOO
ub OO

ooon
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/6/html-single/security guide
/index

root U sulll]

“wheel"00 0O OO0 O OO0 OO OO OO /etc/group wheel:x:10:root,admin

/etc/pam.d/su #%PAM-1.0 auth sufficient pam_rootok.so # Uncomment the following line to implicitly
trust users in the “wheel” group. #auth sufficient pam_wheel.so trustuse uid# 0000 O OO O
O0000 000 0DO0@OoOoooo Ooo) # Uncomment the following line to require a user to be in
the “wheel” group. #auth required pam wheel.souse uid# 0000 0O 00 O00O0O0OO0 O0OOO
00 O OO0 authinclude system-auth account sufficient pam_succeed_if.so uid = 0 use_uid quiet
account include system-auth password include system-auth session include system-auth session
optional pam_xauth.so
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fetc/login.defsO0 OOODO OO OO OO

PASS MAX _DAYS 99999 0000 OO OO OO(O)PASS MINDAYSOOOCOO 00 OO0 00O(O)
PASS MIN LEN50000 OO OO PASS WARN AGE70000 OO0 00 OO0 0O0(D)

oot oo gd

Jetc/passwd O O OO0 O OO

gud oo gooo oo ga

/etc/group O root:x:0:root O O

000 0bOO0ObO 0O 6D O

Jetc/group O O O Jetc/passwd OO OO OO OO

goo uibon

Jetc/passwd OO O OO O UIDOD OO0 OO

OO0 shell 0O

0000 0000 000 /binffalse 00 /sbin/nologin O 0O 0O

Jetc/passwd 00 O OO0 0O 000 OO0 O O0O0OO OO

Session Timeout [0 [

Jetc/profile O O O

HOSTNAME="/usr/bin/hostname 2>/dev/null" HISTSIZE=5000# OO0 00O OO OO
HISTTIMEFORMAT="%F %T"# 0000 OO0 OO0 OO OO OO TMOUT=300#00 O0OO0CO O
O OO0 if[ “$HISTCONTROL” = “ignorespace” ] ; then

export HISTCONTROL=ignoreboth

else

export HISTCONTROL=ignoredups
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fi

export PATH USER LOGNAME MAIL HOSTNAME HISTSIZE HISTCONTROL HISTTIMEFORMAT TMOUT # O
oob oo
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